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FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC
Publication(s)"). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate,J IEC .cannot 'be held responsible fon thepway /in jwhich /they are used or for any
misinterpretation by any end-user.

In order to promote international uniformity, IEC,National¢Committees undertake to apply IEC Publications
transparently to the maximum extent~possible“in their“national “and /regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

IEC itself does notiprovide, .any attestation. of ,conformity.. Independent certification, jbodies provide conformity
assessment services and, in some areas, access to IEC_marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 62541-14 has been prepared by subcommittee 65E: Devices and
integration in enterprise systems, of IEC technical committee 65: Industrial-process
measurement, control and automation.

The text of this standard is based on the following documents:

FDIS Report on voting
65E/720/FDIS 65E/736/RVD

Full information on the voting for the approval of this International Standard can be found in
the report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

Throughout this document and the other parts of the IEC 62541 series, certain document
conventions are used:
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Italics are used to denote a defined term or definition that appears in Clause 3 in one of the
parts of the series.

Italics are also used to denote the name of a service input or output parameter or the name of
a structure or element of a structure that are usually defined in tables.

The italicized terms and names are also, with a few exceptions, written in camel-case (the
practice of writing compound words or phrases in which the elements are joined without
spaces, with each element's initial letter capitalized within the compound). For example the
defined term is AddressSpace instead of Address Space. This makes it easier to understand
that there is a single definition for AddressSpace, not separate definitions for Address and
Space.

A list of all parts of the IEC 62541 series, published under the general title OPC Unified
Architecture, can be found on the IEC website.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to
the specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside' logo-on-the cover page of this publication indicates
that it contains''colours'“which-"are“‘considered“to’"be 'useful'for the correct
understanding of its contents.“Users‘should-therefore'print this document using a
colour printer.
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1 Scope

This part of IEC 62541 defines the OPC Unified Architecture (OPC UA) PubSub
communication model. It defines an OPC UA publish subscribe pattern which complements
the client server pattern defined by the Services in IEC 62541-4. |IEC TR 62541-1 gives an
overview of the two models and their distinct uses.

PubSub allows the distribution of data and events from an OPC UA information source to
interested observers inside a device network as well as in IT and analytics cloud systems.

This document consists of

e a general introduction of the PubSub concepts,
e a definition of the PubSub configuration parameters,

e mapping of PubSub concepts and configuration parameters to messages and transport
protocols, and

e a PubSub configuration model.

Not all OPC UA Applications will need to implement all defined message and transport
protocol mappings. IEC 62541-7 defines the -Profile,that dictates which mappings need to be
implemented in order to.be compliant. with a particular-Rrofile.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their
content constitutes requirements of this document. For dated references, only the edition
cited applies. For undated references, the latest edition of the referenced document (including
any amendments) applies.

IEC TR 62541-1, OPC Unified Architecture — Part 1: Overview and Concepts
IEC TR 62541-2, OPC Unified Architecture — Part 2: Security Model

IEC 62541-3, OPC Unified Architecture — Part 3: Address Space Model

IEC 62541-4, OPC Unified Architecture — Part 4: Services

IEC 62541-5, OPC Unified Architecture — Part 5: Information Model

IEC 62541-6, OPC Unified Architecture — Part 6: Mappings

IEC 62541-7, OPC Unified Architecture — Part 7: Profiles

IEC 62541-8, OPC Unified Architecture — Part 8: Data Access

IEC 62541-12, OPC Unified Architecture — Part 12: Discovery and Global Services
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ISO/IEC 19464:2014, Advanced Message Queuing Protocol (AMQP) v1.0 specification

ISO/IEC 20922:2016, Message Queuing Telemetry Transport (MQTT) v3.1.1

IETF RFC 7159, The JavaScript Object Notation (JSON) Data Interchange Format
http://www.ietf.org/rfc/rfc7159.txt

3 Terms, definitions and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC TR 62541-1,
IEC 62541-3, and |IEC 62541-4 and the following apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp

3.1.1
DataSetClass
template declaring the content of a DataSet

Note 1 to entry: A DataSetClass is used to type DataSets for .use in-.several Publishers and for filtering in
Subscribers.

3.1.2
DataSetMetaData
data describing the 'content'and semantic-of'a DataSet

3.1.3
DataSetReader
entity receiving DataSetMessages from a Message Oriented Middleware

Note 1 to entry: A DataSetReader is the component that extracts a DataSetMessage from a NetworkMessage
received from the Message Oriented Middleware and decodes the DataSetMessage to a DataSet for further
processing in the Subscriber.

3.1.4

DataSetWriter

entity creating DataSetMessages from DataSets and publishing them through a Message
Oriented Middleware

Note 1 to entry: A DataSetWriter encodes a DataSet to a DataSetMessage and includes the DataSetMessage into
a NetworkMessage for publishing through a Message Oriented Middleware.

3.1.5
PublishedDataSet
configuration of application-data to be published as a DataSet

Note 1 to entry: A PublishedDataSet can be a list of monitored Variables or an Event selection.

3.1.6
SecurityGroup
grouping of security settings and security keys used to access messages from a Publisher

Note 1 to entry: A SecurityGroup is an abstraction that represents the security settings and security keys that can
be used to access messages from a Publisher. A SecurityGroup is identified with a unique identifier called the
SecurityGroupld. The SecurityGroupld is unique within the Security Key Service.
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