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FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National:Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts-are/made to ensure that the technical content of IEC
Publications is accurate, IEC cannot“be ‘held ‘responsiblefor thé“way in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, TEC, National::Committees undertake to apply IEC Publications
transparently to the, maximum extent. possible.in. their nationaloandcregionalpublications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

The main task of IEC technical committees is to prepare International Standards. However, a
technical committee may propose the publication of a technical report when it has collected
data of a different kind from that which is normally published as an International Standard, for
example "state of the art".

IEC TR 62361-103, which is a technical report, has been prepared by IEC technical
committee 57, Power systems management and associated information exchange.

The text of this technical report is based on the following documents:

Enquiry draft Report on voting
57/1911/DTR 57/1972/RVDTR

Full information on the voting for the approval of this technical report can be found in the
report on voting indicated in the above table.
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This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all the parts in the IEC 62361 series, published under the general title Power systems
management and associated information exchange — Interoperability in the long term, can be
found on the IEC website.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to
the specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

A bilingual version of this publication may be issued at a later date.

IMPORTANT - The 'colour inside’' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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POWER SYSTEMS MANAGEMENT AND
ASSOCIATED INFORMATION EXCHANGE -
INTEROPERABILITY IN THE LONG TERM -

Part 103: Standard profiling

1 Scope

This part of IEC 62361, which is a technical report, describes the concepts of standard
profiling for Common Information Model (CIM - IEC 61970, IEC 61968, IEC 62325) and
IEC 61850 standard series. It serves as an introduction to profiling concepts and
methodologies for the development of profiles for providing interoperability. It describes the
specific needs and requirements of the standard application domains and derives profiling
concepts respectively. Moreover the document defines the foundation for more detailed
descriptions in the respective standard series.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their
content constitutes requirements of this document. For dated references, only the edition
cited applies. For undated references, the latestedition ofithetwreferenced document (including
any amendments) applies.

IEC 61850 (all parts), Communication networks and systems for power utility automation

IEC 61968 (all parts), Application,integration. .at..electric,utilities.—,System interfaces for
distribution management

IEC 61970 (all parts), Energy management system application program interface (EMS-API)

IEC 62325 (all parts), Framework for energy market communications

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/
e |SO Online browsing platform: available at http://www.iso.org/obp

3.1

Basic Application Profile

BAP

user agreed-upon selection and interpretation of relevant parts of the applicable standards
and specifications which is intended to be used as building blocks for interoperable
user/project specifications

Note 1 to entry: BAPs must not have options, all selected criteria are mandatory to achieve interoperability. For
implementation in projects, BAPs might be extended or refined to meet the user specific requirements.
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The term “basic” means here that an elementary application function/subfunction is the chosen context for defining
the profile. The level of what is perceived as elementary is application dependant, and may include for example
many Logical Node (LN) instances of many LN classes, when using IEC 61850.

[SOURCE: CEN-CENELEC-ETSI SG-CG Report on Interoperability CEN_9762 CLC_ 9624,
12.1, Terms and definitions]

3.2

Basic Application Interoperability Profile

BAIOP

test sequences and test cases used to extend a BAP for interoperability testing to reach the
desired level of interoperability

[SOURCE: CEN-CENELEC-ETSI SG-CG Report on Interoperability CEN_9762_CLC_9624,
12.1, Terms and definitions]

3.3
canonical information model
base information model upon which the profiling process is to be applied for CIM

Note 1 to entry: A canonical information model is a semantic model that is agreed upon as a common language
for information describing the power system and processes related to it

Note 2 to entry: The canonical information model is the basis for profiles that describe specific data exchanges.
Many user specific profiles can be defined based on the same canonical information model.

Note 3 to entry: In case theprofile has an overlap (i.e:\an‘electrical market Use registered resources that maps to
physical units and this mapping is needed to run safety studies with market data, the canonical information models
make sure that it is possible to describecthisovertapyand-thatdata in markét profiles is directly linked with profiles
describing the physical units.

3.4

conformance

accordance of the implementation».of 7a. product; process: or service with all specified
requirements or standards

Note 1 to entry: Additional features to those in the requirements / standards may be included.

Note 2 to entry: All features of the standard/specification are implemented and in accordance, but some additional
features are not covered by the standard/specification.

[SOURCE: CEN-CENELEC-ETSI SG-CG Report on Interoperability CEN_9762_CLC_9624,
12.1, Terms and definitions]

3.5

conformance testing

act of determining to what extent a single implementation conforms to the individual
requirements of its base standard

Note 1 to entry: An important condition in achieving interoperability is the correct implementation of the
standards. This can be verified by conformance testing.

Note 2 to entry: Determines whether an implementation conforms to a profile as written in the PICS. The latter
testing can be interoperability testing if profile covers the interoperability requirements additional to the
conformance testing requirements of standards applied. Conformance testing is a prerequisite for interoperability
testing.

[SOURCE: CEN-CENELEC-ETSI SG-CG Report on Interoperability CEN_9762 CLC_ 9624,
12.1, Terms and definitions]

3.6

context

set of business conditions and circumstances that are relevant to a domain, a situation, an
event or an information exchange
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3.7

cyber security

measures that protect and defend information and information systems by assuring their
confidentiality, integrity, access controls, availability and accuracy

Note 1 to entry: As defined in ISO/IEC 27002:2005 “Information security is the protection of information from a
wide range of threats in order to ensure business continuity, minimize business risk, and maximize return on
investments and business opportunities”.

3.8

interchangeability

ability of two or more devices or components to be interchanged without making changes to
other devices or components in the same system and without degradation in system
performance

[SOURCE: CEN-CENELEC-ETSI SG-CG Report on Interoperability CEN_9762_CLC_9624,
12.1, Terms and definitions]

3.9

interoperability

ability of two or more networks, systems, devices, applications or components to interwork,
to exchange and use information in order to perform required functions.

[SOURCE: CEN-CENELEC-ETSI SG-CG Report on Interoperability CEN_9762 CLC_ 9624,
12.1, Terms and definitions]

3.10

interoperability testing

testing which should be performed to verify that communicating entities within a system are
interoperable, i.e. they are able to 'exchange'information in a semantically and syntactic
correct way

Note 1 to entry: During interoperability testing, entities are tested against peer entities known to be correct
(profiles).

[SOURCE: CEN-CENELEC-ETSI SG-CG Report on Interoperability CEN_9762_CLC_9624,
12.1, Terms and definitions]

3.1
profile
agreed-upon subset of derived from a specification

Note 1 to entry: A common profile is required for achieving interoperability especially in those cases when a
specification could have more than one interpretation and there are probably many optional features.

3.12

SGAM (Smart Grid Architecture Model)

high level conceptual model of the Smart Grid describing the main actors of the Smart Grid
and their main interactions

Note 1 to entry: This concept is introduced in IEC 62357-1:2016.

[SOURCE: CEN-CENELEC-ETSI SG-CG M490, Set of standards report
CEN_9762_CLC_9624, Chapter 7.3, SGAM introduction]

ftp://ftp.cencenelec.eu/EN/EuropeanStandardization/HotTopics/SmartGrids/SGCG_Interopera
bility Report.pdf
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4 Profiling concepts

4.1 General
4.1.1 Overview

A profile in the domain of power systems management and associated information exchange
describes a specific usage of a published standard or a collection of published standards by
restricting offered flexibility. Functional requirements may lead to the proposal of extensions
to the standard. Profiling needs to support both aspects.

Two implementations engineered from the same standard may not interoperate due to them
having a different set of elements offered by the flexibility of the standard.

The main goal of defining a profile is to facilitate interoperability for the data exchange
between elements to achieve the functions as specified in the specific use of the standard.

Profiling may serve many objectives, depending on the project where the profile is used, but
within the different objectives one could get closer to interchangeability.

Therefore a profile may contain

a) definitions of restricted flexibilities for
— data models
— communication services and capabilities
— engineering related requirements
o functional allocation
e includingoptional.naming/rules
— cyber-security requirements

b) functional requirements for example state machines describing required sequences of
actions needed to ensure interoperability, etc.

c) testing requirements

To reduce the number of profiles related to the similar usage, architectural variants and
functional variants may be needed. Wherever possible, contained profile information should
be supplemented with information in machine readable form.

Complementary aims and objectives of profiling are to

e promote the re-use of defined profiles in different projects

o facilitate interoperability tests, increase the quality of interoperability and potentially
increase test efficiency

o facilitate pre-engineering and commissioning focussing on interoperability related topics
The profile contents are built based on requirements derived from use cases. These use

cases may have very diverse inputs including specific local use cases and national or regional
regulations.
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4.1.2 Framework for defining a profile

The methodology to capture the profile requirements as illustrated in Figure 1 is structured on
an approach based on Business Processes which need to be further broken down into
functions. Both will have to be expressed through use cases, in order to extract the
requirements for information exchange.

These requirements are the main input for defining a profile, with the additional constraint to
map these requirements over a selected set of standards (in current case, CIM or IEC 61850).

Besides the definition of the profile itself, it is important to capture the context of testing the

defined profile.

Business
cases

i Business Role(s)
Roles interacts in one or more BUC to

to pursue a business case

Business Use Business

Cases (BUC) ABUC depicts Process
a Business Process =
Profile test
‘ H SUC supports BUC (enable or

fagilitate its/achjevement)

P_rofile System Use Smart Grids
requirements Cases (SUC) AsSuc depicts > function 2

a function

yi
- f System Role(s)
Standards \

Figure 1 — Framework for defining a profile

IEC

4.1.3 Framework for profiling

Figure 2 presents an outline of standardized rules and relations between the main concepts
related to profiling and its contribution to project development.
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Rules for making
extensions are part

e of the standard

Extensions
(User/User-Group/
utility specific)

Standard
(CIM, IEC 61850,...)

Set of rules

s S 2SN EE Profile

Existing
profiles
(standardized)

Use/implement

Project

IEC

Figure 2 — Framework for profile

In principle a profile shall be defined based on;jthe:corresponding standard. The definitions of
the standard might be extended optionally“by ‘User or-User Group specific requirements. The
optional extensions shall follow the rules which should be defined as part of the standard.

A profile shall followlia’set'of rules whichZmay'be’additionally defined (i.€. rules for naming of
objects).

A mature and proven profile can be standardized as well. If there are additional requirements
or refinements to an existing standardized profile is needed the standardized profile may be
extended following the rules for extension as stated above.

To facilitate interoperability in a project the use of profiles (either existing standardized
profiles or project specific defined profiles) is highly recommended.

4.1.4 Framework for testing profiles

Figure 3 presents the basic framework of activities and elements needed to achieve
interoperability within a project. It describes in addition the main area of involvement of
standardisation activities.
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