IEC SRD 63188:2022-09(en)

IEC SRD 63188

Edition 1.0 2022-09

SYSTEMS
REFERENCE DELIVERABLE

colour
inside

Smart cities reference architecture methodology




THIS PUBLICATION IS COPYRIGHT PROTECTED
Copyright © 2022 IEC, Geneva, Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form
or by any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from
either IEC or IEC's member National Committee in the country of the requester. If you have any questions about IEC
copyright or have an enquiry about obtaining additional rights to this publication, please contact the address below or

IEC Secretariat

3, rue de Varembé
CH-1211 Geneva 20
Switzerland

www.iec.ch

your local IEC member National Committee for further information.

Tel.: +41 22 919 02 11
info@iec.ch

About the IEC

The International Electrotechnical Commission (IEC) is the leading global organization that prepares and publishes
International Standards for all electrical, electronic and related technologies.

About IEC publications

The technical content of IEC publications is kept under constant review by the IEC. Please make sure that you have the
latest edition, a corrigendum or an amendment might have been published.

IEC publications search - webstore.iec.ch/advsearchform
The advanced search enables to find IEC publications by a
variety of criteria (reference number, text, technical
committee, ...). It also gives information on projects, replaced
and withdrawn publications.

IEC Just Published - webstore.iec.ch/justpublished

Stay up to date on all new IEC publications. Just Published
details all new publications released. Available online and once
a month by email.

IEC Customer Service Centre - webstore.iec.ch/csc

If you wish to give us your feedback on this publication or need
further assistance, please contact the Customer Service
Centre: sales@iec.ch.

IEC Products & Services Portal - products.iec.ch
Discover our powerful search engine and read freely all the
publications previews. With a subscription you will always have
access to up to date content tailored to your needs.

Electropedia - www.electropedia.org

The world's leading online dictionary on electrotechnology,
containing more than 22 300 terminological entries in English
and French, with equivalent terms in 19 additional languages.
Also known as the International Electrotechnical Vocabulary
(IEV) online.



mailto:info@iec.ch
https://www.iec.ch/
https://webstore.iec.ch/advsearchform
https://webstore.iec.ch/justpublished
https://webstore.iec.ch/csc
mailto:sales@iec.ch
https://products.iec.ch/
http://www.electropedia.org/

IEC SRD 63188

Edition 1.0 2022-09

SYSTEMS
REFERENCE DELIVERABLE

colour
inside
Smart cities reference architecture methodology
INTERNATIONAL
ELECTROTECHNICAL
COMMISSION
ICS 03.100.70; 13.020.20 ISBN 978-2-8322-4569-9

Warning! Make sure that you obtained this publication from an authorized distributor.

® Registered trademark of the International Electrotechnical Commission



-2- IEC SRD 63188:2022 © IEC 2022

CONTENTS
FOREWORD ...ttt et ettt e et et e ettt e et e e et e e et e e et e e et e e et e et e et e et e e eans 16
INTRODUGCTION ..ot e e et e e e e e et e e et e et e et e e e et e e e et e et e et e e e eeanns 18
1 RS ToTo] o 1= PP 19
2 NOIMALtIVE FEFEIENCES ...ttt e e e ees 19
3 Terms and definitions ... e 19
3.1 Information teChNOIOGY .. .. oun i 19
3.2 LU g o= o PP 20
3.3 SYStEMS APPIrOACKH ..o 21
3.4 Digital transformation ... 26
3.5 N e 11 = o 1 Vo P 28
A breviated terMS .. e 29
5 Linking the IEC SyC Smart Cities scope with the SCRAM and SCRA............ccoiiviineenn. 30
5.1 /=14 g oY [0 Lo o )V /20 P 30
5.2 Problem space desCription .. ... 31
5.3 Problem Space SPECIfICS ...iuiiiiiii e 32
5.4 Stakeholders classification..........c.oiiii i 33
5.5 Stakeholders and their estimated concerns ... 33
5.6 Dependency matrix "Stakeholders classification" versus "Stakeholders" ............... 35
5.7 Dependency matrix "Problem space description" versus "Stakeholders"................ 35
5.8 Stakeholders' aggregated CONCEINS .........oiviiiiii i 36
5.9 MisSSion statement .. e 36
5.10 Dependency matrix "Problem space description" and "Problem space
specifics" versus "Mission statement" ... 37
5.11 Dependency matrix "Stakeholders" versus "Mission statement" and
"Stakeholders' aggregated CONCEINS" ..........iiiiiiiiii e 38
5,12 Vision statement ... e 38
5.13 Dependency matrix "Mission statement" and "Stakeholders' aggregated
concerns" versus "Vision statement” ... 39
5.4 StrategiC GOalS i 39
5.15 Dependency matrix "Vision statement" vs "Strategic goals"..............ccoooiiin. 40
5.16  Solution Space CONSTraiNtS ......c.iiiiiii e 40
5.17 Essential desirable characteristics of the solution space ..., 41
5.18 Dependency matrix "Strategic goals" and "Solution space constraints"
versus "Essential desirable characteristics" ....... ..o 41
5.19  Architecture principles of the solution space ...........ccccoiiiiiiiiiiii 42
5.19.1 Digital orientation ... 42
5.19.2 Platform-enabled agile solutions orientation................c.cooiiiii . 44
5.19.3 Capabilities, functions and processes orientation..................cooiii. 48
5.19.4 Services, microservices and APIs orientation................. 50
5.19.5 Common engineering practices orientation ...............cc.oiiiiiiiiiiiin 52
5.19.6 Crosscutting aspects orientation ... 54
5.19.7 Common governance, management and operations practices orientation ...... 55
5.19.8 Existing knowledge orientation ... 55
5.20 Dependency matrix "Essential desired characteristic" versus "Architecture
o1 L Vo3 1 o1 L= 3 56
5.21 All dependencies together. ... 56

6 OULIINE Of the SC R AM .. e 57



IEC SRD 63188:2022 © IEC 2022 -3-

6.1 SCRAM data SChemMa . ... 57
6.2 How the SCRA will be created by the SCRAM ... 58
6.3 Tailoring the SCRAM and SCRA ... 59
6.4 USING The SO R A L. e e e 59
7 SCRAM VIEWPOINTS ..o e e e e e ea e 60
7.1 L= o= ¥ S 60
7.2 ValUe VIEW P OINT . e e 60
7.2.1 General desSCriPiON ... 60
7.2.2 List of associated model-types........cooiiiiiiii 61
7.3 Big PIiCtUre VIEWPOINT ... e 61
7.3.1 General desCriplion ... e 61
7.3.2 List of associated model-types........cooiiiiiiii 61
7.4 System-solution engineering viewpoint ...........ccooiiiiiiii 62
7.4.1 General desCriplion ... e 62
7.4.2 Architectural considerations...........cooiiiiiii i 62
7.4.3 List of associated model-types. ... ..o 62
7.5 Platform engineering VieWpOint ..o 62
7.5.1 General desSCriPliON ... 62
7.5.2 List of associated model-types. ... ..o 62
7.6 Platform component engineering Viewpoint ..........cccooiiiiiiiiiiiiiiiii e 63
7.6.1 General desCriplion ... . 63
7.6.2 List of associated mModel-typPesS........cooviiiiiiii i 63
7.7 Solution engineering VIEeWPOINt. ... ... 63
7.71 General desCription ... .o 63
7.7.2 List of associated mModel-typPes........cooviiiiiiiii i 63
7.8 Crosscutting aspects engineering Viewpoint ..o 64
7.8.1 General desSCriPliON ... 64
7.8.2 List of associated model-types........couiiiiii i 64
7.9 Corporate VIEWPOINT ... .t 64
7.9.1 General desSCriPliON ... 64
7.9.2 List of associated model-types........couiiiiii i 64
7.10 Risk management VIEWPOINt ... 64
7.10.1 General desCription ... e 64
7.10.2 List of associated mModel-typPes.......coouiiiiiiiii i 64
7.11  Software factory VIeWPOINt ... 65
7111 General desCription ... .o 65
7.11.2 List of associated mModel-typPes.......coouiiiiiiiii i 65
712 Standards VIEWPOINt . ... e 65
7.12.1 General desSCriPlioN ... 65
7.12.2 List of associated model-types. ... ..o 65
8  SCRAM MOAEI-TYPES ..ot 65
8.1 LT =Y o= ¥ S 65
8.2 Problem space desCriplion ... 66
8.2.1 General desCription ... .o 66
8.2.2 =T 1o 18 66
8.2.3 Primary generated artefact-types.......cc.cooiviiiiii i, 66
8.3 Problem space terminOlOgy . ... couuiiiiiii e 66
8.3.1 General desSCriPlioN ... 66

8.3.2 1= 1o 18 66



-4 - IEC SRD 63188:2022 © IEC 2022

8.3.3 Smart Cities €XamPIe ...ieni i 66
8.4 Problem space specifics nomenclature ... 66
8.4.1 General desCription ... .o 66
8.4.2 LI e o1 1 LU PP 66
8.4.3 Primary generated artefact-types ... 67
8.4.4 Smart Cities €XamPIE ... 67
8.5 Problem space classifications nomenclature ... 67
8.5.1 General desSCriPlioN ... 67
8.5.2 T OO NI QUES .o 67
8.5.3 Smart Cities eXamPle ..o 67
8.6 Stakeholders NOMENCIAtUIe ... ..o 67
8.6.1 General desCription ... e 67
8.6.2 LI e o1 1 LU PP 68
8.6.3 Primary generated artefact-types.......c.cooiuviiiiiiiii 68
8.7 Stakeholders' concerns nomenclature ... 68
8.7.1 General desSCriPliON ... 68
8.7.2 1= 1o 18 69
8.7.3 Primary generated artefact-types.......cccoiviiiiiiiiiii 69
8.7.4 Smart Cities eXamPle ..o 70
8.8 Dependencies between generic stakeholders, stakeholders, stakeholders'
concerns and categories of concerns model-type ..........oooiiiiiiiiii 70
8.8.1 General desSCriPiON ... 70
8.8.2 1= 1o 18 70
8.8.3 Primary generated artefact-types.......c.cooiviiiiiiiiii i, 70
8.8.4 Smart Cities XamPle ..o 70
8.9 High-level requirements Nnomenclature ...........ooooiiiiiiiiiiii e 71
8.9.1 General desSCriPiON ... 71
8.9.2 1= 1o 18 71
8.9.3 Recommended activities ..o 72
8.9.4 Smart Cities eXamPle ..o 72
8.10 High-level stories nomencClature .........ccoon i 72
8.10.1 General desSCriPlioN ... 72
8.10.2 1= 1o 18 73
8.10.3 Recommended activities ... ..o 73
8.11  High-level use cases NOMeENCIature ...........oovoiiiiiii e 73
8.11.1 General desSCriPliON ... 73
8.11.2 T OO QUES .o 73
8.11.3 Recommended activities ... ..o 74
8.11.4 Primary generated artefact-types.......cccooiuiiiiiiiiiii 74
8.12 Problem space coverage by the high-level use cases .........ccocooiiiiiiiiiiiini. 74
8.12.1 General desSCriPlioN ... 74
8.12.2 =T 1o 18 75
8.13 The mission statement ... ... 75
8.13.1 General desSCriPlioN ... 75
8.13.2 =T 1o 18 75
8.13.3 Primary generated artefact-types.......c.cooiuviiiiiiiii 75
8.13.4 Smart Cities eXamPle ..o 75
8.14  The vision statement. ... ..o 75

8.14.1 General desSCriPlioN ... 75



IEC SRD 63188:2022 © IEC 2022 -5-

8.14.2 LI e o1 1 LU PP 75
8.14.3 Primary generated artefact-types ... 75
8.14.4 Smart Cities eXamPle ..o 76
8.15 The strategic goals nomenclature ... 76
8.15.1 General desCription ... .o 76
8.15.2 T OO NI QUES .o 76
8.15.3 Smart Cities eXamPle ..o 76
8.16  Solution space bOUNAANIES ........ccuniii e 76
8.16.1 General desSCriPliON ... 76
8.16.2 1= 1o 10 76
8.16.3 Primary generated artefact-types.......c.cooiuviiiiiiiii 77
8.17  Solution space terMiNOIOGY .....ccuiiiiiii e 77
8.17.1 General desSCriPlioN ... 77
8.17.2 LI e o1 1 LU P 77
8.17.3 Smart Cities eXamPle ..o 77
8.18 Solution space constraints nomenclature ................cooiiiiiiiiii i 77
8.18.1 LT o= = | P 77
8.18.2 LI e o1 1 LU P 77
8.18.3 Smart Cities eXamPle ..o 77
8.18.4 Primary generated artefact-types ........oooiiiiiiiiii 78
8.19  Solution space classifications nomenclature .................cooiiiiiiii 78
8.19.1 LT o= = | P 78
8.19.2 T OO NI QUES .. e 78
8.20 Solution space essential desired characteristics nomenclature ............................. 78
8.20.1 GBNEIAL .t 78
8.20.2 T eChnNiques.iala oletandard olict/ad 7R e T doa b Aol ol 1 26397450 A4 iow 78
8.20.3 Primary generated artefact-types .......coooiiiiiii 78
8.20.4 Smart Cities €XamPIe ...ien i 78

8.21 Dependency matrix of problem space essential high-level requirements and
solution space constraints versus solution space essential desired

CharaCteriStiCs oo 79
8.21.1 LY o= = | P 79
8.21.2 LI e o1 1 LU P 79
8.21.3 Primary generated artefact-types ... 79
8.22  Solution space architecture principles nomenclature .................coooiiiiiiiiinineen 79
8.22.1 LT o= = | P 79
8.22.2 1= 1o 18 80
8.22.3 Smart Cities €XamPIe ...ivni 80
8.22.4 Primary generated artefact-types ... 80
8.23 Dependency of between solution space essential desired characteristics
versus solution space architecture principles ..o 80
8.23.1 LT o= = | P 80
8.23.2 1= 1o 18 80
8.23.3 Primary generated artefact-types.......c.cooiuviiiiiiiii 80
8.24  High-level illustrative diagrams ....... ..o 81
8.24 .1 GBNEIAL .. 81
8.24.2 =T 1o 18 81
8.24.3 Smart Cities €XamPIe ...ieni i 81
8.25 High-level bUSINESS Map ... e 81

8.25.1 GNBIAL e 81



-6 - IEC SRD 63188:2022 © IEC 2022

8.25.2 LI e o1 1 LU PP 82
8.25.3 Smart Cities eXamPle ..o 82
8.26 Beneficiaries' journeys nomenclature ............cooooiiiiiiiiiiiii e 82
8.26.1 General desSCriPliON ... 82
8.26.2 =T 1o 18 83
8.26.3 Primary generated artefact-types.......cccooiviiiiiiiiii i, 83
8.27 High-level reference capability Mmap ........cooiiiiiiii 83
8.27.1 GBNEIAL .. 83
8.27.2 T OO NI QUES .o 83
8.27.3 Primary generated artefact-types ..., 83
8.27.4 Smart Cities €XamPIe ...ieni i 83
8.28  High-level ProCeSS Map .. .o 84
8.28.1 GBNEIAL . 84
8.28.2 LI e o1 1 LU P 84
8.28.3 Primary generated artefact-types ... 84
8.29  High-level arChiteCtUre ... ..o 84
8.29.1 LT o= = | P 84
8.29.2 LI e o1 1 LU P 85
8.30  Capability MaP .o e 85
8.30.1 General desSCriplioN ... e 85
8.30.2 T OO NI QUES .o e e 85
8.30.3 Primary generated artefact-types ... 85
8.31 Low-level use cases NOMeENCIatUre. .. ..o e 85
8.31.1 General desCription ... .o e 85
8.31.2 T OO NI QUES .. e 85
8.31.3 Primary generated artefact-types.........cooiviiiiiiiiiiiii 85
ST 2 e U o o o TN o 4 - o P 86
8.32.1 General desSCriPiON ... 86
8.32.2 1= 1 o 10 86
8.32.3 Primary generated artefact-types.......c.ccoiviiiiiiiiii 86
8.33 Partners NOmenClature ... .. ..o 86
8.33.1 General desCription ... .o 86
8.33.2 LI e o1 1 LU P 86
8.33.3 Primary generated artefact-types ... 86
8.34  Services NOMENCIATUIE ... ...t e 86
8.34.1 General desCription ... .o 86
8.34.2 1= 1o 18 86
8.34.3 Primary generated artefact-types.......cccoiiiiiiiiiiii 87
8.34.4 Smart Cities eXamPle ..o 87
8.0 PrOCE S S MDD cii it 87
8.35.1 General desCription ... .o 87
8.35.2 LI e o1 1 LU P 87
8.35.3 Primary generated artefact-types.......cccoiuiiiiiiiiii 87
8.36 DecCisions NOMENCIatUIe ... ..o 88
8.36.1 General desSCriPiON ... 88
8.36.2 1= 1o 18 88
8.36.3 Primary generated artefact-types.......c.cooiiiiiiiiiii i, 88
8.37 Events nomencClature ... 88

8.37.1 General desCription ... .o 88



IEC SRD 63188:2022 © IEC 2022 -7-

8.37.2 LI e o1 1 LU PP 88
8.37.3 Primary generated artefact-types ... 88
8.38 Data schemas nomenclature ... .. ..o 88
8.38.1 General desSCriPliON ... 88
8.38.2 =T 1o 18 88
8.38.3 Primary generated artefact-types.......cccooiviiiiiiiiii i, 89
8.39 Information flows nomenclature. ... .. ... 89
8.39.1 General desSCriPlioN ... 89
8.39.2 T OO NI QUES .o 89
8.39.3 Primary generated artefact-types ... 89
8.40 Document/content classifications nomenclature ...............coociiiiiiiiii 89
8.40.1 General desCription ... e 89
8.40.2 LI e o1 1 LU PP 89
8.40.3 Primary generated artefact-types.......cccoiiiiiiiiiiii 89
8.41 Key performance indicators nomenclature.............c.oooiiiiiiiii 89
8.41.1 General desSCriPliON ... 89
8.41.2 1= 1o 18 90
8.41.3 Primary generated artefact-types.......cccoieiiiiiiiiiiii 90
8.42 Reports NOMENCIatUre ... ... 90
8.42.1 General desSCriplioN ... e 90
8.42.2 Primary generated artefact-types.........coooviiiiiiii i, 90
8.43  Platforms nOmencClature ... ... 90
8.43.1 General desCriplion ... ..o 90
8.43.2 Primary generated artefact-types ..., 90
8.44  PlatfOormM OVEIVIEW ...ttt 90
8.44.1 General deSCriPLiON ... 90
8.44.2 1= 1o 18 90
8.44.3 Primary generated artefact-types.......c.cooiiiiiiiiiii i, 91
8.45  Platform terminology .. ... e 91
8.45.1 General desSCriPliON ... 91
8.45.2 1= 1o 18 91
8.46 Platform components nomenclature ... 91
8.46.1 General desSCriPliON ... 91
8.46.2 Primary generated artefact-types ... 91
8.47 Platform solutions NOMENCIAtUIre ... ..ot 91
8.47.1 General desCription ... .o 91
8.47.2 Primary generated artefact-types ..., 91
8.48 Standards and NnOrms NOMENCIAUIE ........c.uiiiiiiie e 91
8.48.1 General desCription ... .o 91
8.48.2 Primary generated artefact-types........ccooiuviiiiiiii 92
8.49 Platform software factory configuration ... 92
8.49.1 General desSCriPiON ... 92
8.49.2 LI e o1 1 LU PP 92
8.49.3 Primary generated artefact-types ..., 92
8.50 Platform governance, management and operations manual....................ccoeeennnne. 92
8.50.1 General desCription ... .o 92
8.50.2 LI e o1 1 LU P 92
8.50.3 Primary generated artefact-types ..., 92

8.51  Platform component OVEIVIEW ... 92



-8 - IEC SRD 63188:2022 © IEC 2022

8.51.1 General desSCriPliON ... 92
8.51.2 =T 1o 18 93
8.51.3 Primary generated artefact-types ... 93
8.52 Platform component terminolOgY ......couiiuiiiiiiiie e 93
8.52.1 General desCription ... .o 93
8.52.2 T OO NI QUES .o 93
8.53 Platform component capability map.........coooii 93
8.53.1 General desSCriPlioN ... 93
8.563.2 T OO NI QUES .o 93
8.53.3 Primary generated artefact-types ... 93
8.54  Platform component fUNCLION MapP . ... 93
8.54.1 General desCription ... e 93
8.54.2 LI e o1 1 LU PP 93
8.54.3 Primary generated artefact-types.......cccooiviiiiiiiiiiii 94
8.55 Platform component ProCeSS Map .eu e 94
8.55.1 General desSCriPliON ... 94
8.55.2 1= 1o 18 94
8.55.3 Primary generated artefact-types.......cccoiviiiiiiiiiii 94
8.56 Platform component business specifications ... 94
8.56.1 General desSCriplioN ... e 94
8.56.2 T OO NI QUES .o e e 94
8.56.3 Primary generated artefact-types ... 94
8.57 Platform component information specifications...............cccooiiiiiiii i 95
8.57.1 General desCription ... .o e 95
8.57.2 T OO NI QUES .. e 95
8.57.3 Primary generated artefact-types.........cooiviiiiiiiiiiiii 95
8.58 Platform component application specifications ... 95
8.58.1 General desSCriPiON ... 95
8.58.2 1= 1 o 10 95
8.58.3 Primary generated artefact-types.......cccoooeiiiiiiiiiii 96
8.59 Platform component data specifications ... 96
8.59.1 General desCription ... .o 96
8.59.2 LI e o1 1 LU P 96
8.59.3 Primary generated artefact-types ... 96
8.60 Platform component infrastructure specifications ...........c.coooiiiiiiiiiii 96
8.60.1 General desCription ... e 96
8.60.2 1= 1o 18 96
8.60.3 Primary generated artefact-types.......c.cooiiiiiiiiiii i, 97
8.61 Platform component security specifications.............oo 97
8.61.1 General desSCriPliON ... 97
8.61.2 1= 1o 18 97
8.61.3 Primary generated artefact-types.......c.cooiiiiiiiiiii i, 97
8.62 Platform component services and APIs nomenclature ...............ooooiiiiiiiiieneen 97
8.62.1 General desCription ... .o 97
8.62.2 LI e o1 1 LU P 97
8.62.3 Primary generated artefact-types ..., 97
8.63 Platform component software factory configuration .................coooiiiin 97
8.63.1 General desCription ... .o 97

8.63.2 1= 1o 18 98



IEC SRD 63188:2022 © IEC 2022 -9-

8.63.3 Primary generated artefact-types.......cccooiviiiiiiiiii 98
8.64 Platform component management and operations manual................c.ooooviin. 98
8.64.1 General desCription ... .o 98
8.64.2 LI e o1 1 LU PP 98
8.64.3 Primary generated artefact-types ... 98
8.65  SOIULION OVEIVIBW . ..ot e 98
8.65.1 General desCription ... .o e 98
8.65.2 LI e o1 1 LU PP 98
8.65.3 Primary generated artefact-types.......cccooiviiiiiiiiii i, 98
8.66  SolUtioN terMiINOIOGY .. .cuuieiii e 98
8.66.1 General desSCriPlioN ... 98
8.66.2 1= 1 o 18 99
8.67  Solution capability Map .......ccooiiiii 99
8.67.1 General desSCriPlioN ... 99
8.67.2 1= 1 o 10 99
8.67.3 Primary generated artefact-types.......cccoieiiiiiiiii i, 99
8.68  Solution fUNCLION MaP ..o e 99
8.68.1 General desSCriPiON ... 99
8.68.2 1= 1o 18 99
8.68.3 Primary generated artefact-types ........oooiiiiiiiiii 99
8.69  SOlULION PrOCESS MAP .. e it ittt e e e e e e e e 99
8.69.1 General desCription ... e 99
8.69.2 T OO NI QUES .. e 99
8.69.3 Primary generated artefact-types ... 100
8.70  Solution business specificationS............coiiiiiiii i 100
8.70.1 General deSCriPLiON ...iviii e 100
8.70.2 1= 1o 18 100
8.70.3 Primary generated artefact-types.........cooiiiiiiiiiii 100
8.71  Solution information specifications ... 100
8.71.1 General desSCriplioN ... 100
8.71.2 1= 1o 18 101
8.72  Solution application specifications ... 101
8.72.1 General desSCriplioN ... 101
8.72.2 1= 1o 18 101
8.72.3 Primary generated artefact-types.........cooiiiiiiiiiii 101
8.73  Solution data specifications ....... ..o 101
8.73.1 General desCription ... 101
8.73.2 T OO NI QUES .ot 101
8.74  Solution infrastructure specifications ... 102
8.74.1 General desSCriplioN ... 102
8.74.2 1= 1o 18 102
8.74.3 Primary generated artefact-types.........cooiiiiiiiiiii 102
8.75 Solution security specifications ..........ccoiiiiiiii i 102
8.75.1 General desCription ... 102
8.75.2 T OO NI QUES .ot 102
8.75.3 Primary generated artefact-types ... 102
8.76  Solution services and APIs nomenclature ............cooooiiiiiiiiiiiiii e 102
8.76.1 General desCription ... 102

8.76.2 1= 1o 18 103



-10 - IEC SRD 63188:2022 © IEC 2022

8.76.3 Primary generated artefact-types........ccooiuiiiiiiiiii 103
8.77  Solution software factory configuration.............coooii 103
8.771 General desCription ... 103
8.77.2 T OO NI QUES .o 103
8.77.3 Primary generated artefact-types ... 103
8.78 Solution management and operations manual...............ccooiiiiiiiiii 103
8.78.1 General desCription ... 103
8.78.2 T OO QUES .. e 103
8.78.3 Primary generated artefact-types.........cooiiiiiiiiiii 103
8.79 Interoperability @sSpPeCt.... .o 104
8.79.1 General desCriplioN ... 104
8.79.2 1= 1o 18 104
8.79.3 Primary generated artefact-types.........cooeiiiiiiiii 104
8.80  SECUNILY @SPECT ciuuiiniiii i 104
8.80.1 General desCription ... 104
8.80.2 T OO NI QUES .o 104
8.80.3 Primary generated artefact-types ... 104
8.81  PriVACY @S P T oo e 105
8.81.1 General desCription ... 105
8.81.2 1= 1o 183 105
8.81.3 Primary generated artefact-types.........ccooeiiiiiiiii 105
8.82  Safety @SPeCt . i 105
8.82.1 General desCription ... 105
8.82.2 1= 1o 18 105
8.82.3 Primary generated artefact-types.........cooiuiiiiiiiiiii 106
8.83 Reliability and resilience management aspects ........ccccvviiiiiiiiiiiiiiic 106
8.83.1 General desCription ... 106
8.83.2 T OO NI QUES .ot 106
8.83.3 Primary generated artefact-types ... 106
8.84 Low cost of operations and time-to-market aspects...........ccccoeiiiiiiiiiiie, 106
8.84.1 General desCription ... 106
8.84.2 T NN QUES . e 106
8.84.3 Primary generated artefact-types.........cooiiiiiiiiiiii 106
8.85  Self-reference aspecCt .. ..o 107
8.85.1 General desSCriplioN ... 107
8.85.2 Primary generated artefact-types ... 107
8.86  Organizational StrUCTUIE ... ... e 107
8.86.1 General desCriplioN ... 107
8.86.2 1= 1o 18 107
8.86.3 Primary generated artefact-types.........cooiuiiiiiiiiii 107
8.87  GoVerNanCe StrUCIUIE ... ... e 107
8.87.1 General desCriplioN ... 107
8.87.2 T OO QUES .. e 108
8.87.3 Primary generated artefact-types ... 108
8.88  Project management ... ... 108
8.88.1 General desCription ... 108
8.88.2 T OO NI QUES .ot 108
8.88.3 Primary generated artefact-types ... 108

8.89  Corporate manual ... ... e 108



IEC SRD 63188:2022 © IEC 2022 -1 -

8.89.1 General desCriptioN ... 108
8.89.2 T NN QUES . 108
8.89.3 Primary generated artefact-types ... 108
8.90 Independent evaluation ... ..o 109
8.90.1 General desCription ... 109
8.90.2 T OO NI QUES .. 109
8.90.3 Primary generated artefact-types ... 109
8.91  Ethics, integrity and anti-Corruption ... 109
8.91.1 General desCripPlioN ... i 109
8.91.2 1= 1o 18 109
8.91.3 Primary generated artefact-types.........cooiviiiiiiiiiii 109
8.92 Environment and health ... 109
8.92.1 General desCriplioN ... 109
8.92.2 T OO NI QUES .ot 110
8.92.3 Primary generated artefact-types ... 110
8.93 Risk management aspeCt ... ..o 110
8.93.1 General desCription ... 110
8.93.2 T OO NI QUES .o 110
8.93.3 Primary generated artefact-types ... 110
8.94 Compliance management aSpPeCt . ..o 110
8.94.1 General desCriplioN ... 110
8.94.2 1= 1o 18 110
8.94.3 Primary generated artefact-types ... 110
8.95 Regulatory management aspects ... 111
8.95.1 General desCriplioN ... 111
8.95.2 T eChNiQuUesS iala oletamndard ckaict o 7R e T da b Aol hafn T h 262074504 o 111
8.95.3 Primary generated artefact-types ........coooiiiiiii 111
8.96 Crime prevention and detecCtion............cooiiiiii i 111
8.96.1 General desCription ... 111
8.96.2 T OO NI QUES .. 111
8.96.3 Primary generated artefact-types ... 111
S A ¥ o 11 (] o T 111
8.97.1 General desSCriplioN ... 111
8.97.2 1= 1o 18 112
8.97.3 Primary generated artefact-types.........cooeviiiiiiiiii 112
8.98 Independent investigation ....... ..o 112
8.98.1 General desCription ... 112
8.98.2 T OO NI QUES .ot 112
8.98.3 Primary generated artefact-types ... 112
8.99  CrisSiS MaNageMENT . ..o 112
8.99.1 General desCription ... 112
8.99.2 T OO NI QUES .ot 112
8.99.3 Primary generated artefact-types.........cooiuiiiiiiiiii 112
8.100 Software factory OVEIVIEW ... 113
8.100.1  General desSCripPlioN ..ot 113
8.100.2  TeCNNMIQUES . e e 113
8.100.3 Primary generated artefact-types ..o 114
8.101 Prototyping PracliCes ... 114

8.101.1  General desCriplion ... e 114



T O O = Yo o1 o [ U= 114
8.101.3 Primary generated artefact-types .........coooiiiiiiii 114
8.102 ENQGINEering PraCliCes .....iiuuiiiiiiiii e e e e 114
8.102.1  General desSCriplion ..o 114
8.102.2 T CNNMIQUES . e e 114
8.102.3 Primary generated artefact-types.........cooiiiiiiiii i 114
8.103 AsSemDbIiNg PracCtiCes . ... 114
8.103.1  General desSCriplion ..o 114
8.103.2 T ECRNMIQUES e 115
8.103.3 Primary generated artefact-types .........coooiiiiiiii 115
8.104 T esting PraCliCes ..oiuiiiie i e 115
8.104.1  General desCriplion ... e 115
8.104.2 TN QUES e 115
8.104.3 Primary generated artefact-types ..o 115
8.105 Deployment PraCtiCes . ... i 115
8.105.1  General desSCriplion .....couiiiiiii e 115
8.105.2  TeCNNIQUES ..o e 115
8.105.3 Primary generated artefact-types........cooiiiiiiiiii i 115
8.106 MoONItOriNg PracCtiCes . ... it 115
8.106.1  General desCriplion ... e 115
8.106.2 T ECRNMIQUES et e e e 116
8.106.3 Primary generated artefact-types .........coooiiiiiiii 116
8.107 Existing standards nomenclature ... 116
8.107.1  General desCriplion ... 116
T O - Yo o o [ U= 116
8.107.3 Primary generated artefact-types ........ccooiiiiiiiiiiii 116
8.108 Potential standards nomenclature ... 116
8.108.1  General desCriplion ..o 116
8.108.2 T CNNIQUES . e 116
8.108.3 Primary generated artefact-types.........cooiiiiiiiiii i 116
Annex A (informative) Viewpoints from the Zachman Framework ..............ccoooiviiiinnnn. 117
Annex B (informative) Summary of the SRG work on systems approach ............................ 119
B.1 Systems approach foundation ... 119
B.2 Structure of the SRG work on systems approach ............ccoooiiiiiiiiiiiee, 120
B.3 ISO/IEC/IEEE 42010 fOUNdation.......iieiiiie e 122
B.4 Systems architecting foundation ..., 123
B.4.1 LY o= = | 123
B.4.2 S]] 4] oY LU= ToT=T o F- 1 o Lo TP 124
B.4.3 F Y2 =T = Vo [T o= o - o o P 124
B.4.4 (707001 o] [5G <] o7 =Y o F- 1 s [ 100 125
Annex C (informative) Some smart cities frameworks...........ccoooiiiiiiiiiiii i 126
Annex D (informative) SCRAM artefact-types......ccoiviiiiiiiii e 128
D.1 LT =Y o =T T 128
D.2 ProblemSpaceDesCription .......cu i 128
D.3 ProblemSpaceKeyPhase.......c..oouiiiiii 129
D.4 ProblemSpaceSPeCifiCs ...iuiiiii e 129
D.5 ProblemSpaceSpecifiCKeyPhase .........ccoouiiiiiiiiiii e 129

D.6 ] =1 (] a Lo ] Lo [T ol =T o 1 0 N 129



IEC SRD 63188:2022 © IEC 2022 -13 -

D.7

D.8

D.9

D.10
D.11
D.12
D.13
D.14
D.15
D.16
D.17
D.18
D.19
D.20
D.21
D.22
D.23
D.24
D.25
D.26
D.27
D.28
D.29
D.30
D.31
D.32
D.33
D.34
D.35
D.36
D.37
D.38
D.39
D.40
D.41
D.42
D.43
D.44
D.45
D.46
D.47
D.48
D.49
D.50
D.51
D.52
D.53
D.54
D.55

StakeholderDesCription ... ... e 129
ConCerN T emMPIate . .. e e 130
L0707 o To7 =Y o o 1V ATH o o N I =T o o o 1 130
L070YaToT oY o 1T A o P Y i =Y o o o PP 130
CoNCEMWNY TEIIM Lo e e e et et et eaes 130
ConCerNHOWWEIITEIM ... e e e et eae e 131
INdepPendentlink ... o e 131
[ | O O =Y 4o o = (PP 131
L | L@ AT g o = o o PP 131
HLU GCW At T O M .o e 131
| L O AT o Y =Y o o TP 132
[ I T @A T Y=Y = =T o o o PP 132
| OO AT Y=o N = o o P 132
|0 o T XY =Y o o T PP 132
MiSSIONDESCIIPIION ... 133
MiSSIONKEY P NASE. ... 133
AV AT o] g1 Z=T=T o1 o o] To o IS 133
VIS ONKEY P aS e .. i 133
SolutionSpaceDesCription .. ... 133
SolutionSpaceConstraintDescription ... 134
SolutionSpaceConstraintKeyPhase ..o, 134
EssentialDesiredCharacteristicDescription ..., 134
EssentialDesiredCharacteristicKeyPhase.............ccccoiiiiiiiiii i, 134
ArchitecturePrincipleDescCription ... ... 135
ArchitecturePrinCiple KeyPhase ..o 135
JOUMNEY T eMPIAtE oo e e 135
ProCesSSDIagram ... e 135
LOF=T o X-1 o 1 11 72 136
FUNCH ON e e 136
SolutionPartnerOrganization ............ooiiiiii i 136
ST =Y Y o - PPN 136
DB IS ON . 137
BV Nt 137
DataS Chema ... 137
INTOrMAatiONFIOW ..ot e 137
DocumentClassifiCation........ ..o 138
ContentClassification ....... ..o 138
KeyPerformancelndiCcator. ... ..o 138
=Y o T o N 139
INterNalStandard ..o 139
oY =Y aF=11\ o] o 1 o [ OO P PPN 139
P At O M Lo 139
PlatformCoOmMpPONENT ... .. 140
SOIUION L 140
SoftwareFactoryConfiguration ...........ccooiiiiiii i 140
WIKIMaNUAL ... e 140
PP 141
] PP 141



