IEC TR 62240-2:2018-06(en)

IEC TR 62240-2

Edition 1.0 2018-06

TECHNICAL
REPORT

colour
inside

Process management for‘aviohits B Eléétionié ledmpoherits/ capability in
tion — . .
;z?tr;:lg:miconductor mi&%ﬁaﬁ%ﬂﬁféteh'al)

IEC TR 62240-2:2018
https/standards.iteh.ai/catalog/standards/sist/0337ad26-5005-4202-
8764-db946a69ed4c/iec-tr-62240-2-2018




THIS PUBLICATION IS COPYRIGHT PROTECTED
Copyright © 2018 IEC, Geneva, Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form
or by any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from
either IEC or IEC's member National Committee in the country of the requester. If you have any questions about IEC
copyright or have an enquiry about obtaining additional rights to this publication, please contact the address below or

IEC Central Office
3, rue de Varembé
CH-1211 Geneva 20
Switzerland

www.iec.ch

your local IEC member National Committee for further information.

Tel.: +41 22 919 02 11
info@iec.ch

About the IEC

The International Electrotechnical Commission (IEC) is the leading global organization that prepares and publishes
International Standards for all electrical, electronic and related technologies.

About IEC publications

The technical content of IEC publications is kept under constant review by the IEC. Please make sure that you have the
latest edition, a corrigenda or an amendment might have been published.

IEC Catalogue - webstore.iec.ch/catalogue

The stand-alone application for consulting the entire
bibliographical information on IEC International Standards,
Technical Specifications, Technical Reports and other
documents. Available for PC, Mac OS, Android Tablets and
iPad.

IEC publications search - webstore.iec.ch/advsearchform
The advanced search enables-{o find IEC, publications, by a
variety of criteria (reference (number) 'text, |technical
committee,...). It also gives information on projects, replaced
and withdrawn publications.

IEC Just Published - webstore.iec.ch/justpublished

Stay up to date on all new IEC publications. Just Published
details all new publications released. Available online'and
also once a month by email.

Electropedia - www.electropedia.org

The world's leading online dictionary of electronic and
electrical terms containing 21 000 terms and definitions in
English and French, with equivalent terms in 16 additional
languages. Also known as the International Electrotechnical
Vocabulary (IEV) online.

IEC Glossary - std.iec.ch/glossary
67.-000,-electrotechnical-terminology entries in English and
French| extracted from [the \Terms and Definitions clause of
IEC publications issued since 2002. Some entries have been
collected fromyearlier publications of IEC TC 37, 77, 86 and
CISPR.

IEC Customer Service Centre - webstore.iec.ch/csc
lf-you-wish to give us your feedback on this publication or
need-further assistance,) please’contact the Customer Service
Centre:'sales@iec;ch.



IEC TR 62240-2

Edition 1.0 2018-06

TECHNICAL
REPORT

colour
inside

Process management for avionics'~ Electronic/components capability in
operation —
Part 2: Semiconductor microcircuit lifetime

INTERNATIONAL
ELECTROTECHNICAL
COMMISSION

ICS 03.100.50; 31.020; 49.060 ISBN 978-2-8322-5769-2

Warning! Make sure that you obtained this publication from an authorized distributor.

® Registered trademark of the International Electrotechnical Commission



-2- IEC TR 62240-2:2018 © IEC 2018

CONTENTS
FOREWORD ...ttt et ettt et et e e et et ettt et e et et e et e et e e e et e e e anns 4
1N I 2 1 1 L N 1 ] PN 6
1 ST e o] o 1Y OO PRPRN 7
2 NOIMAtIVE FEIEIENCES .. oniii e 7
3  Terms, definitions and abbreviated terms ... 7
3.1 Terms and definitioNS . ... 7
3.2 AbDbreviated terMS ... 10
4  Lifetime assessment process and method...........oooii i 11
4.1 BN Al e e 11
4.2 Input data for the method ... 13
4.2.1 GBNEIAL L. s 13
4.2.2 COTS semiconductor microcircuits and lifetime issues considerations........... 13
4.2.3 Operating and thermal conditions ... 13
4.3 Lifetime requirements in MiSSiON ... ... 13
4.3.1 Lifetime requirements for electronic equipment in mission ......................o.c...e. 13
4.3.2 Lifetime requirement for COTS semiconductor microcircuit................c..ceeenee. 14
4.4 Lifetime assessment for COTS semiconductor microcircuit based on the
010317 10} (o151 g F-11Te] s RTINS 14
4.41 Availability‘of'lifetime assessment-by the OCM .0 . 14
4.4.2 Lifetime compliancet a. s ol sarit coidaada comm b e 14
4.5 Lifetime assessment for a COTS semiconductor microcircuit processed by
L4 2 LI O 1 PP 14
451 PN o] o] o T=Tod o WSS ey I e e s P 14
4.5.2 Risk analysis based on-physics-of failure(PoF) and the component
ALY e e 15
4.5.3 OCM'’s technical data availability and relevance .............ccccoooiiiieiiiiiiiinenne, 15
454 Acceleration models assessment paths ... 15
4.6 Lifetime calculation of COTS semiconductor microcircuit in mission...................... 16
4.7 Lifetime compliance of COTS semiconductor microcircuit in mission..................... 16
4.8 Situation reconsideration and alternatives..............ooo 17
4.8.1 GBNEIAL L. s 17
4.8.2 Semiconductor microcircuits change ..o 17
4.8.3 Lifetime mitigation SOIUIONS..... ..., 17
4.9 L = = Yo 18
5 Considerations with regard to semiconductor ageing level estimation for
SEeMICONAUCTOr MICIOCITCUITS ... ceie i e e e 19
Annex A (informative) Failure and degradation mechanisms of COTS semiconductor
paTTeT oY od ] ¥ oT U ) £ PP 20
Annex B (informative) Example of operating and thermal mission profile fora COTS
SEMICONAUCTON MICIOCITCUIT. ... ettt es 22
Annex C (informative) Risk of failure and degradation mechanisms according to the
type of COTS semiconductor MICrOCITCUIT. ... .. oiuuiieii e 23
Annex D (informative) BEOL and FEOL technological parameters .............ccooviiiiiiiiiinnnnnn.n. 24
Annex E (informative) Generic acceleration models ..........cooooiiiiiiiiiiiiii e, 25
Annex F (informative) Final report.........ooo 26

BB O g AP Y e 28



IEC TR 62240-2:2018 © IEC 2018 -3-

Figure 1 — Process flow for lifetime assessment and selection of COTS semiconductor
paT Lol o Yol ] ¥ T U ) £ PP

Figure B.1 — Example of thermal and operating mission profile for a semiconductor
microcircuit implemented in an electronic equipment located on the avionic bay of a
civil aircraft, assuming 30 °C of thermal dissipation ...

Table A.1 — Some failure and degradation mechanisms for COTS semiconductor
paT Lol o Yol ] ¥ T U |} £ PP

Table C.1 — Typical failure and degradation mechanisms according to the COTS
semiconductor microcircuit family and structure ...

Table D.1 — BEOL and FEOL technological parameters ............ccocoviiiiiiii i,

Table E.1 — Examples of generic acceleration model based on the failure and
degradation mechanism, and based on the internal semiconductor microcircuit
£ €00 (U =

Table F.1 — Template for final report ... ... e



1

2)

3)

4)

5)

6)

7)

8)

9)

-4 - IEC TR 62240-2:2018 © IEC 2018

INTERNATIONAL ELECTROTECHNICAL COMMISSION

PROCESS MANAGEMENT FOR AVIONICS -
ELECTRONIC COMPONENTS CAPABILITY IN OPERATION -

Part 2: Semiconductor microcircuit lifetime

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

IEC Publications have ithe 'form of 'fecommendations forfintefnational' Useland‘are accepted by IEC National
Committees in that sense. While 'all reasonable’efforts*are made ‘to-ensure‘that the technical content of IEC
Publications is accurate, IEC cannot be held responsible, for, the way in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possiblein, their national and regional publications. Any divergence
between any IEC Publication and the corresponding national-or regional publication shall be clearly indicated in
the latter.

IEC itself does not provide any attestation’of conformity.’ Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

The main task of IEC technical committees is to prepare International Standards. However, a
technical committee may propose the publication of a Technical Report when it has collected
data of a different kind from that which is normally published as an International Standard, for
example "state of the art".

IEC TR 62240-2, which is a Technical Report, has been prepared by IEC technical committee
107: Process management for avionics.

IEC TR 62240-2 adapts and modifies the GIFAS/2015/5022 document that has served as a
basis for the elaboration of this Technical Report.
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The text of this Technical Report is based on the following documents:

Draft TR Report on voting
107/325/DTR 107/332/RVDTR

Full information on the voting for the approval of this Technical Report can be found in the
report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to
the specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

A bilingual version of this publication may be issued at a later date.

IMPORTANT - The 'colour inside’.logo on-the covel,page of this publication indicates
that it contains colours which are considered to 'be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

Electronic equipment for aerospace, defence and high performance (ADHP) applications
integrate more and more commercial off the shelf (COTS) semiconductor microcircuits. These
semiconductor microcircuits are above all designed and produced to address high volume and
low cost markets such as consumer electronics, telecommunications or microcomputers,
whose main requirements are basically cost, integration, performance and low consumption
and for which the long term reliability in severe environments (for example vibration, thermal
cycling, humidity and operating temperature) is not necessarily an imperative design criterion.

With semiconductor transistor feature size decrease, mainly from 90 nm transistor feature
size, early wear-out can arise in COTS semiconductor microcircuits. For example, non-
homothetic evolution of semiconductor microcircuit bias voltage and transistor feature size
scaling have led to an increase of the electrical fields inside the semiconductor microcircuit
and hence changes in classical failure and degradation modes or mechanisms. In addition
new transistor architectures and technologies (for example fin field effect transistor (FinFET),
fully depleted silicon on insulator (FD-SOI), etc.) and new materials (for example low-k
dielectrics, high-k dielectrics, strain source/drain Si-Ge) have been introduced since the
generation 90 nm to overcome the scaling issues, contributing potentially to the evolution of
failure and degradation modes or mechanisms.

In this context, the lifetime of new generations of COTS semiconductor microcircuits may not
meet the lifetime requirements of high performance, high reliability and long duration
electronic applications (for example twenty years, thirty years or more). As a consequence,
specific reliability assessment and\ maintenance - plans'/are 6 ‘considered within the
semiconductor microcircuit selection activities.
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PROCESS MANAGEMENT FOR AVIONICS -
ELECTRONIC COMPONENTS CAPABILITY IN OPERATION -

Part 2: Semiconductor microcircuit lifetime

1 Scope

This part of IEC 62240, which is a Technical Report, focuses on original equipment
manufacturers (OEMs) using commercial off the shelf (COTS) semiconductor microcircuits for
high performance, high reliability and long duration applications. This document supports
OEMs in the preparation and maintenance of their semiconductor electronic component
management plan (ECMP).

This document describes a process and a method for selecting digital semiconductor
microcircuits by ensuring that their lifetime is compatible with the requirements of aerospace,
defence and high performance (ADHP) applications (generally in connection with functional
environments). Methods and guidelines are provided to assess the long term reliability of
COTS semiconductor microcircuits in such applications; they mainly apply during the
electronic design phase when selecting semiconductor microcircuits and assessing the
application reliability.

Moreover, the document focuses on the intrinsic wear-out and the lifetime of COTS
semiconductor microcircuits processed of less(than of’equal'to 90 nm feature size (also called
deep sub-micron (DSM) semiconductor microcircuits) and puts aside, at this time, packaging
wear-out and random failure mechanisms:In this, view,.physics of failure (PoF) is at the heart
of the approach.

NOTE 1 IEC 62239-1 can assist OEMs in the creation and maintenance of ECMPs.

NOTE 2 SAE ARP6338 can also help the OEM with regard to assessment and mitigation of early wear-out of
life-limited semiconductor microcircuits.

NOTE 3 With the evolution of electronic technology and semiconductor microcircuits processed of less than or
equal to 90 nm feature size, the current MIL-HDBK-217 handbook or FIDES guide become inappropriate as they
are based for the time being on the assumption that the semiconductor electronic component exhibits a constant
(random) failure rate and does not have life limits or exhibit wear-out.

Moreover, silicon itself has fundamentally very low failures in time (FIT) rates and the major failure modes are often
in the packaging (for example housing, bond wires, etc.).

2 Normative references

There are no normative references in this document.

3 Terms, definitions and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp
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3.1.1
acceleration model
equation for predicting time-to-fail as a function of operating stress

Note 1 to entry: An acceleration model shows how time-to-fail at a particular operating stress level can be used to
predict the equivalent time-to-fail at a different operating stress level.

Note 2 to entry: An acceleration model is associated to one failure and degradation mode or mechanism.
Acceleration models can be either defined for temperature, electrical, mechanical, environmental, or other stresses
that can affect the reliability of a device.

Note 3 to entry: An acceleration model is semi-empirical and is basically based on the physics of failure. Times
are generally derived from modeled time-to-failure distributions (lognormal, Weibull, exponential, etc.).

Note 4 to entry: The acceleration model is also defined as acceleration factor, for which the abbreviated term AF
is used.

3.1.2

Bi-CMOS

bipolar CMOS

technology integrating two separate semiconductor technologies, bipolar junction transistor
and CMOS transistor, in a single electronic component

3.1.3
cold redundancy
technique where one primary part is operational and the redundant one is in a backup mode

Note 1 to entry: The redundant part.can also'be'called “cold” part‘and generally it'is technically identical to the
primary part.

Note 2 to entry: The “cold” part can be non-powered or in a standby mode and it is usually called upon only on
failure of the primary part.

3.1.4

electronic equipment

functioning electronic device produced by the plan owner, which incorporates electronic
components

Note 1 to entry: End items, sub-assemblies, line-replaceable units and shop-replaceable units are examples of
electronic equipment.

[SOURCE: I[EC 62239-1:2018, 3.20]

3.1.5
high-k dielectrics
material with a high dielectric constant “k” (as compared to silicon dioxide)

Note 1 to entry: High-k dielectrics are used in semiconductor manufacturing processes where they are usually
used to replace a silicon dioxide gate dielectric or another dielectric layer of a semiconductor microcircuit. The
implementation of high-k gate dielectrics is one of several strategies developed to allow continued scaling and
miniaturization of semiconductor microcircuits.

3.1.6

lifetime

upper bound of period of time during which the COTS semiconductor component performs a
required function without failure under stated conditions

3.1.7
low-k dielectrics
material with a small dielectric constant “k”, relative to silicon dioxide

Note 1 to entry: Low-k dielectric material implementation is one of several strategies used to allow continued
scaling and miniaturization of semiconductor microcircuits.
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3.1.8

NAND

Negative-AND

logic gate which produces, in digital electronics, an output that is false (0) only if all its inputs
are true (1) and an output true (1) if one or both inputs are false (0)

[SOURCE: IEC 62239-1:2018, 3.22]

3.1.9

NOR

Negative-OR

logic gate which produces, in digital electronics, an output that is true (1) if both the inputs are
false (0) and an output false (0) if one or both inputs are true (1)

[SOURCE: I[EC 62239-1:2018, 3.23]

3.1.10

plan owner

original design authority responsible for all aspects of the design, functionality and reliability
of the delivered equipment in the intended application and responsible for writing and
maintaining their specific ECMP

[SOURCE: IEC 62239-1:2018, 3.26]

3.1.11
process node
specific semiconductor manufacturing process and its design geometry rules

Note 1 to entry: Generally, a smaller technology-node means-a smaller feature size, producing smaller transistors
which are both faster and''more‘power-éfficient! ‘Historically,>the’'name “process-node” referred to a number of
different features of a transistor including theOdate,length as well as)the first layer metal half-pitch. Most recently,
due to various marketing practices and discrepancies among foundries, the name “process node” has lost the exact
meaning it once held. Recent technology nodes below 90 nm refer purely to a specific generation of semiconductor
microcircuits made in a particular technology; they do not correspond to any gate length or half pitch. Nevertheless
the name convention has stuck and it is what the leading foundries call their nodes.

Note 2 to entry: Process node is also called technology node or simply node.

3.1.12

semiconductor microcircuit

semiconductor electronic component

electrical or electronic device that is not subject to disassembly without destruction or
impairment of design use and that utilises the properties of semiconductor materials

Note 1 to entry: It is sometimes called electronic part or electronic piece part or electronic device or electronic
component or integrated circuits. It refers to active electronic parts such as memories, microcontrollers,
microprocessors, etc.

3.1.13

wear-out

phenomenon resulting in a permanent physical degradation of a semiconductor that can be
quantified through a quasi-deterministic lifetime indicator
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3.2 Abbreviated terms

ADHP aerospace, defence and high performance

AF acceleration factor

BEOL back end of the line

BTI bias temperature instability

COTS commercial off the shelf (related to semiconductor microcircuits for
the purposes of this document)

CMOS complementary metal-oxide semiconductor

DDR double data rate (memory)

DPA deprocessing analysis

DRAM dynamic random access memory

DSM deep sub-micron

ECMP electronic component management plan

EM electro-migration

EOT equivalent oxide thickness

FD-SOI fully depleted silicon on insulator

FEOL front end of the line

FinFET fin field effect transistor

FIT failuresjin time(numben of failures.that ‘can'be expected in one
billion device-hours of gperation)

FPGA field programmable gate array

Ge germanium

HCI hotcarriertinjection

/0O input/output

MRAM magnetic random access memory

NMOS N metal-oxide semiconductor

OCM original component manufacturer (related to the COTS electronic
components manufacturer)

OEM original equipment manufacturer

PMOS P metal-oxide semiconductor

PoF physics of failure

Si silicon

SDRAM synchronous dynamic random access memory

SRAM static random access memory

TDDB time dependent dielectric breakdown

TTFx% time to failure (or lifetime) for x % of samples
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