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INTERNATIONAL ELECTROTECHNICAL COMMISSION

FUNCTIONAL SAFETY-
SAFETY INSTRUMENTED SYSTEMS
FOR THE PROCESS INDUSTRY SECTOR -

Part 3: Guidance for the determination
of the required safety integrity levels

FOREWORD

1) The IEC (International Electrotechnical Commission) is a worldwide organization, for
all national electrotechnical committees (IEC National Committees). j
international co-operation on all questions concerning standardization in

entrusted to technical committees; any IEC National Committee™i
participate in this preparatory work. International, governmenta
with the IEC also participate in this preparation. The ly with the International
Organization for Standardization (ISO) in accordance with (conditie ¢ i agreement between the

2) The formal decisions or agreements of thé\|EC op\i i S ess, as nearly as possible, an

3) The documents produced have the form of reeo tions forinternational use and are published in the form
of standards, technical specifications, technical i
Committees in that sense.

4) In order to promote interndti i € ommittees undertake to apply IEC International
Standards transparently to he naxi exte ibte” in their national and regional standards. Any

indicated in the latter.

5) The IEC provides
eqmpment declare

s based on the following documents:

FDIS Report on voting
65A/367/FDIS 65A/370/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

IEC 61511 series has been developed as a process sector implementation of IEC 61508
series.
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IEC 61511 consists of the following parts, under the general title Functional safety — Safety
Instrumented Systems for the process industry sector (see Figure 1):

Part 1: Framework, definitions, system, hardware and software requirements

Part 2: Guidelines for the application of IEC 61511-1
Part 3: Guidance for the determination of the required safety integrity levels

The committee has decided that the contents of this publication will remain unchanged until
2007. At this date, the publication will be

* reconfirmed;

* withdrawn;

* replaced by a revised edition, or
*+ amended.

The contents of the corrigendum of October 2004 have been i

©
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INTRODUCTION

Safety instrumented systems have been used for many years to perform safety instrumented
functions in the process industries. If instrumentation is to be effectively used for safety
instrumented functions, it is essential that this instrumentation achieves certain minimum
standards and performance levels.

This International Standard addresses the application of safety instrumented systems for the
Process Industries. It also requires a process hazard and risk assessment to be carried out to
enable the specification for safety instrumented systems to be derived. Other safety systems
are only considered so that their contribution can be taken into account when considering the
performance requirements for the safety instrumented systems. The safety instrumented
system includes all components and subsystems necessary to ca out the safety
instrumented function from sensor(s) to final element(s).

elements regardless of the technology used. Th [ andard is process industry
specific within the framework of IEC 8 (sge * 61511-1).

This International Standard sets out a C safetly lifecycle activities to achieve
these minimum standards. This apprpac bee dopted in order that a rational and

In most situations, safe

— requires

requirem

— works within~a fray
functional safet

ework which is applicable to all instrumented methods of achieving

— details the use of certain activities, such as safety management, which may be applicable
to all methods of achieving functional safety.

This International Standard on safety instrumented systems for the process industry:

— addresses all safety life cycle phases from initial concept, design, implementation,
operation and maintenance through to decommissioning;

— enables existing or new country specific process industry standards to be harmonized with

this standard.

This standard is intended to lead to a high level of consistency (for example, of underlying
principles, terminology, information) within the process industries. This should have both
safety and economic benefits.
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In jurisdictions where the governing authorities (for example national, federal, state, province,
county, city) have established process safety design, process safety management, or other
requirements, these take precedence over the requirements defined in this standard.

This standard deals with guidance in the area of determining the required SIL in hazards and
risk analysis (H & RA). The information herein is intended to provide a broad overview of the
wide range of global methods used to implement H & RA. The information provided is not of
sufficient detail to implement any of these approaches.

Before proceeding, the concept and determination of safety integrity level(s) (SIL) provided in
IEC 61511-1 should be reviewed. The annexes in this standard address the following:

Annex A provides an overview of the concepts of tolerable risk and ALARP:

Annex B provides an overview of a semi-quantitative method used to’determine the
required SIL.

Annex C  provides an overview of a safety matrix method to determ
Annex D  provides an overview of a method using a semi-qua

Annex E  provides an overview of a method using a qualita
determine the required SIL.

Annex F provides an overview of a method usi
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Figure 1 — Overall framework of this standard
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FUNCTIONAL SAFETY-

SAFETY INSTRUMENTED SYSTEMS
FOR THE PROCESS INDUSTRY SECTOR -

Part 3: Guidance for the determination
of the required safety integrity levels

1 Scope

1.1 This part provides information on

— the underlying concepts of risk, the relationship of risk to safe
— the determination of tolerable risk, see Annex A;

— a number of different methods that enable the safety i
mented functions to be determined, see Annexes B

In particular, this part

a) applies when functional safety is ieve more safety instrumented

b) may be applied in non-safety applications s

c) illustrates typical hazard and risk asse

ssmen
the safety functional requirements nd i
function;
levels;

e) providesafr \
integrity levels'requi

for establishing saféty integrity levels but does not specify the safety
edAfor specific applications;

Y F illustrate quantitative and qualitative approaches and have
o illustrate the underlying principles. These annexes have been

definitive accoun

NOTE Those intending to apply the methods indicated in these annexes should consult the source material
referenced in each annex.

1.3 Figure 1 shows the overall framework for IEC 61511-1, IEC 61511-2 and |IEC 61511-3
and indicates the role that this standard plays in the achievement of functional safety for
safety instrumented systems.

Figure 2 gives an overview of risk reduction methods.
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COMMUNITY EMERGENCY RESPONSE
Emergency broadcasting
/ PLANT EMERGENCY RESPONSE \

Evacuation procedures

MITIGATION
Mechanical mitigation systems
Safety instrumented control systems
Safety instrumented mitigation systems
Operator supervision >

PREVENTION
Mechanical protection systeém

IEC 3009/02

isk reduction methods found in process plants
example, protection layer model)

e 2 ypical

2 Terms, definitions and abbreviations

For the purposes of this document, the definitions and abbreviations given in Clause 3 of
IEC 61511-1 apply.

3 Risk and safety integrity — general guidance

3.1 General

This clause provides information on the underlying concepts of risk and the relationship of risk
to safety integrity. This information is common to each of the diverse hazard and risk analysis
(H & RA) methods shown herein.
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3.2 Necessary risk reduction

The necessary risk reduction (which may be stated either qualitatively! or quantitatively?) is
the reduction in risk that has to be achieved to meet the tolerable risk (process safety target
level) for a specific situation. The concept of necessary risk reduction is of fundamental
importance in the development of the safety requirements specification for the Safety Instru-
mented Function (SIF) (in particular, the safety integrity requirements part of the safety
requirements specification). The purpose of determining the tolerable risk (process safety
target level) for a specific hazardous event is to state what is deemed reasonable with respect
to both the frequency of the hazardous event and its specific consequences. Protection layers
(see Figure 3) are designed to reduce the frequency of the hazardous event and/or the
consequences of the hazardous event.

iews of those
or a specific

Important factors in assessing tolerable risk include the perception
exposed to the hazardous event. In arriving at what constitutes a tole

— industry standards and guidelines;
— industry, expert and scientific advice;

A safety instrumented system implements—the\sa instrumented functions required to
achieve or to maintain a s thce and, as such, contributes towards the
necessary risk reduction 3 lerable, risk. For example, the safety functions
requirements specification i

The necessary
Instrumented Syste

information,
information.
considere
Safety instrimnented\funetions can operate in a demand mode of operation or a continuous
mode of operation.

3.4 Safety integrity

Safety integrity is considered to be composed of the following two elements.

a) Hardware safety integrity — that part of safety integrity relating to random hardware
failures in a dangerous mode of failure. The achievement of the specified level of
hardware safety integrity can be estimated to a reasonable level of accuracy, and the
requirements can therefore be apportioned between subsystems using the established
rules for the combination of probabilities and considering common cause failures. It may
be necessary to use redundant architectures to achieve the required hardware safety
integrity.

1 In determining the necessary risk reduction, the tolerable risk needs to be established. Annexes D and E of
IEC 61508-5 outline qualitative methods, although in the examples quoted the necessary risk reduction is
incorporated implicitly rather than stated explicitly.

2 For example, that a hazardous event, leading to a specific consequence, would typically be expressed as
a maximum frequency of occurrence per year.
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b) Systematic safety integrity — that part of safety integrity relating to systematic failures in
a dangerous mode of failure. Although the contribution due to some systematic failures
may be estimated, the failure data obtained from design faults and common cause
failures means that the distribution of failures can be hard to predict. This has the effect
of increasing the uncertainty in the failure probability calculations for a specific situation
(for example the probability of failure of a SIS). Therefore a judgement has to be made on
the selection of the best techniques to minimize this uncertainty. Note that taking
measures to reduce the probability of random hardware failures may not necessarily
reduce the probability of systematic failure. Techniques such as redundant channels of
identical hardware, which are very effective at controlling random hardware failures, are of
little use in reducing systematic failures.

The total risk reduction provided by the safety instrumented function(s
other protection layers has to be such as to ensure that:

ogether with any

— the failure frequency of the safety functions is sufficiently low fo vazardous

— the safety functions modify the consequences of failure to c Ui to'meet the
tolerable risk.

Figure 3 illustrates the general concepts of risk reduction. The L ode)assumes that:

— there is a process and an associated basic proce

— there are associated human factor issues;

— the safety protection layers featuré
1) mechanical protection system;
2) safety instrumented systems;
3) mechanical mitigatie

NOTE Figure 3 is a gene
application needs to be dey,
actually being achi
model may therefor

specific manner in which the necessary risk reduction is
Systems and/or other protection layers. The resulting risk

— Process risk -t existing for the specified hazardous events for the process, the
basic proce C and associated human factor issues — no designated safety

based on.thexcurrentwalues of society;

— Residual risk in’the context of this standard, the residual risk is the risk of hazardous
events occurring after the addition of protection layers.

The process risk is a function of the risk associated with the process itself but it takes into
account the risk reduction brought about by the process control system. To prevent
unreasonable claims for the safety integrity of the basic process control system, this standard
places constraints on the claims that can be made.

The necessary risk reduction is the minimum level of risk reduction that has to be achieved to
meet the tolerable risk. It may be achieved by one or a combination of risk reduction
techniques. The necessary risk reduction to achieve the specified tolerable risk, from
a starting point of the process risk, is shown in Figure 3.
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