
 

IEC 62668-2 
Edition 1.0 2019-07 

INTERNATIONAL 
STANDARD 
NORME 
INTERNATIONALE 

Process management for avionics – Counterfeit prevention –  
Part 2: Managing electronic components from non-franchised sources 
 
Gestion des processus pour l'avionique – Prévention de la contrefaçon –  
Partie 2: Gestion des composants électroniques achetés auprès de sources non 
franchisées 
 

IE
C

 6
26

68
-2

:2
01

9-
07

(e
n-

fr)
 

  
  

® 
 

 

colour
inside

iTeh STANDARD PREVIEW
(standards.iteh.ai)

IEC 62668-2:2019
https://standards.iteh.ai/catalog/standards/sist/af70a328-512d-48aa-a924-

11aefb170b63/iec-62668-2-2019



 

 
  

 THIS PUBLICATION IS COPYRIGHT PROTECTED 
 Copyright © 2019 IEC, Geneva, Switzerland  
 
All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form 
or by any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from 
either IEC or IEC's member National Committee in the country of the requester. If you have any questions about IEC 
copyright or have an enquiry about obtaining additional rights to this publication, please contact the address below or 
your local IEC member National Committee for further information. 
 
Droits de reproduction réservés. Sauf indication contraire, aucune partie de cette publication ne peut être reproduite 
ni utilisée sous quelque forme que ce soit et par aucun procédé, électronique ou mécanique, y compris la photocopie 
et les microfilms, sans l'accord écrit de l'IEC ou du Comité national de l'IEC du pays du demandeur. Si vous avez des 
questions sur le copyright de l'IEC ou si vous désirez obtenir des droits supplémentaires sur cette publication, utilisez 
les coordonnées ci-après ou contactez le Comité national de l'IEC de votre pays de résidence. 
 

IEC Central Office Tel.: +41 22 919 02 11 
3, rue de Varembé info@iec.ch 
CH-1211 Geneva 20 www.iec.ch 
Switzerland 

 
About the IEC 
The International Electrotechnical Commission (IEC) is the leading global organization that prepares and publishes 
International Standards for all electrical, electronic and related technologies. 
 
About IEC publications  
The technical content of IEC publications is kept under constant review by the IEC. Please make sure that you have the 
latest edition, a corrigendum or an amendment might have been published. 
 
IEC publications search - webstore.iec.ch/advsearchform 
The advanced search enables to find IEC publications by a 
variety of criteria (reference number, text, technical 
committee,…). It also gives information on projects, replaced 
and withdrawn publications. 
 
IEC Just Published - webstore.iec.ch/justpublished 
Stay up to date on all new IEC publications. Just Published 
details all new publications released. Available online and 
once a month by email.  
 
IEC Customer Service Centre - webstore.iec.ch/csc 
If you wish to give us your feedback on this publication or 
need further assistance, please contact the Customer Service 
Centre: sales@iec.ch. 
 

Electropedia - www.electropedia.org 
The world's leading online dictionary on electrotechnology, 
containing more than 22 000 terminological entries in English 
and French, with equivalent terms in 16 additional languages. 
Also known as the International Electrotechnical Vocabulary 
(IEV) online. 
 
IEC Glossary - std.iec.ch/glossary 
67 000 electrotechnical terminology entries in English and 
French extracted from the Terms and Definitions clause of 
IEC publications issued since 2002. Some entries have been 
collected from earlier publications of IEC TC 37, 77, 86 and 
CISPR. 
 
 

 
A propos de l'IEC 
La Commission Electrotechnique Internationale (IEC) est la première organisation mondiale qui élabore et publie des 
Normes internationales pour tout ce qui a trait à l'électricité, à l'électronique et aux technologies apparentées. 
 
A propos des publications IEC  
Le contenu technique des publications IEC est constamment revu. Veuillez vous assurer que vous possédez l’édition la 
plus récente, un corrigendum ou amendement peut avoir été publié. 
 
Recherche de publications IEC - 
webstore.iec.ch/advsearchform 
La recherche avancée permet de trouver des publications IEC 
en utilisant différents critères (numéro de référence, texte, 
comité d’études,…). Elle donne aussi des informations sur les 
projets et les publications remplacées ou retirées. 
 
IEC Just Published - webstore.iec.ch/justpublished 
Restez informé sur les nouvelles publications IEC. Just 
Published détaille les nouvelles publications parues. 
Disponible en ligne et une fois par mois par email. 
 
Service Clients - webstore.iec.ch/csc 
Si vous désirez nous donner des commentaires sur cette 
publication ou si vous avez des questions contactez-nous: 
sales@iec.ch. 

Electropedia - www.electropedia.org 
Le premier dictionnaire d'électrotechnologie en ligne au 
monde, avec plus de 22 000 articles terminologiques en 
anglais et en français, ainsi que les termes équivalents dans 
16 langues additionnelles. Egalement appelé Vocabulaire 
Electrotechnique International (IEV) en ligne. 
 
Glossaire IEC - std.iec.ch/glossary 
67 000 entrées terminologiques électrotechniques, en anglais 
et en français, extraites des articles Termes et Définitions des 
publications IEC parues depuis 2002. Plus certaines entrées 
antérieures extraites des publications des CE 37, 77, 86 et 
CISPR de l'IEC. 
 

 

 

iTeh STANDARD PREVIEW
(standards.iteh.ai)

IEC 62668-2:2019
https://standards.iteh.ai/catalog/standards/sist/af70a328-512d-48aa-a924-

11aefb170b63/iec-62668-2-2019



 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

IEC 62668-2 
Edition 1.0 2019-07 

INTERNATIONAL 
STANDARD 
NORME 
INTERNATIONALE 

Process management for avionics – Counterfeit prevention –  
Part 2: Managing electronic components from non-franchised sources 
 
Gestion des processus pour l'avionique – Prévention de la contrefaçon –  
Partie 2: Gestion des composants électroniques achetés auprès de sources non 
franchisées 
 

INTERNATIONAL 
ELECTROTECHNICAL 
COMMISSION 

COMMISSION 
ELECTROTECHNIQUE 
INTERNATIONALE  
ICS 03.100.50; 31.020; 49.060 

 

ISBN 978-2-8322-7047-9 

  
  

® Registered trademark of the International Electrotechnical Commission 
 Marque déposée de la Commission Electrotechnique Internationale 

® 
 

 Warning! Make sure that you obtained this publication from an authorized distributor. 
 Attention! Veuillez vous assurer que vous avez obtenu cette publication via un distributeur agréé. 

 

colour
inside

iTeh STANDARD PREVIEW
(standards.iteh.ai)

IEC 62668-2:2019
https://standards.iteh.ai/catalog/standards/sist/af70a328-512d-48aa-a924-

11aefb170b63/iec-62668-2-2019



 – 2 – IEC 62668-2:2019 © IEC 2019 

CONTENTS 

FOREWORD ........................................................................................................................... 4 
INTRODUCTION ..................................................................................................................... 6 
1 Scope .............................................................................................................................. 7 
2 Normative references ...................................................................................................... 7 
3 Terms, definitions and abbreviated terms ........................................................................ 7 

3.1 Terms and definitions .............................................................................................. 7 
3.2 Abbreviated terms ................................................................................................. 12 

4 Technical requirements ................................................................................................. 13 
4.1 General ................................................................................................................. 13 
4.2 Overview............................................................................................................... 14 
4.3 Risks associated with purchasing from non-franchised distributors ....................... 15 

4.3.1 General ......................................................................................................... 15 
4.3.2 Origin of risks ................................................................................................ 15 
4.3.3 Quality risks................................................................................................... 15 
4.3.4 Industrial risks ............................................................................................... 16 
4.3.5 Reliability risks .............................................................................................. 17 
4.3.6 Financial risks ............................................................................................... 17 
4.3.7 Legal risk ....................................................................................................... 17 

4.4 Reasons to initialize the derogation process ......................................................... 17 
4.4.1 General ......................................................................................................... 17 
4.4.2 Obsolescence notice failure ........................................................................... 17 
4.4.3 Allocation ...................................................................................................... 17 
4.4.4 Insufficient end-of-life inventory ..................................................................... 18 
4.4.5 Late orders .................................................................................................... 18 
4.4.6 Minimum order quantity ................................................................................. 18 
4.4.7 Technical requirements ................................................................................. 18 

4.5 Derogation process ............................................................................................... 18 
4.5.1 Notification to the OEM .................................................................................. 18 
4.5.2 Analysis of alternative solutions ..................................................................... 20 
4.5.3 List of approved non-franchised distributors................................................... 21 
4.5.4 Non-franchised distributor consultation .......................................................... 21 
4.5.5 Risk analysis ................................................................................................. 22 
4.5.6 Non-franchised distributor order authorization ............................................... 25 
4.5.7 Order processing ........................................................................................... 26 
4.5.8 Incoming processing ...................................................................................... 26 
4.5.9 Records ......................................................................................................... 30 
4.5.10 Processing during storage and manufacturing ............................................... 31 
4.5.11 Failed electronic components ........................................................................ 31 

Annex A (informative)  Flowchart of IEC 62668-1 requirements ............................................. 32 
Annex B (informative)  Example of detailed tests list, linked with risks levels ........................ 34 
Annex C (informative)  iNEMI assessment methodology and metric development ................. 42 
Annex D (informative)  Summary of SAE AS6171 series' proposed test methods under 

consideration by SAE International ................................................................................ 43 
Bibliography .......................................................................................................................... 51 
 
Figure 1 – Suspect components perimeter ............................................................................ 14 

iTeh STANDARD PREVIEW
(standards.iteh.ai)

IEC 62668-2:2019
https://standards.iteh.ai/catalog/standards/sist/af70a328-512d-48aa-a924-

11aefb170b63/iec-62668-2-2019



IEC 62668-2:2019 © IEC 2019 – 3 –  

 
 

 
 

 
 

 
 

 
 

Figure 2 – Typical derogation process when supplying from non-franchised distribution........ 19 
Figure 3 – Potential avionics supply chain scenarios and notification feedbacks ................... 20 
Figure A.1 – Flowchart of IEC 62668-1 requirements ............................................................ 33 
 
Table 1 – Typical procurement risk scenarios and guidance for risk assessment ................... 23 
Table 2 – Typical testing ....................................................................................................... 29 
Table B.1 – Example of detailed revalidation testing of suspect stock ................................... 34 
Table D.1 – Summary of SAE AS6171 series test methods (published versions and 
those under considerations) .................................................................................................. 43 

 

  

iTeh STANDARD PREVIEW
(standards.iteh.ai)

IEC 62668-2:2019
https://standards.iteh.ai/catalog/standards/sist/af70a328-512d-48aa-a924-

11aefb170b63/iec-62668-2-2019



 – 4 – IEC 62668-2:2019 © IEC 2019 

INTERNATIONAL ELECTROTECHNICAL COMMISSION 

____________ 

 
PROCESS MANAGEMENT FOR AVIONICS –  

COUNTERFEIT PREVENTION –  
 

Part 2: Managing electronic components  
from non-franchised sources 

 
FOREWORD 

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote 
international co-operation on all questions concerning standardization in the electrical and electronic fields. To 
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications, 
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC 
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested 
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely 
with the International Organization for Standardization (ISO) in accordance with conditions determined by 
agreement between the two organizations. 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 
consensus of opinion on the relevant subjects since each technical committee has representation from all 
interested IEC National Committees.  

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 
misinterpretation by any end user. 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 
transparently to the maximum extent possible in their national and regional publications. Any divergence 
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in 
the latter. 

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any 
services carried out by independent certification bodies. 

6) All users should ensure that they have the latest edition of this publication. 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 
members of its technical committees and IEC National Committees for any personal injury, property damage or 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 
Publications.  

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 
indispensable for the correct application of this publication. 

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of 
patent rights. IEC shall not be held responsible for identifying any or all such patent rights. 

International Standard IEC 62668-2 has been prepared by IEC technical committee 107: 
Process management for avionics. 

This first edition cancels and replaces the second edition of IEC TS 62668-2 published in 
2016. This edition constitutes a technical revision. 

This edition includes the following significant technical changes with respect to the second 
edition of IEC TS 62668-2:  

a) updates to the risk assessment process, including reference to SAE AS6081; 
b) updates to the test methods, including reference to the SAE AS6171 test methods 

published and in development; 
c) updates in line with IEC 62668-1 for definitions and references to DFARS. 
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This International Standard is to be used in conjunction with IEC 62239-1 and IEC 62668-1. 

The text of this International Standard is based on the following documents: 

FDIS Report on voting 

107/353/FDIS 107/359/RVD 

 
Full information on the voting for the approval of this International Standard can be found in 
the report on voting indicated in the above table. 

This document has been drafted in accordance with the ISO/IEC Directives, Part 2. 

A list of all the parts in the IEC 62668 series, published under the general title Process 
management for avionics – Counterfeit prevention, can be found on the IEC website. 

The committee has decided that the contents of this document will remain unchanged until the 
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to 
the specific document. At this date, the document will be  

• reconfirmed, 

• withdrawn, 

• replaced by a revised edition, or 

• amended. 

 

IMPORTANT – The 'colour inside' logo on the cover page of this publication indicates 
that it contains colours which are considered to be useful for the correct 
understanding of its contents. Users should therefore print this document using a 
colour printer. 
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INTRODUCTION 

The avionics industry has a responsibility to ensure that all flight equipment produced has a 
predicted product life which correlates with the predicted repair and service life to ensure the 
public is not endangered. Typically, an original equipment manufacturer (OEM) calculates a 
mean time between failure (MTBF) and possibly a mean time to failure (MTTF) prediction. 
These calculations assume all components are new, or considered as “unused”, at the point 
of introduction into flight use and that no useful component life and/or any “unsafe” 
component conditions have been used. It is therefore essential that counterfeit, recycled and 
fraudulent components which have had potentially some of their ”useful life” consumed and 
which can also be malfunctioning are not purchased for use in aerospace, defence and high 
performance (ADHP) industries.  
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PROCESS MANAGEMENT FOR AVIONICS –  
COUNTERFEIT PREVENTION –  

 
Part 2: Managing electronic components  

from non-franchised sources 
 
 

1 Scope 

This part of IEC 62668, defines requirements for avoiding the use of counterfeit, recycled and 
fraudulent components when these components are not purchased from the original 
component manufacturer (OCM) or are purchased from outside of franchised distributor 
networks for use in the aerospace, defence and high performance (ADHP) industries. This 
practice is used, as derogation, only when there are no reasonable or practical alternatives. 

NOTE Typically this document is used in conjunction with IEC 62239-1 and IEC 62668-1, enabling ADHP 
industries to manage and avoid the use of counterfeit, recycled and fraudulent components in their supply chains. 

Although developed for the ADHP industry, this document can be used by other high-
performance and high-reliability industries, at their discretion. 

2 Normative references 

The following documents are referred to in the text in such a way that some or all of their 
content constitutes requirements of this document. For dated references, only the edition 
cited applies. For undated references, the latest edition of the referenced document (including 
any amendments) applies. 

IEC 62239-1, Process management for avionics – Management plan – Part 1: Preparation and 
maintenance of an electronic components management plan 

IEC 62668-1:2019, Process management for avionics – Counterfeit prevention – Part 1: 
Avoiding the use of counterfeit, fraudulent and recycled electronic components 

3 Terms, definitions and abbreviated terms  

3.1 Terms and definitions 

For the purposes of this document, the following terms and definitions apply. 

ISO and IEC maintain terminological databases for use in standardization at the following 
addresses: 

• IEC Electropedia: available at http://www.electropedia.org/ 

• ISO Online browsing platform: available at http://www.iso.org/obp 

3.1.1  
aftermarket source 
reseller which may or may not be under contract with the original component manufacturer 
(OCM) or is sometimes a component “re-manufacturer”, under contract with the OCM 

Note 1 to entry: The reseller accumulates inventories of encapsulated or non-encapsulated components (wafer 
and/or die) whose end of life date has been published by the OCM. These components are then resold at a profit to 
fill a need within the market for components that have become obsolete. 

[SOURCE: IEC 62668-1:2019, 3.1.1] 
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3.1.2  
broker 
individual or corporate organization that serves as an intermediary between buyer and seller 

Note 1 to entry: In the electronic component sector a broker specifically seeks to supply obsolete or hard to find 
components in order to turn a profit. To do so it may accumulate an inventory of components considered to be of 
strategic value or may rely on inventories accumulated by another. The broker operates within a worldwide 
component exchange network. 

[SOURCE: IEC 62668-1:2019, 3.1.2] 

3.1.3  
COTS product 
commercial off-the-shelf product 
one or more components, assembled and developed for multiple commercial consumers, 
whose design and/or configuration is controlled by the manufacturer’s specification or industry 
standard 

Note 1 to entry: COTS products can include electronic components, subassemblies, or assemblies, or top-level 
assemblies. Electronic COTS subassemblies or assemblies include circuit card assemblies, power supplies, hard 
drives, and memory modules. Top-level COTS assemblies include a fully integrated rack of equipment such as raid 
arrays, file servers to individual switches, routers, personal computers, or similar equipment. 

Note 2 to entry: This note applies to the French language only. 

[SOURCE: IEC 62668-1:2019, 3.1.3] 

3.1.4  
counterfeit, verb  
action of simulating, reproducing or modifying a material, good or its packaging without 
authorization 

Note 1 to entry: It is the practice of producing products which are imitations or are fake goods or services. This 
activity infringes the intellectual property rights of the original manufacturer and is an illegal act. Counterfeiting 
generally relates to willful trademark infringement. 

[SOURCE: IEC 62668-1:2019, 3.1.4] 

3.1.5  
counterfeited component 
material good imitating or copying an authentic material, good which may be covered by the 
protection of one or more registered or confidential intellectual property rights 

Note 1 to entry: A counterfeited component is one whose identity or pedigree has been altered or misrepresented 
by its supplier. 

Identity = original manufacturer, part number, date code, lot number, testing, inspection, documentation or warranty 
etc. 

Pedigree = origin, ownership history, storage, handling, physical condition, previous use, etc. 

Note 2 to entry: When a material good has no registered or confidential intellectual property rights, then the 
material good has no intellectual property protection. Examples include situations where the original component 
manufacturer (OCM) has ceased to trade and has not sold or passed on the intellectual property rights to another 
entity.  

[SOURCE: IEC 62668-1:2019, 3.1.5] 

3.1.6  
customer device specification 
device specification written by a user and agreed by the supplier 

[SOURCE: IEC 62668-1:2019, 3.1.6] 
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3.1.7  
customer  
user 
original equipment manufacturer (OEM) which purchases electronic components, including 
integrated circuits and/or semiconductor devices compliant with this document, and uses them 
to design, produce, and maintain systems 

[SOURCE: IEC 62668-1:2019, 3.1.7] 

3.1.8  
data sheet 
document prepared by the manufacturer that describes the electrical, mechanical, and 
environmental characteristics of the component 

[SOURCE: IEC 62668-1:2019, 3.1.8] 

3.1.9  
franchised distributor or agent 
individual or corporate organisation that is legally independent from the franchiser (in this 
case the electronic component manufacturer or OCM) and agrees under contract to distribute 
products using the franchiser’s name and sales network 

Note 1 to entry: Distribution activities are carried out in accordance with standards set and controlled by the 
franchiser. Shipments against orders placed can be dispatched either directly from the OCM or the franchised 
distributor or agent. In other words, the franchised distributor enters into contractual agreements with one or more 
electronic component manufacturers to distribute and sell the said components. Distribution agreements may be 
stipulated according to the following criteria: geographical area, type of clientele (avionics for example), maximum 
manufacturing lot size. Components sourced through this route are protected by the OCM’s warranty and supplied 
with full traceability. 

[SOURCE: IEC 62668-1:2019, 3.1.9] 

3.1.10  
fraudulent component 
electronic component produced or distributed either in violation of regional or local law or 
regulation, or with the intent to deceive the customer 

Note 1 to entry: This includes but is not limited to the following which are examples of components which are 
fraudulently sold as new ones to a customer:  

1) a stolen component;  

2) a component scrapped by the original component manufacturer (OCM) or by any user;  

3) a recycled component, that becomes a fraudulent recycled component when it is a disassembled (for example, 
disassembled from a PCB assembly) component resold as a new component (see Figure 1), where typically 
there is evidence of prior use and rework (for example solder, re-plating or lead re-attachment activity) on the 
component package terminations;  

4) a counterfeit component, a copy, an imitation, a full or partial substitute of brands;  

5) fraudulent designs, models, patents, software, or copyright sold as being new and authentic. For example: a 
component whose production and distribution are not controlled by the original manufacturer;  

6) unlicensed copies of a design;  

7) a disguised component (remarking of the original manufacturer’s name, reference date/code or other 
identifiers etc.), which may be a counterfeit component (see Figure 1);  

8) a component without an internal silicon die or with a substituted silicon die which is not the original 
manufacturer’s silicon die.  

[SOURCE: IEC 62668-1:2019, 3.1.10] 
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3.1.11  
microcircuit 
component 
device 
electrical or electronic device that is not subject to disassembly without destruction or 
impairment of design use and is a small circuit having a high equivalent circuit element 
density which is considered as a single part composed of interconnected elements on or 
within a single substrate to perform an electronic circuit function 

Note 1 to entry: This excludes printed wiring boards / printed circuit boards, circuit card assemblies and modules 
composed exclusively of discrete electronic components). 

Note 2 to entry:  A microcircuit is usually referred to as an active component or device. The term component can 
be applied to passive devices such as resistors and capacitors. Sometimes the term ‘part’ is also used instead of 
the terms ‘microcircuit’, ‘component’ and ‘device’   

[SOURCE: IEC 62668-1:2019, 3.1.12, modified – Note 2 has been added.] 

3.1.12  
MRO 
maintenance, repair and overhaul  
operations such as tests, measurements, replacements, adjustments and repairs intended to 
retain or restore a functional unit or to a specified state in which the unit can perform its 
required functions 

Note 1 to entry: This activity includes inspection, rebuilding, alteration and the supply of spare parts, accessories, 
raw materials, adhesives, sealants, coatings and consumables. 

Note 2 to entry: This note applies to the French language only. 

[SOURCE: IEC 62668-1:2019, 3.1.13] 

3.1.13  
non-franchised distributor 
companies which do not fall under a franchised distributor or OCM 

Note 1 to entry: These distributors may purchase components from component manufacturers, franchised 
distributors, or through other supply channels (open markets). These distributors cannot always provide the 
guarantees and support provided by the franchised distributor network; components sourced through this source 
are usually protected by the source’s warranty only.  

Note 2 to entry:  Some non-franchised distributors are able to purchase traceable components from the OCM or 
their franchised distributors and provide traceability paperwork and/or are able to return stock for investigation to 
the OCM. Such non-franchised distributors can satisfy the USA DFARS 252.246.7008 requirements (see A.8.10 of 
IEC 62668-1:2019). 

[SOURCE: IEC 62668-1:2019, 3.1.14] 

3.1.14  
OCM 
original component manufacturer 
company specifying and manufacturing the electronic component 

Note 1 to entry: This note applies to the French language only. 

[SOURCE: IEC 62668-1:2019, 3.1.15] 

3.1.15  
OEM 
original equipment manufacturer  
manufacturer which defines the electronic subassembly that includes the electronic 
components or defines the components used in an assembly and/or test specification  
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Note 1 to entry: This note applies to the French language only. 

[SOURCE: IEC 62668-1:2019, 3.1.16] 

3.1.16  
piracy 
wilful copyright infringement 

[SOURCE: IEC 62668-1:2019, 3.1.17] 

3.1.17  
re-manufactured component 
<recycled elements> electronic component that includes recycled silicon die or technology 
element as documented and disclosed by the electronic component re-manufacturer and that 
is fully tested before being sold 

Note 1 to entry: Examples include a silicon or other die extracted from another electronic component, either new 
or used which is externally marked and disclosed using the re-manufacturer’s name, logo, and different part 
number.   

Note 2 to entry: Re-manufacturing an electronic component can necessitate the original engineering data and 
schematics of the product. This does not mean that a re-manufactured product is identical to the new product. 

Note 3 to entry: Electronic re-manufactured components often come with warranties. 

[SOURCE: IEC 62668-1:2019, 3.1.18] 

3.1.18  
purchasing agency  
organization which groups the quantities of electronic components required by a series of 
companies in order to constitute significant buying power and thereby obtain the best possible 
supplier conditions for purchasing (especially as regards pricing and purchasing conditions) 
as well as for assistance with management, documentation, financing, etc.  

3.1.19  
reseller 
general supplier which offers a selection of electronic components to order from a catalogue 

[SOURCE: IEC 62668-1:2019, 3.1.19] 

3.1.20  
recycled component 
electrical component removed from its original product or assembly and available for reuse 

Note 1 to entry: The component has authentic logos, trademarks and markings. However, it typically has no 
output to measure the useful life remaining for its reuse. A recycled component can fail earlier than a new one 
when re-assembled into another product or assembly. A recycled component may also be physically or ESD 
damaged during the removal process. 

[SOURCE: IEC 62668-1:2019, 3.1.20] 

3.1.21  
semiconductor  
electronic component in which the characteristic distinguishing electronic conduction takes 
place within a semiconductor 

Note 1 to entry: This includes semiconductor diodes which are semiconductor devices having two terminals and 
exhibiting a nonlinear voltage-current characteristic and transistors which are active semiconductor devices 
capable of providing power amplification and having three or more terminals. 

[SOURCE: IEC 62668-1:2019, 3.1.21] 
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3.1.22  
subcontractor  
manufacturer of electronic subassemblies or supplier manufacturing items in compliance with 
customer design data pack and drawings, and under the authority of the OEM 

Note 1 to entry: This supplier may potentially procure all or part of the electronic components required to produce 
a subassembly and is often referred to as the contract electronic manufacturer (CEM) or electronics manufacturing 
services (EMS). 

[SOURCE: IEC 62668-1:2019, 3.1.22] 

3.1.23  
supplier 
company which provides to another an electronic component which is identified by the logo or 
name marked on the device 

Note 1 to entry: A supplier can be an OCM, a franchised distributor or agent, a non-franchised distributor, broker, 
reseller, OEM, CEM, and EMS etc. 

[SOURCE: IEC 62668-1:2019, 3.1.23] 

3.1.24  
suspect component 
electronic component which has lost supply chain traceability back to the original 
manufacturer and which may have been misrepresented by the supplier or manufacturer and 
may meet the definition of fraudulent or counterfeit component  

Note 1 to entry: Suspect components may include but are not limited to:  

1) counterfeit components; 

2) recycled components coming from uncontrolled recycling operations carried outside of the OEM, franchised 
network and OEM business where typically it has been fraudulently sold to the OEM as being in a new unused 
condition.  

[SOURCE: IEC 62668-1:2019, 3.1.24] 

3.1.25  
traceability  
ability to have for an electronic component its full trace back to the original component 
manufacturer 

Note 1 to entry: This traceability means that every supplier in the supply chain is prepared to legally declare in 
writing that they know and can identify their source of supply, which goes back to the original manufacturer and 
can confirm that the electronic components are brand new and were handled with appropriate handling precautions 
including ESD and MSL. This authenticates the electronic components being supplied are unused, brand new 
components with no ESD, MSL or other damage. This ensures that the electronic components are protected by any 
manufacturer’s warranties, have all of their useful life remaining and function according to the manufacturer’s 
published data sheet, exhibiting the expected component life in the application for the OEM’s reliability predictions 
and product warranty. 

[SOURCE: IEC 62668-1:2019, 3.1.25] 

3.1.26  
untraceable 
property of electronic components which have lost their traceability (see 3.1.25) 

[SOURCE: IEC 62668-1:2019, 3.1.26] 

3.2 Abbreviated terms 
ACTF Semiconductor Industries Association Anti Counterfeit Task Force 
ADHP aerospace, defence and high performance 
CEM contract electronic manufacturer 
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COTS  commercial off-the-shelf 
CSAM C-mode scanning acoustic microscopy 
DLA  Defense Logistics Agency  
DMSMS diminishing manufacturing sources and material shortages  
DPA destructive physical analysis 
DSCC  Defence Supply Centre Columbus (see http://www.dscc.dla.mil/), now known as 

DLA 
EMS electronics manufacturing services 
ERAI Electronic Reseller Association International (see http://www.erai.com) 
ESCO Electronic Systems Challenges and Opportunities (see  

http://www.esco.org.uk/about-v2/ ) 
ESD electrostatic discharges 
G-19 SAE Counterfeit Electronic Parts Committee 
GIDEP Government-Industry Data Exchange Program 
GIFAS Groupement des Industries Françaises Aéronautiques et Spatiales (French 

Aerospace Association) 
HTRB high temperature reverse bias  
IDEA Independent Distributors of Electronics Association 
LDC lot date code 
LTB  last time buy 
MSL moisture sensitivity level 
MTBF mean time between failure 
MTTF mean time to failure 
OCM original component manufacturer 
OEM original equipment manufacturer 
SEM scanning electron microscopy 

4 Technical requirements 

4.1 General 

IEC 62668-1 minimises counterfeiting, recycling and fraudulent activities by providing 
guidelines and requirements for maintaining intellectual property and recommends purchasing 
traceable components from the OCMs or their franchised distributors (see Annex A). 
IEC 62668-1 references this document when purchasing components outside of the 
franchised distributor network in order to avoid and manage suspect components (see 3.1.24 
for the definition of “suspect component” and Figure 1).  

NOTE 1 Obsolescence management is a major contributor in counterfeiting prevention. IEC 62239-1, IEC 62402 
and SAE STD-0016 provide guidelines regarding component obsolescence. 

NOTE 2 Suspect components require reporting in USA DFARS 252.246.7007 and DFARS 252.246.7008 supply 
chains. See also reporting aspects in 4.5.11.  
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