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FOREWORD

This amendment to International Standard IEC 62351-3 has been prepared by IEC technical
committee 57: Power systems management and associated information exchange.

The text of this standard is based on the following documents:

FDIS Report on voting
57/2149/FDIS 57/2167/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 62351 series, published under the general title Power systems
management and associated information exchange — Data and communications security, can
be found on the IEC website.

The committee has decided that the contents of this publication will remain unchanged until the
stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data related to
the specific publication. At this date, the publication will be

* reconfirmed,

e withdrawn,

* replaced by a revised edition, or
*+ amended.

INTRODUCTION to Amendment 2

This amendment to International Standard IEC 62351-3 and its Amendment 1 (2018) has been
prepared in order to address the following issues:

— Support for TLS versions 1.1 and 1.0 is made optional instead of mandatory to address
known weaknesses. This is aligned with the defined security warnings for TLS versions 1.1
and 1.0.

— Update of TLS version handling during renegotiation and resumption to avoid TLS version
downgrade/upgrade within a same session.

— Updated explanatory text for session renegotiation to make the communication relations
clearer.

— Deprecation of RSA1024 and SHA-1 algorithms. This underlines the desire to disallow them
in the next edition.

— Inclusion of PICS section for mandatory and optional settings in TLS.

— Updated text for and enhancements of security events to better align with IEC 62351-14.
— Inclusion of general remarks for the security event handling.

— Update of references.
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Moreover, explanatory text has been included to better describe certain options as well as an
adjustment to the requirements for referencing standards.

2 Normative references
Add the following new document to the list of references:

IEC 62351-7, Power systems management and associated information exchange — Data and
communications security — Part 7: Network and System Management (NSM) data object models

4 Security issues addressed by this standard
4.2 Security threats countered

Replace the existing text of the second paragraph of Subclause 4.2 as modified by Amendment
1 with the following new text:

TCP/IP and the security specifications in this part of IEC 62351 cover only the communication
transport layers (OSI layers 4 and lower). Specifically, TLS protects the transported messages
from OSl layer 5 and above in a transparent way. This part of IEC 62351 does not cover security
functionality specific for the communication application layers (OSI layers 5 and above) or
application-to-application security.

Add, after existing Sube¢lause (4.3 |as| imadified by | Amendment/\1, the following new
Subclause 4.4:

4.4 Handling of security events

Throughout the document security events are defined as warnings,and,alarms. These security
events are intended to support the error. handling and thus,to increase system resilience.
Implementations should provide a mechanism for announcing security events.

It is recommended that the security warning and alarms throughout the document are
implemented by cyber security events as specified by IEC 62351-14 or by monitoring objects
as specified by IEC 62351-7.

Note that warnings and alarms are used to indicate the severity of an event from a security
point of view. The following notion is used:

— A warning was intended to raise awareness but to indicate that it may be safe to proceed.

— An alarm is an indication to not proceed.

In any case, it is expected that an operator’s security policy determines the final handling based
on the operational environment.

5 Mandatory requirements
5.1 Deprecation of cipher suites

Replace the existing text of the second paragraph of Subclause 5.1 with the following new text:

If the communication connection is encrypted the following cipher suites may be used:

— TLS_RSA_WITH_NULL_SHA
— TLS_RSA_WITH_NULL_SHA256

Replace the existing text of the fourth paragraph of Subclause 5.1 as added by Amendment 1
with the following new text:
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The support of SHA-1 is deprecated. Its use is limited to backward compatibility. SHA-256 shall
be supported and is the preferred hash algorithm to be used.

Add, at the end of Subclause 5.1, the following new text:

The failure in finding a matching cipher suite during the TLS handshake shall raise a security
event ("alarm: no matching TLS cipher suites”).

5.2 Negotiation of versions

Replace the existing text of the first paragraph of Subclause 5.2 with the following new text:

TLS v1.2 as defined in RFC 5246 (sometimes referred to as SSL v3.3) is the default version
that shall be supported. Higher versions may be supported.

NOTE 1 This document refers to features defined for TLS 1.2. Higher versions of TLS, like TLS 1.3, do not
necessarily support all features listed in this document.

It is recommended that the TLS client initiating a TLS connection indicates the highest TLS
version supported in the ClientHello message of the TLS handshake. The receiving TLS
server may accept higher versions if functional supported and allowed by the security policy of
the operating environment.

To ensure backward compatibility implementations may optionally support TLS version 1.0 and
1.1 (sometimes referred tolas“SSLAv3¥ and v3.2). The.TLS/handshake provides a built-in
mechanism that shall be used to support version negotiation. The peer initiating a TLS
connection shall always indicate the:highest TLS ersion supported during the TLS handshake
message. The application of TLS versions other than v1.2 is a matter of the local security policy.
Proposal of versions prior to TLS ;1,0 shall result.in no, secure connection being established
(see also RFC 6176).

NOTE 2 For TLS 1.0 and TLS 1.1 certain security issues are known, The optional support is only intended for
backward compatibility and it is strongly recommended to switch to TLS 1.2.

Replace the existing text of the second and third paragraphs of Subclause 5.2 with the following
new text:

The proposal of versions prior to TLS 1.0 or SSL 3.1 shall raise a security event ("alarm:
unsecure communication").

NOTE 3 The option to remotely monitor security events is preferred.

The proposal of versions TLS 1.0 or TLS 1.1 shall raise a security event ("warning: insecure
TLS version").

Add, at the end of Subclause 5.2, the following new text:

If the negotiated TLS version from the initial TLS handshake changes in an ongoing TLS session
during a TLS session renegotiation or a session resumption handshake from either side the
TLS session shall be terminated. The termination of the session should raise a security event
("alarm: TLS Version change detected").

5.3 Session Resumption

Replace the reference to RFC 5280 in the first paragraph of Subclause 5.3 as modified by
Amendment 1 with the following new reference:

RFC 5246
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Replace the last sentence of the first paragraph of Subclause 5.3 as modified by Amendment 1
with the following new text:

Session resumption is expected to be more frequent than session renegotiation leading to a
smaller session resumption interval than the session renegotiation interval. (0 < session
resumption interval < session renegotiation interval <= 24h).

Replace the reference to PIXIT in the second paragraph of Subclause 5.3 as modified by
Amendment 1 with the following new reference:

PICS

At the end of Subclause 5.3 as modified by Amendment 1 add the following note:

NOTE An informative example regarding the configuration is provided at the end of Subclause 5.4.
5.4 Session renegotiation

Replace the reference to "PIXIT (Protocol Implementation eXtra Information for Testing)" in the
third paragraph of Subclause 5.4 as modified by Amendment 1 with the following new reference:

PICS

Replace the existing text of thesixth paragraphyof\Subclause; 5.4yas added by Amendment 1
with the following new text:

The calling (TLS client) and the called (TLS server) entity are’responsible for verifying that the
TLS session renegotiation takes place at the expected intervals. If the calling entity does not
receive a TLS session renegotiation request (HelloReguest) from the called entity at the
expected interval, then the calling entity "shall initiate 'the’ TLS renegotiation itself using a
ClientHello. If the called entity does notreceive 'a TLS renegotiation (ClientHello) in
response to a HelloRequest, the called entity shall terminate the connection. The termination
of a connection due to a missed TLS session renegotiation should raise a security event ("alarm:
session renegotiation interval expired").

Add the following new text at the end of Subclause 5.4:

The following Informative example is provided:

— The assumed CRL refresh time (or OCSP response validity) is 24h.

— Session renegotiation involves the validation of the peer certificates including the revocation
check. Session renegotiation involving the peer certificates for authentication may be
performed at least every 12 hours.

— To allow for a session key update during the 12-hour session renegotiation interval session
resumption is performed every 2 hours during the session. The maximum time to resume a
previously ended session is 24 hours.

5.6.1 Multiple Certification Authorities (CAs)

Replace the existing text of the last paragraph of Subclause 5.6.1 with the following new text:

The failure of selecting a matching CA issued certificate shall raise a security event ("alarm:
CA certificate not found").

5.6.2 Certificate size

Add, at the end of Subclause 5.6.2, the following new text:
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Exceeding the maximum size of a certificate during a TLS handshake shall raise a security
event ("alarm: TLS certificate size exceeded”).

5.6.3 Certificate exchange

Replace the existing text of the last paragraph of Subclause 5.6.3 as modified by Amendment
1 with the following new text:

The connection termination due to the lack of a certificate of either side shall raise a security
event ("alarm: certificate unavailable").

5.6.4.2 Verification based upon CA

Add, at the end of Subclause 5.6.4.2, the following new text:

The failure of finding a matching CA certificate during a TLS handshake shall raise a security
event ("alarm: certificate validation: CA certificate not available”).

5.6.4.3 Verification based upon individual certificates

Add, at the end of Subclause 5.6.4.3, the following new text:

The failure of finding a matching individual certificate during a TLS handshake shall raise a
security event ("alarm: certificate, validation: trusted. individual.certificate not available”).

5.6.4.4 Certificate revocation

Add, after the fourth paragraph of Subclause 5.6.4.4 as modified by Amendment 1, the following
new text:

The unavailability of a CRL shall’raise’a security evént'("warning: CRL not accessible").

NOTE 1 The CRL may be distributed in different ways (manual as file, fetched from CRL distribution point, etc.).

NOTE 2 If there are no revoked certificates, the CRL is an empty list, but still needs to be available.").

The expiry of a CRL shall raise a security event ("warning: CRL expired")."

If OCSP is applied for certificate revocation checks, the inaccessibility to the OCSP responder
shall raise a security event: ("warning: OCSP responder not accessible")". The expiry of an
OCSP response shall raise a security event ("warning: OCSP response expired")."

Replace the existing text of the last paragraph of Subclause 5.6.4.4 as modified by Amendment
1 with the following new text:

The refusal / termination of a connection due to a revoked certificate shall raise a security event
("alarm: revoked certificate").

Renumber the existing note at the end of Subclause 5.6.4.4 as modified by Amendment 1 as
NOTE 3.

5.6.4.5 Expired certificates

Replace the existing text of the last paragraph of Subclause 5.6.4.5 as modified by Amendment
1 with the following new text:

The refusal of a connection due to an expired certificate shall raise a security event ("alarm:
expired certificate").
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5.6.4.6 Signing
Delete the following bullet point in the second paragraph of Subclause 5.6.4.6:
— Optional: Signature-operation: RSA with a key length of 1 024 Bits (legacy mode);

Delete the following text from the second bullet point in the second paragraph of Subclause
5.6.4.6:

(modern mode)
Replace the existing text of the third paragraph of Subclause 5.6.4.6 with the following new text:

The support of RSA with 1 024 bit keys is deprecated. Its use is limited to backward compatibility.
RSA with 2 048 bit keys must be supported and is the preferred signature algorithm to be used.

Replace the existing text of the ninth paragraph of Subclause 5.6.4.6 as added by Amendment
1 with the following new text:

The support of SHA-1 is deprecated. Its use is limited to backward compatibility. SHA-256 shall
be supported and is the preferred hash algorithm to be used.

Add, at the end of Subclause 5.6.4.6, the following new text:

The failure of finding a matching signature algorithm'to the ‘certificate components during a TLS
handshake shall raise a security event ({alarm: certificate,validation: algorithms not supported”).

The failure of validating the signature of received certificate during a TLS handshake shall raise
a security event ("alarm: certificate validation: certificate signature could not be validated”).

5.6.4.7 Key Exchange

Delete the following bullet point in the first paragraph of Subclause 5.6.4.7 as modified by
Amendment 1:

— Optional: Signature-operation: RSA with a key length of 1 024 Bits (legacy mode);

Delete the following text from the second bullet point in the first paragraph of Subclause 5.6.4.7
as modified by Amendment 1:

(modern mode)

Replace the existing text of the second paragraph of Subclause 5.6.4.7 as modified by
Amendment 1 with the following new text:

The support of RSA with 1 024 bit keys is deprecated. Its use is limited to backward compatibility.
RSA with 2 048 bit keys must be supported and is the preferred signature algorithm to be used.
The detection of RSA keys with 1024 Bit shall raise a security event ("warning: minimum key
length"). The detection of RSA keys with less than 1 024 Bit shall raise a security event ("alarm:
insufficient key length").

Replace the existing text of the seventh paragraph of Subclause 5.6.4.7 with the following new
text:

The support of SHA-1 is deprecated. Its use is limited to backward compatibility. SHA-256 shall
be supported and is the preferred hash algorithm to be used.
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7 Referencing standard requirements

Add the following new bullet after the first bullet point of Clause 7 as modified by Amendment
1:

— If other versions than TLS 1.2 are to be used, the referencing standard shall define the
required versions.

8 Conformance
Replace the existing text of Article 8 with the following new text:

8.1 General

Static conformance requirements specify what shall be implemented, what may be implemented
and what shall not be implemented for an implementation claiming compliance to this document.

Note that this section only refers to settings defined in Clause 5. The referencing standard will
provide further TLS related PICS statements in addition oar as specification of an optional
requirement.

8.2 Notation
The following notations-are usedfor specifying conformance requirements:

m: Mandatory support. The item_ shall be implemented.
o: Optional support. The item may be, but need not be implemented.
X: Excluded. The item shall not be supported.

8.3 Conformance to selected cipher suites

Table 1 states the conformance requirements for TLS cipher suites, which are defined in
Subclause 5.1.

Table 1 — Conformance to TLS cipher suites

Client Server
Cipher suite Value/Comment
FIS | Declared | F/S | Declared
TLS_NULL_WITH_NULL_NULL X X
TLS_RSA_WITH_NULL_MDS5 X X
TLS_RSA_WITH_NULL_SHA o] o] SHA-1 deprecated
TLS_RSA_WITH_NULL_SHA256 o o

Note that Subclause 5.1 also allows other cipher suites for integrity only support. Moreover,
specific cipher suites considered mandatory or optional will be specified by the referencing
standard.

8.4 Conformance to selected TLS versions

Table 2 states the conformance requirements for TLS version, which are defined in Subclause
5.2.
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Table 2 — Conformance to TLS versions
Client Server
TLS Version Value/Comment
FIS Declared | F/S | Declared

1.0 o] o] Weaknesses known, only for backward compatibility
1.1 o o Weaknesses known, only for backward compatibility
1.2 m m

1.3 o] o] Not all features specified in this document

8.5 Conformance to selected TLS protocol features

Table 3 states the conformance requirements for TLS version, which are defined in Subclauses

5.3, 5.4, and 5.6.

Table 3 — Conformance to TLS protocol features

Client Server
TLS feature Value/Comment
F/S | Declared | F/S | Declared

TLS Session resumption at least every 24 hours m

TLS Session resumption initiation using ClientHello X

TLS Session resumption initiationusing 'HelloRequest X m

TLS Session resumption using session tickets o] o] according to RFC
5077

TLS Session renegotiation at least every 24 hours m

TLS Session renegotiation initiation using ClientHello X

TLS Session renegotiation initiation using X m

HelloRequest

TLS Session renegotiation extension m m according to RFC
5746

Support of trusted CA extension (RFC 6066) o] o]

8.6 Conformance to certificate support

Table 4 states the conformance requirements for certificate

Subclause 5.6 and Clause 6.

support, which are defined in

Table 4 — Conformance to certificate support

Client Server
Value/Comment
F/S | Declared | F/S | Declared

Support of multiple CA (root certificates) o o Referencing
standard defined.

Maximum supported certificate size is 8 192 bytes To be discussed?

Follow certificate validation rules according to RFC

5280 (validity, CA signature, revocation state, etc.)

Certificate revocation state validation using CRL m m Evaluation period
to be specified by
the referencing
standard.

Certificate revocation state validation using OCSP o] o]

Certificate white listing according to IEC 62351-9 o o
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