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FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation.

IEEE Standards documents are developed within IEEE Societies and Standards Coordinating Committees of the
IEEE Standards Association (IEEE-SA) Standards Board. IEEE develops its standards through a consensus
development process, which brings together volunteers representing varied viewpoints and interests to achieve
the final product. Volunteers are not necessarily members of IEEE and serve without compensation. While IEEE
administers the process and establishes rules to promote fairness in the consensus development process, |[EEE
does not independently evaluate, test, or verify the accuracy of any of the information contained in its
standards. Use of IEEE Standards documents is wholly voluntary. IEEE documents are made available for use
subject to important notices and legal disclaimers (see http://standards.ieee.org/IPR/disclaimers.html for more
information).

IEC collaborates closely with IEEE in accordance with conditions determined by agreement between the two
organizations.

The formal decisions of IEC on"technical matters express,-as nearly‘as possible, an international consensus of
opinion on the relevant subjects since each technical committee has, representation from all interested |IEC
National Committees. The formal decisions| of IEEE on!technic¢al matters; once consensus within IEEE Societies
and Standards Coordinating Committees has been reached, is determined by a balanced ballot of materially
interested parties who indicate interest in reviewing the proposed standard. Final approval of the IEEE
standards document is given by the IEEE Standards’Assaogciation (IEEE-SA) Standards Board.

IEC/IEEE Publication's’>have the' form“of<recommendations for " interhational ‘use'“and are accepted by IEC
National Committees/IEEE Societies inl that senselaWhilelall(reasonable efforts are made to ensure that the
technical content of IEC/IEEE Publications is accurate, IEC or IEEE cannot be held responsible for the way in
which they are used or for any misinterpretation by any end user.

In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
(including IEC/IEEE Publications) transparently to the maximum extent possible in their national and regional
publications. Any divergence between any IEC/IEEE Publication and the corresponding national or regional
publication shall be clearly indicated in the latter.

IEC and IEEE do not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC and IEEE are not responsible
for any services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or IEEE or their directors, employees, servants or agents including individual
experts and members of technical committees and IEC National Committees, or volunteers of IEEE Societies
and the Standards Coordinating Committees of the IEEE Standards Association (IEEE-SA) Standards Board,
for any personal injury, property damage or other damage of any nature whatsoever, whether direct or indirect,
or for costs (including legal fees) and expenses arising out of the publication, use of, or reliance upon, this
IEC/IEEE Publication or any other IEC or IEEE Publications.

Attention is drawn to the normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that implementation of this IEC/IEEE Publication may require use of
material covered by patent rights. By publication of this standard, no position is taken with respect to the
existence or validity of any patent rights in connection therewith. IEC or IEEE shall not be held responsible for
identifying Essential Patent Claims for which a license may be required, for conducting inquiries into the legal
validity or scope of Patent Claims or determining whether any licensing terms or conditions provided in
connection with submission of a Letter of Assurance, if any, or in any licensing agreements are reasonable or
non-discriminatory. Users of this standard are expressly advised that determination of the validity of any patent
rights, and the risk of infringement of such rights, is entirely their own responsibility.

Published by IEC under license from IEEE. © 2017 |IEEE. All rights reserved.
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International Standard IEC 63260/IEEE Std 1082 has been processed through IEC technical

committee 45A: Instrumentation, control and electrical power systems of nuclear facilities,
under the IEC/IEEE Dual Logo Agreement.

The text of this standard is based on the following documents:

IEEE Std FDIS Report on voting
IEEE Std 1082-2017 45A/1285/FDIS 45A/1293/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

The IEC Technical Committee and IEEE Technical Committee have decided that the contents
of this publication will remain unchanged until the stability date indicated on the IEC web site
under "http://webstore.iec.ch" in the data related to the specific publication. At this date, the
publication will be

* reconfirmed,

* withdrawn,

» replaced by a revised edition, or
*+ amended.
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Abstract: A structured framework for the incorporation of human reliability analysis (HRA) into
probabilistic risk assessments (PRAs) is provided in this guide. To enhance the analysis of human/
system interactions in PRAs, to help ensure reproducible conclusions, and to standardize the
documentation of such assessments are the purposes of this guide. To do this, a specific HRA

framework is developed from standard practices. The HRA framework is neutral with respect to
specific HRA methods.

Keywords: HRA, human reliability analysis, IEEE 1082™ PRA, probabilistic risk assessment
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IEEE Introduction

This introduction is not part of IEEE Std 1082-2017, Guide for Incorporating Human Reliability Analysis into
Probabilistic Risk Assessments for Nuclear Power Generating Stations and Other Nuclear Facilities.

Any process that requires manual control to minimize public risk will require a high level of human reliability.
This reliability can be evaluated through the systematic application of a probabilistic risk assessment (PRA).
However, such an assessment requires a detailed understanding of human performance and human reliability
methods to form a reasonable reliability estimate.

The initial risk assessment made in the nuclear power plant industry, WASH-1400 [B17], recognized the
need for a discipline of human reliability analysis (HRA) to be systematically incorporated within the PRA
enterprise. But the methodology—both analyzing human failure events and identifying and incorporating
them appropriately in the PRA—was new, incomplete, and in several ways inadequate.

The limitations of the understanding of human reliability in the mid-1970s were vividly demonstrated by
the accident at Three Mile Island (TMI). Following TMI, the United States Nuclear Regulatory Commission
(NRC), in conjunction with The Institute of Electrical and Electronics Engineers (IEEE), immediately called
for a conference on the human factor issues raised by TMI.? This conference has subsequently become a series.
Parallel to the initiation of the conference, Subcommittee 7, Human Factors and Control Facilities of the IEEE
Nuclear Power Engineering Committee began discussing the standardization of HRA technology. The PRA/
HRA interface of incorporating and performing an HRA in the context of a PRA was recognized as the most
mature of the efforts of HRA. A guide, the least mandating of the IEEE standards documents, was approved as
an [EEE standards projectin 1984.The guidewasyrevised inyl 997.

This guide outlines the steps necessary-toaneludehumahgeliability inrisk assessments. The intent of the guide
is not to discuss the details of specific HRA methods, but rather to affirm a method-neutral framework for
using a diverse range of HRA methods to support PRA. Since human error has been found to be an important
contributor to risk, this guide underscores the systematic-integration of the HRA at the carliest stages and
throughout the PRA.

Since the 1997 revision of IEEE Std 1082™, there have been significant developments in HRA methods,
theories, and practices. A working group (WG) was convened in 2012 to reaffirm the guide. This WG
found numerous cases where the 1997 standard contained outdated references or failed to consider now-
commonplace aspects of HRA. The WG, however, confirmed the underlying practice of HRA espoused in
IEEE Std 1082-1997 is still contemporary and relevant to HRA practice. The WG has updated the guide, to
the extent necessary to reflect important advances in HRA. Thus, the framework for conducting HRA found in
IEEE Std 1082-1997 remains intact in this revision but has been augmented with references to contemporary
issues and practices.

IEEE Std 1082 remains a unique, concise guide for specifying the framework for conducting HRA as part of
PRA. Additional standard guidance documents are available beyond IEEE Std 1082. For example, the Electric
Power Research Institute (EPRI) released the Systematic Human Action Reliability Procedure (SHARP) and
revised SHARP1 approach [B4], which describes a detailed process of integrating quantitative HRA into
PRA, mirroring parts of IEEE Std 1082.° The American Society of Mechanical Engineers (ASME) has created
the Standard for Level 1/Large Early Release Frequency Probabilistic Risk Assessment for Nuclear Power
Plant Applications [B1], which outlines high level requirements for HRAs to be included in PRAs. The NRC
published Good Practices for Implementing Human Reliability Analysis [B13], which serves as a reference
for desirable, but not required aspects of HRA. These three guidelines and numerous recommended practices
found in specific HRA methods and texts, complement, but do not replace, IEEE Std 1082. For example,
SHARP1 [B4] elaborates on quantifying the HRA for inclusion in PRA but does not include the entire HRA

'The numbers in brackets correspond to those of the bibliography in Annex B.
2NUREG publications are available from the U.S. Nuclear Regulatory Commission (http://www.nrc.gov).
*EPRI publications are available from the Electric Power Research Institute (http://epri.com).
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process of IEEE Std 1082. The ASME PRA standard [B1] articulates quality requirements for HRA but
does not specify how the HRA should be conducted.* NRC’s good practices [B13] parallel many aspects of
IEEE Std 1082 but does not provide an overall process flow for conducting HRA. IEEE Std 1082 remains
relevant as an overarching standard framework for conducting HRA.

IEEE Std 1082 is a method-neutral approach. Itis beyond the scope of this guide to enumerate how the guidance
can be tied into different HRA methods. Recent reviews of HRA methods may be found in [B1], [B3], [B14],
[B15], and [B16]. HRA method development has been extensive, with new approaches that address cognition,
context, errors of commission, as well as approaches that span simplified HRA quantification, to dynamic
models of human performance. The framework for integrating HRA into PRA as outlined in this guide should
apply across HRA methods, although some adaptations may be necessary to meet the unique requirements
of specific methods. Such adaptations, especially when using simplified HRA methods, should not come as
efficiencies at the expense of performing an integrated and complete HRA process.

*ASME publications are available from the American Society of Mechanical Engineers (http:/www.asme.org/).
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Human Reliability Analysis into
Probabilistic Risk Assessments for
Nuclear Power Generating Stations
and Other Nuclear Facilities

1. Overview
1.1 Scope

This guide provides a structured framework for the incorporation of human reliability analysis (HRA) into
probabilistic risk assessments (PRAs).

1.2 Purpose

The purpose of this guide is to enhance the analysis of human-system interactions in PRAs, to help ensure
reproducible conclusions, and to standardize the documentation of such assessments. To do this, a specific
HRA framework is developed from standard practices to serve as a benchmark to assess alternative ways of
incorporating HRA into PRA.

2. Definitions, acronyms, and abbreviations

2.1 Definitions

For the purposes of this document, the following terms and definitions apply. The IEEE Standards Dictionary
Online should be consulted for terms not defined in this clause.’

NOTE—Several terms used in this guide and in the field of HRA are important, yet are ambiguous in common usage or not
used frequently enough to be well known. They are defined in this clause for the use in understanding and following this
guide.’

basic event: An element of the probabilistic risk assessment model for which no further decomposition is
performed because it is at the limit of resolution consistent with available data.

SIEEE Standards Dictionary Online subscription is available at: http:/dictionary.icee.org.

®Notes in text, tables, and figures of a standard are given for information only and do not contain requirements needed to implement this
standard.

Published by IEC under license from IEEE. © 2017 IEEE. All rights reserved.
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consequences: The result(s) of (i.e., events that follow and depend upon) a specified event.

cutset: A group of events that, if all occur, would cause occurrence of the top event (the outcome of interest
such as that investigated by means of a fault tree).

dependence: The relationship between two or more human failure events, which may result in an adjustment
to the model or the human error probability.

design-basis accident: A postulated accident that a nuclear facility must be designed and built to withstand
without loss to the systems, structures, and components necessary to help ensure public health and safety.

dominant sequence: A sequence of events that constitutes a dominant contributor to overall risk.
event: (A) Any change in conditions or performance of interest. (B) An occurrence at a specific point in time.’

event tree: A graphical representation of the logical progression of the possible scenarios through a multiple
series of events that may or may not occur.

fault tree: A graphical representation of an analytical technique whereby an undesired state of a system is
specified and the patterns leading to that state can be evaluated to determine how the undesirable system
failure can occur.

human action: The observable result (often a bodily movement) of a person’s intention.

human error: Failure of human task performance to meet specified criteria of accuracy, completeness,
correctness, appropriateness, or timg¢linéss.

human error probability (HEP): The quantitative estimation of the likelihood of a human error.
human failure event (HFE): A'basic event that pertains to 2 human error. 7

human interaction: A human action or set of actions that affects equipment, response of systems, or other
human actions.

human reliability analysis (HRA): Any number of formal approaches and methods used to identify sources
of human error and quantify their accompanying human error probabilities.

initiating event: An event either internal or external to the plant that perturbs the steady state operation of the
plant by challenging plant control and safety systems whose failure could potentially lead to core damage or
release of airborne fission products.

operating crew: Plant personnel working on shift to operate the plant. They include control room personnel
and those support personnel who directly support the control room personnel in operating the plant.

performance shaping factor (PSF): A factor that influences human reliability through its effects on
performance. These include factors such as environmental conditions, human-system interface design,
procedures, training, and supervision.

probabilistic risk assessment (PRA): A qualitative and quantitative assessment of the risk associated with
plant operation and maintenance that is measured in terms of frequency of occurrence of risk metrics, such as

"This definition differs from the one(s) found in previous IEEE guidance. The current definition has been tailored to match the specific
use in human reliability analysis.
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