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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS - INSTALLATION OF
COMMUNICATION NETWORKS IN INDUSTRIAL PREMISES

AMENDMENT 1

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s)"). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may participate in this preparatory work. International, governmental and non-governmental organizations liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are-made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible‘for.the way in which they are used or for any
misinterpretation by any end user.

In order to promote international éniformity, |EC.National-Committees, undertake to apply IEC Publications
transparently to the maximum extent.possible-inttheir national'and.regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some ;areas, access-to!IEC marks of'conformity. IEC is not responsible for any
services carried out/by independent certification bodies-

All users should ensure that/they,have)the latest editioncof this publication/

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. IEC shall not be held responsible for identifying any or all such patent rights.

Amendment 1 to IEC 61918:2018 has been prepared by subcommittee 65C: Industrial networks,
of IEC technical committee 65: Industrial-process measurement, control and automation.

The text of this Amendment is based on the following documents:

Draft Report on voting

65C/1141/FDIS 65C/1162/RVD

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this Amendment is English.
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This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/standardsdev/publications/.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

e reconfirmed,
e withdrawn,
e replaced by a revised edition, or

e amended.

IMPORTANT - The "colour inside” logo on the cover page of this document indicates that it
contains colours which are considered to be useful for the correct understanding of its
contents. Users should therefore print this document using a colour printer.

INTRODUCTION t6; Améndment 1

This Amendment 1 describes the installation in the critical environment of industrial premises
of balanced 1-pair networks that—use cabling~in—connection with Ethernet specified in
1000BASE-T1 type'Allwhich’allows biditectional‘signaltransmission at1°000 Mbit/s up to 15 m,
1000BASE-T1 type ‘B for/1/000 Mbit/scupato 40 m;ctO0BASE:T1for00 Mbit/s up to 15 m,
10BASE-T1S for 10 Mbit/s up to 15 m, 10BASE=D1L for 10 Mbit/s up to 1 000 m.

These balanced 1-pair networks use the industrial versions of 1 000 Mbit/s and 100 Mbit/s
ISO/IEC/IEEE 8802-3:2021, and 10 Mbit/s IEEE Std 802.3cg networks.
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INTRODUCTION

Replace Figure 2 with the following updated figure.

DESIGN PLANNING
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Office spaces » ISO/IEC 11801-2 > Office
I Annex

|

Data centre/ computer | 1} |s0/IEC 11801-5 > Data centre

room spaces 1 ISO/IEC Annex

cABLNG [ 147032 ]

Distributed building _

services (DBS) > ISO/IEC 11801-6 > Afr)ﬁgx

|
Industrial spaces Industrial
Annex

»
|

General IT ISO/IEC
11801-3 ~

To Automation

ISO/IEC 14763-4
Islands

\ 4

1 q
iTeh $
To and between :
APPLICATION Automation Islands = IECSDe?iL 15 58/ [->] '”;trz'f'ﬁ‘é'g”

SPECIFIC AND IEC 61784-5 series
CABLING Within/Automation ol <IEC 5178441, (Selection + gy

Islands "1 IEC 617842 [P Add/Repl/Mod)

T Common structure

IEC
Figure 2 — Standards relationships
2 Normative references
Delete the following normative references:

IEC 61935-1:2015, Specification for the testing of balanced and coaxial information technology
cabling — Part 1: Installed balanced cabling as specified in ISO/IEC 11801 and related
standards

ISO/IEC 8802-3, Information technology — Telecommunications and information exchange
between systems — Local and metropolitan area networks — Specific requirements — Part 3:
Standard for Ethernet

Add the following normative references:

IEC 61000-4-4, Electromagnetic compatibility (EMC) — Part 4-4: Testing and measurement
techniques — Electrical fast transient/burst immunity test

IEC 61000-4-5, Electromagnetic compatibility (EMC) — Part 4-5: Testing and measurement
techniques — Surge immunity test

IEC 61010-2-201, Safety requirements for electrical equipment for measurement, control, and
laboratory use — Part 2-201: Particular requirements for control equipment
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IEC 61010-2-203:—1, Safety requirements for electrical equipment for measurement, control,
and laboratory use — Part 2-203: Particular requirements for industrial communication circuits
and communication port interconnection

IEC 61156-1, Multicore and symmetrical pair/quad cables for digital communications — Part 1:
Generic specification

IEC 61156-11, Multicore and symmetrical pair/quad cables for digital communications — Part 11:
Symmetrical single pair cables with transmission characteristics up to 600 MHz — Horizontal
floor wiring — Sectional specification

IEC 61156-12, Multicore and symmetrical pair/quad cables for digital communications — Part 12:
Symmetrical single pair cables with transmission characteristics up to 600 MHz — Work area
wiring — Sectional specification

IEC 61935-1:2019, Specification for the testing of balanced and coaxial information technology
cabling — Part 1: Installed balanced cabling as specified in ISO/IEC 11801-1 and related
standards

IEC 61935-1-1:2019, Specification for the testing of balanced and coaxial information
technology cabling — Part 1-1: Additional requirements for the measurement of transverse
conversion loss and equal leveltransversejconversionytransferioss

IEC 63171-6, Connectors for electricaland-electronic equipment — Part 6: Detail specification
for 2-way and 4-way (data/power), shiélded, free land /fixed connectors for power and data
transmission with frequencies up to 600 MHz

ISO/IEC/IEEE 8802-3:2021, = Telecommunications and exchange between information
technology systems — Requirements for local and metropolitan area networks — Part 3: Standard
for Ethernet

ISO/IEC 11801-3:2097/AMDA4:20219-Améndmentot scinformation) téchnology — Generic cabling
for customer premises — Part 3: Industrial premises

IEEE Std 802.3cg, IEEE Standard for Ethernet — Amendment 5, Physical Layer Specifications
and Management Parameters for 10 Mb/s Operation and Associated Power Delivery over a
Single Balanced Pair of Conductors

3 Terms, definitions, and abbreviated terms

3.1 Terms and definitions

Replace, in the boilerplate paragraph, "ISO/IEC 8802-3" with "ISO/IEC/IEEE 8802-3:2021".
Add the following new terms and definitions from 3.1.87 to 3.1.92:

3.1.87

balanced 1-pair cable

cable consisting of a single pair of conductors, optional screen, and overall jacket, primarily
intended for use in differential-mode signal transmission and power delivery applications

[SOURCE: ISO/IEC TR 11801-9906:2020, 3.1.2]

1 Under preparation. Stage at the time of publication: IEC/ACDV 61010-2-203:2021.
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3.1.88
balanced 1-pair cabling
cabling composed of balanced 1-pair cables and balanced 1-pair connectors

3.1.89

balanced 1-pair cabling channel

transmission path between equipment constructed from balanced 1-pair cables, balanced 1-pair
connectors and balanced 1-pair cable assemblies to facilitate signal and power delivery

[SOURCE: ISO/IEC 11801-3:2017/AMD1:2021, 3.1.14]

3.1.90

balanced 1-pair connector

connector intended for use with balanced 1-pair cable in differential-mode signal transmission
and power delivery applications

[SOURCE: ISO/IEC TR 11801-9906:2020, 3.1.3]

3.1.91
balanced 1-pair cord
cable assembly constructed from a 1-pair cable and 1-pair connectors

[SOURCE: ISO/IEC TR 11801-9906:2020, 3.1.4]

3.1.92

edge distributor

optional additional distributofy to’ accommodatetactive® equipment to allow transition from
balanced 4-pair cabling to balanced 1-pair cabling

[SOURCE: ISO/IEC 11801-3:2017/AMD1:2021, 3.1.15]

3.2 Abbreviated terms
Add the following abbreviated terms:

ED edge distributor
PHY physical layer

4 Installation planning

4.1.2 Cabling in industrial premises

Add, at the end of the first bullet of the first list, the following text:
, this includes the balanced 1-pair cablings that are specified in Annex Q;
Add, at the end of the third paragraph, the following text:

The industrial cabling may include an edge distributor to accommodate active equipment to
allow transition from balanced 4-pair cabling to balanced 1-pair cabling.

Replace, in the second bullet of the second list, "(ISO/IEC 8802-3)" with
"(ISO/IEC/IEEE 8802-3:2021 and IEEE Std 802.3cg)".

4.1.3 The planning process

Replace, in the first dash of the first bullet, "IEC 60950-1" with "IEC 61010-2-201".
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4.2.1.2 Electrical safety
Add ", IEC 61010-2-203" after "IEC 61010-2-201".

4.2.3.2 Use of the described environment to produce a bill of material

Add, before Figure 7, the following sentence:

The planner, when consulting the device and cabling manufacturer, shall take into account the
guidance provided in Clause B.6 for the correct selection of the device and cabling in relation
to the environment EMI of the installation under consideration.

4.3.2.1 General

Add, at the end of the subclause, the following text:

Media types consist of optical fibre cabling, balanced cabling (4-pair, 2-pair, 1-pair), wireless,
and other CP specific media types. Wireless network installation is not within the scope of this
document. Selection of physical media technologies should partner with architectural
considerations, taking into account network topology, network characteristics, as well as data
propagation and aggregation throughout the network.

Optical fibre is generally recommended where/high,bandwidth'is needed or a high data integrity
is required. Where powering is required or for reduced bandwidth or length compared to optical
fibre, wire cabling is recommended.j4-pairris mostly recommended for connecting control and
automation equipment. 1-pair (see' Annex-Q) is ‘mostly limited to connecting control and
automation equipment with field devices.

The planner should take into account EMI performance when selecting cabling types and
spacings from types of conductors. In practice, need for EMI reduction equates to increase in
spacing, which can translate to'installation-'cost/ Failure'‘to~consider EMI performance and
mitigations can ultimately/lead to @reas)of high disturbance at criticalopoints in the network.

Comparative measurements (unshielded versus shielded) have shown that shielded
constructions can provide a higher level of protection against EMI when applied according to
equipment manufacturers specifications.

4.3.2.3 Network characteristics for balanced cabling based on Ethernet

Add, at the end of the subclause, the following text:
For balanced 1-pair networks, the requirements specified in Annex Q apply.

4.4.1.2.1 Balanced cables for Ethernet-based CPs

Add, after the first sentence, the following text:
For balanced 1-pair cables, the requirements specified in Annex Q apply.

Replace, in the fourth bullet, "cabling that uses mixed 2 and 4 pair cable elements in the same
channel" with "cabling that uses cable elements with a different pair count in the same channel
(e.g., 2- and 4-pair or 1- and 4-pair),"

Delete the NOTE after the fourth bullet.
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4.4.2.2 Connecting hardware for balanced cabling CPs based on Ethernet

Add, at the end of this subclause, the following text:
For balanced 1-pair connecting hardware the requirements specified in Annex Q apply.

4.4.3.1 Common description

Add, at the end of the first sentence of the fifth paragraph, the following text:
for 4-pair cabling. For 1-pair cabling, the requirements specified in Annex Q apply.

Replace, at the end of the second sentence of the fifth paragraph, "are limited to 4. If the
planning requires more than 4 connections," with "have a limited number of connections (e.qg.,
4 for 4-pair and 10 for 1-pair). If the planning requires more connections than the corresponding
reference implementation,"

4.4.3.2.1 Common description

Change title of item a) to: "a) 4-pair basic reference implementation”
Change title of item b) to: "b).4-pair enhanced reference implementation”

Add, after item c) the following new jtem:

d) Balanced 1-pair cabling
For balanced 1-pair cabling connections ) the fequirements specified in Annex Q apply.

4.4.3.41 Common description

Replace, in the first paragraph, "ISO/IEC 8802-3" with "[SO/TEC/IEEE 8802-3:2021".

4.4.7.1.4 Selection of the earthing and bonding systems

Replace, in the first sentence of the last paragraph, "equipotential" with "mesh".

4.4.7.3.1 Equipotential

Replace the title of the subclause with "Mesh".
Replace, in the title of Figure 17, "an equipotential" with "a mesh".
5 Installation implementation

5.1.1 Common description

Add, at the end of the subclause, the following text:

The requirements specified in this Clause 5 for the CPs also apply for the installation
implementation of balanced 1-pair networks specified in Annex Q.

Additional requirements are specified in Clause Q.3.
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6 Installation verification and installation acceptance test
6.1 General

Add, at the end of the subclause, the following text:

The requirements specified in this Clause 6 for the CPs also apply for the installation
implementation of balanced 1-pair networks specified in Annex Q.

Additional requirements for balanced 1-pair network are specified in Clause Q.4.

6.2.8.3 Wire mapping

Replace, in the first paragraph of this subclause, "5.3.2.2 of IEC 61935-1:2015" with "5.3.3.2 of
IEC 61935-1:2019.

Add, after Figure 45 the following sentence:
For balanced 1-pair applications, the requirements specified in Q.4.2 apply.

6.3.2.1.2 Transmission performance test parameters

Replace, in the first paragraph,”1EC'61935-1:2015" with- "IEC"61935-1:2019 and IEC 61935-1-
1:2019"

Add, after the last item 1), the following new items:

m) Unbalance attenuation, near-end (TCL)
n) Unbalance attenuation, far-end (ELTCTL)

Add, after new itemsim):andin)athe followinginéw paragraph.
Items m) and n) above apply where requirements’are given in the relevant CP.
8 Installation maintenance and installation troubleshooting

8.3.3 Typical problems

Add, after the first paragraph, the following text:

When troubleshooting unshielded installations, EMC influence can be quantified through field-
testing of TCL and ELTCTL transmission parameters. If needed, noise impact reduction may
be achieved by identification of at-risk components and selection of replacement components
with superior performance.
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Annex B MICE description methodology
B.4 Determining E classification
Replace Table B.3 with the following new table:
Table B.3 — Relationship between electromagnetic
disturbance-generating devices and “E” classification
Electromagnetic disturbance-generating Distance from cabling “E” classification
device
Contactor relay <0,5m E,
>0,5m E,
Transmitters (< 1 W) <0,5m E,
>0,5m E1 or E2
Transmitters (1 W to 3 W) <1,0m E;
>1,0m E1 or E2
Transmitters (TV, radio, mobile, base station) <3 km E,
>3/km E,orE,
High power motors <3'm E,
>3m E,orE,
Motor controllers <05 m E,;
0,5mto3m E2
>3 m E,
Induction heating < 8 MW. <0,5m E,
0,5mto3m E,
>3m E,
Resistance heating <0,5m E,
>0,5m E,
Fluorescent lights <0,15m E,;
>0,15m E1 or E2
Thermostatic switches 110 V to 230 V <0,5m E,orE,
>0,5m E,

Add, after Clause B.5, the following new clause:
B.6 Communication devices and cabling considerations

B.6.1 General

The planner should consult the device and cabling manufacturer regarding correct selection of
the device and cabling for the application under consideration.

The impact of industrial environment EMI on the communication network could result in
incorrect reconstruction of the signal at the receiver.
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The requirements specified in Clause 4, Clause 5 and Clause 6 fully clarify the mitigation
measures to be used for the cabling. In this Annex B, some additional clarifications are provided
in regard to the selection of the proper communication devices and cabling.

Communication devices are available with different constructions in order to serve a large range
of different applications. The most critical impact of the industrial environment EMI on the
devices is the saturation of the device physical layer interface with the cabling, which happens
when the common mode (CM) voltage tolerance of the devices is less than the impact of the
conducted disturbances.

Typically, the level of the CM voltage tolerance of a device depends on the performance of the
device interface with the cabling.

B.6.2 Device types

From the point of view of the enhanced device interface immunity, the communication devices
may be grouped in two types.

a) Devices type 1

Figure B.8 and Figure B.9 show the structures of the device type 1 interfaces.

PHY [c <

IEC
Figure B.8 — Communication device| interface with limited EMI immunity

All the devices havingtype 1interface; if-associated with shielded cabling whose CA is at least
60 dB, can provide a compatibility with electromagnetic interferences up to the E3.

The use of unshielded cabling is not recommended in combination with devices type 1 for
environments E2 and E3. In fact, these resulting combinations would require the use of costly
and complex additional mitigation measures (see Clause 4 and Clause 5).

NOTE 1 All communication device interface figures only show the interface of the master device. The same interface
is used at the field device, to prevent the saturation effect also on this side.

NOTE 2 It is possible to assess coupling attenuation by laboratory measurements of representative samples of
channels assembled using their component and connector practices.



	5ÒOÒŽq˘MŸ‰�M£ß)c�âö˘Åú‰™¶RæÙy—Y¢X�`ﬂZà!²è„À'þ˙–¸ˇRìÞS\/È�ÍK-Ł]
‰ùÜŁ 2øÊˇ<èo�ª,JÁœ„−ÐÐT rµªw2“ý#Z›kﬁfy™›(

