IEC 61158-4-2:2023-03(en)

IEC 61158-4-2

Edition 5.0 2023-03

INTERNATIONAL
STANDARD

colour
inside

Industrial communication networks — Fieldbus specifications —
Part 4-2: Data-link layer protocol specification — Type 2 elements




THIS PUBLICATION IS COPYRIGHT PROTECTED
Copyright © 2023 IEC, Geneva, Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form
or by any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from
either IEC or IEC's member National Committee in the country of the requester. If you have any questions about IEC
copyright or have an enquiry about obtaining additional rights to this publication, please contact the address below or

IEC Secretariat

3, rue de Varembé
CH-1211 Geneva 20
Switzerland

www.iec.ch

your local IEC member National Committee for further information.

Tel.: +41 22 919 02 11
info@iec.ch

About the IEC

The International Electrotechnical Commission (IEC) is the leading global organization that prepares and publishes
International Standards for all electrical, electronic and related technologies.

About IEC publications

The technical content of IEC publications is kept under constant review by the IEC. Please make sure that you have the
latest edition, a corrigendum or an amendment might have been published.

IEC publications search - webstore.iec.ch/advsearchform
The advanced search enables to find IEC publications by a
variety of criteria (reference number, text, technical
committee, ...). It also gives information on projects, replaced
and withdrawn publications.

IEC Just Published - webstore.iec.ch/justpublished

Stay up to date on all new IEC publications. Just Published
details all new publications released. Available online and once
a month by email.

IEC Customer Service Centre - webstore.iec.ch/csc

If you wish to give us your feedback on this publication or need
further assistance, please contact the Customer Service
Centre: sales@iec.ch.

IEC Products & Services Portal - products.iec.ch
Discover our powerful search engine and read freely all the
publications previews. With a subscription you will always have
access to up to date content tailored to your needs.

Electropedia - www.electropedia.org

The world's leading online dictionary on electrotechnology,
containing more than 22 300 terminological entries in English
and French, with equivalent terms in 19 additional languages.
Also known as the International Electrotechnical Vocabulary
(IEV) online.



mailto:info@iec.ch
https://www.iec.ch/
https://webstore.iec.ch/advsearchform
https://webstore.iec.ch/justpublished
https://webstore.iec.ch/csc
mailto:sales@iec.ch
https://products.iec.ch/
http://www.electropedia.org/

IEC 61158-4-2

Edition 5.0 2023-03

INTERNATIONAL
STANDARD

colour
inside

Industrial communication networks — Fieldbus specifications —

Part 4-2: Data-link layer protocol specification — Type 2 elements

INTERNATIONAL

ELECTROTECHNICAL

COMMISSION

ICS 25.040.40; 35.100.20; 35.110 ISBN 978-2-8322-6554-3

Warning! Make sure that you obtained this publication from an authorized distributor.

® Registered trademark of the International Electrotechnical Commission



-2- IEC 61158-4-2:2023 © |EC 2023

CONTENTS

O ] T I PP 16
INTRODUGCTION ..ttt et e e e e et e e et et e et e et e et e et e e eanns 18
1 ST e o] o 1T PO PP 19
1.1 GBNEIAl . e e 19
1.2 SPECIICAtIONS L. e 19
1.3 P IO CEAUIES . 19
1.4 APPIICADIIY ..o e 20
1.5 1070101 (o] o 1= o o7 - 20
2 NOIMAtIVE FEFEIENCES .. oeie i e e 20
3  Terms, definitions, symbols, abbreviated terms and conventions ....................cccoeeeinne. 22
3.1 Reference model terms and definitions ..o 22
3.2 Service convention terms and definitions ... 24
3.3 Common terms and definitioNS ... ... 24
3.4 Additional Type 2 definitions .......c.oiiiiii 25
3.5 Type 2 symbols and abbreviated terms ... 33
3.6 Conventions for station management objects ..........cccooiiiiiiiiiii i 34
4 Overview of the data-link protocCol....... .o 35
4.1 GenenalY.ols. &L EL A NIEN A EDEN ERAD B N BE OA 35
411 DLL architeCture ... o 35
4.1.2 Access control machine (ACM) and scheduling support functions .................. 37
4.1.3 Connection-mode, connectionless-mode data transfer and DL service........... 37
4.2 Services provided by the DL ... 37
4.2.1 L0 =T YT PR 37
4.2.2 Q0SS e 38
4.3 Structure and definition of DL-addresSes ........c.oviiiiiiiiiiiie e 38
4.31 GBNEIAl e 38
4.3.2 Y O Vo o | =TT 39
4.3.3 GeENErIC tag AdArESS . ivuiiii e 40
4.3.4 Fixed tag address ... 40
4.4 Services assumed from the PhL........oooi e 41
4.41 General reqQUIreMENTS .. ... e 41
4.4.2 Data enCOiNgG TUIES . .unie e e 41
4.4.3 DLL t0 PhL iNterface ... ... 42
4.5 FUNCHONAI ClaSSES . cuiiiiii s 44

5  General structure and encoding of PhIDUs and DLPDUs and related elements of
0o Yo=Y o [ U1 = N 44
5.1 OV BV W . e e e e 44
5.2 Media aCCESS PrOCEUUIE ...iuiit ittt e et e e et e e neae e eaaenas 44
5.3 DLPDU structure and €nCOding ........couuiiuiiiiiiiie et 48
5.3.1 GBNEIAL .. 48
5.3.2 DLPDU COMPONENTS ...ttt e ea e 48
5.3.3 PrEaAMIDIE . 48
5.3.4 Start and end delimiters .. ..o 48
5.3.5 DLPDU octets and ordering ........ooeuiiiiiiie e 48
5.3.6 SOUICE MAC ID ... e e e e e e 49
5.3.7 Lpackets field ... e 49

5.3.8 Frame check sequence (FCS) ... 49



IEC 61158-4-2:2023 © |IEC 2023 -3-

5.3.9 NUITDLPDU .ottt e e e 52
5.3.10 Y oY o A 1 1 PP 52
54 Lpacket COmMPONENtS ... . e 52
5.4.1 General Lpacket StruCtUre. ... ... 52
5.4.2 Sz i 53
5.4.3 1070 01 1 o PP 53
5.4.4 Generic tag Lpackets ... 53
5.4.5 Fixed tag LpacKets ..o 54
5.5 (DT o D U o o Yot =To LU f R 54
5.5.1 LT o= = | P 54
5.5.2 Sending scheduled DLPDUS ......couiiiiiii e 55
5.5.3 Sending unscheduled DLPDUS ..o 55
5.5.4 ReCeIVING DLPDUS ..ot e 55
5.6 Summary of DLL support services and Objects..........ccooeiiiiiiiiiiiiiiii e 56
6  Specific DLPDU structure, encoding and procedures ..........ccoooviiiiiiiiieiii e 57
6.1 MOdElNG [aNGUAGE ...t 57
6.1.1 State machine desCription.........coieiiiii i 57
6.1.2 USE OF DLL- PrefiX oo e 58
6.1.3 DA fY P S it 58
6.2 [ IS U 1= Y=Y Y=Y VAT T P 59
6.2.1 Generall® M AL Al A A LA RN A ANV A VL 59
6.2.2 Connected mode and connectionless mode transfer service ............c...cc..c..... 60
6.2.3 Queue MaiNteNaNCe SEIVICE ....oiuiiii e 61
6.2.4 Tag filler SEIVICE ... 61
6.2.5 Link synchronization ServiCe ........oouiin i 62
6.2.6 Synchronized parameter change service............ccooiiiiiiiiiiii i 62
6.2.7 EVENt rePOItS SEIVICE ..uieii e 63
6.2.8 Bad FCS SeIVICE . e i 64
6.2.9 Current Moderator SEIVICE . ... 64
6.2.10 Power up and ONliNE SEIVICES .....iviiiiieii e e ea e 64
6.2.11 Enable moderator Service ...... ..o 65
6.2.12 LiSten ONIY SEIVICE ouuieii e 65
6.3 Generic tag Lpacket ... ... 65
6.3.1 GBNEIAL L. s 65
6.3.2 Structure of the generic-tag Lpacket ..o, 65
6.3.3 Sending and receiving the generic-tag Lpacket...........coooiiiiiiiiiii 66
6.4 Moderator LpacKet ... ..o 66
6.4.1 LT o= = | P 66
6.4.2 Structure of the moderator Lpacket........cooooiiiii 66
6.4.3 Sending and receiving the moderator Lpacket ............coooiiiiiiii 66
6.5 Time distribution Lpacket ... ... 67
6.5.1 GBNEIAL .. 67
6.5.2 Structure of the time distribution Lpacket...............oo 67
6.5.3 Sending and receiving the time distribution Lpacket.....................c.ooiinn. 69
6.6 L0 L0111V 1o T= T 1= 70
6.6.1 GBNEIAL .. 70
6.6.2 Structure of the UCMM Lpacket..........cooviiiiiii e 70
6.6.3 Sending and receiving the UCMM Lpacket..........cooooiiiiiii 70

6.7 Keeper UCMM LpacKet ........cooiiiiii e 70



-4 - IEC 61158-4-2:2023 © |EC 2023

6.7.1 GBNEIAL . 70
6.7.2 Structure of the Keeper UCMM Lpacket ... .o 70
6.7.3 Sending and receiving the Keeper UCMM Lpacket..........ccoooiiiiiiiiiiiniininn. 70
6.8 LI L o = T - S 71
6.8.1 LT o= = | P 71
6.8.2 Structure of the TUI Lpacket........cooviiiiiii e 71
6.8.3 Sending and receiving the TUI Lpacket..........cooiiiiii 72
6.9 Link parameters Lpacket and tMinus Lpacket...........cocooiiiiiiiiiiiii e 72
6.9.1 GBNEIAL ..t 72
6.9.2 Structure of link parameters and tMinus Lpackets ...........cooooiiiiiiii. 72
6.9.3 Sending and receiving the tMinus and Link parameters Lpackets................... 73
6.10  I'm-alive LpacKet . ..o e 73
6.10.1 GBNEIAL . 73
6.10.2 Structure or the I'm-alive Lpacket ... 73
6.10.3 Sending and receiving I'm AlIVE ... 74
6.10.4 I'm alive state ProCeSSING ...ovieiii i 74
B.11  PiNg LpacCKets oo 75
6.11.1 GBNEIAL ..t 75
6.11.2 Structure of the ping Lpackets ... 76
6.11.3 Sending and receiving the ping Lpackets .........ccoooiiiiiiiiiiii e 76
B.12  WAMI LPACKET. ... it et 76
6.12.1 LT o= = | P 76
6.12.2 Structure of the WAMI Lpacket ... 77
6.12.3 Sending and receiving the WAMI Lpacket..........coiiiiiii 77
6.13  DebUQG LPaCKet. ..o e e 77
6:44..//IPnapacketls. aileatalealatn ndande faid/aR 0D ae 38d45 w40a h0ed QA2 72 1 REAAE ficaa- 78
6.15  Ethernet Lpacket. ..o 78
Objects for station management ...... ... 78
7.1 LT a1 =Y PP 78
7.2 CoNtrolINET™ ObJECT. .. vt 80
7.2.1 L 2T V= 80
7.2.2 Class attribUutes ... 80
7.2.3 Instance attributes ... ... 80
7.2.4 COMIMON SEIVICES .uitiiii ettt et e et e e e e e e e eenes 89
7.2.5 Class SPECITIC SEIVICES ..uuiiniiiii i e 90
7.2.6 B e AV Or .. e 91
7.2.7 Module status INdIiCator........ ..o 91
7.3 KEEPEI ODJECT .t 92
7.3.1 L 7= YT PR 92
7.3.2 ReVISION NiSTOIY ... 92
7.3.3 Class attributes ..o 92
7.3.4 INstance attributes ... ... 92
7.3.5 COMMON SEIVICES ...ttt e e e eaeees 101
7.3.6 Class SPECITIC SEIVICES ..uuiuuiiii e 102
7.3.7 SErVICE BITOr COURS ... 108
7.3.8 BN aVIOr .. 108
7.3.9 MiSCEellan@OUS NOTES .. c.uiiiii e 109
7.3.10 Keeper POWEr UP SEQUENCE ...ouiuiiiiei e e e e e eneees 110

7.4 Scheduling ObjJECT ...ceiii e 115



IEC 61158-4-2:2023 © |IEC 2023 -5-

7.4.1
7.4.2
7.4.3
7.4.4
7.4.5
7.4.6
7.5
7.5.1
7.5.2
7.5.3
7.5.4
7.5.5
7.5.6
7.5.7
7.5.8
7.5.9
7.6
7.6.1
7.6.2
7.6.3
7.6.4
7.6.5
7.6.6
7.6.7
7.6.8
7.7
7.7.1
7.7.2
7.7.3
7.7.4
7.7.5
7.7.6
7.8
7.8.1
7.8.2
7.8.3
7.8.4
7.8.5
7.8.6
7.8.7
7.8.8
7.9
7.9.1
7.9.2
7.9.3
7.9.4
7.9.5
7.9.6
7.9.7

L =T YT P 115
Class attributes ..., 116
Instance attributes ... ..o 116
COMIMON SEIVICES ..uitiiiieii ettt et e e e e e e e e e e e e eeens 117
Class SPeCIfiC SEIVICES ...t 119
Typical scheduling SESSION ... e 125
TCP/IP Interface ObJECt ... ..o 126
L =T YT P 126
ReVISION NiStOIY o e 126
Class attributes ..., 126
INstance attributes ... ... 127
Diagnostic connection poiNts ........c.oviiiiiiii 142
COMIMON SEIVICES ..uitiiiieii ettt et e e e e e e e e e e e e eens 142
Class SPECITIC SEIVICES ..uuiuuiiii e 145
BN aVIOr .. e 147
Address Conflict Detection (ACD) ..o, 148
Ethernet Link object ... 154
L =T YT P 154
ReVISION NiSTOIY ..o e 154
Class attribULEs ..o 154
Instance attributes ... ... 155
Diagnostic connection poiNts ........c.ooiuiiiiiiii 165
COMIMON SEIVICES ..uitii it e ettt et et e e e e e e ees 166
Class SPeCIfiC SEIVICES ... 167
B e aVIOr .. 168
DeVIiCENEE™ ObJECT .. 169
OV BV W L.t 169
ReVISION NiStOIY e e 170
Class attributes ..., 170
INstance attributes ... ... 170
COMIMON SEBIVICES ..ttt ans 177
Class SPeCIfiC SEIVICES ... 178
Connection Configuration object (CCO) ....oviiiiiiiii e, 179
OV BV W .t 179
ReVISION NiStOIY e e 179
Class attributes ..., 179
Instance attributes ... ..o 181
Connection Configuration object change control .................c.ooiiin. 190
COMIMON SEBIVICES ..ttt 190
Class SPECITIC SEIVICES ..uuiuuiiii i 196
B aVIOr .. e 200
[ I o =T o PP 200
L 7= YT P 200
ReVISION NiSTOIY ... e 201
Class attributes ... 201
Instance attributes ... ..o 201
Diagnostic connection points ........ooiiiiiiiii 213
COMIMON SEBIVICES ..ttt 213
Class SPeCIfiC SEIVICES ...t 217



-6 - IEC 61158-4-2:2023 © |EC 2023

40 O @ o 1S T o o) Y o PR 218
7.10.1 OV BV W .t 218
7.10.2 ReVISION HISTOMY ..o e 218
7.10.3 Class attributes ... 218
7.10.4 Instance AtribULES ... ... 219
7.10.5 COMIMON SEIVICES ..uitiiiieii ettt et e e e e e e e e eeens 220

T A0 POM OOt e 221
7.11.1 L =T YT P 221
7.11.2 ReVISION HiStOrY .o e 221
7.11.3 Class attributes ..., 222
7.11.4 INstance attributes ... ... 222
7.11.5 COMIMON SEBIVICES ..ttt e ans 229

7.12  PRP/HSR ProtoCol ObJECT.......iiiiii e 231
7.12.1 L =T YT P 231
7.12.2 ReVISION NiSTOIY ... e 231
7.12.3 Class attributes ... 231
7.12.4 Instance attributes ... ..o 231
7.12.5 Diagnostic connection points ........cooiiiiiiiii 239
7.12.6 COMIMON SBIVICES . it 239

7.13 PRP/HSR Nodes Table object........ooouiiii e 241
7.13.1 L =T YT P 241
7.13.2 ReVISION NiSTOIY ... e 241
7.13.3 Class attributes ... 242
7.13.4 Instance attributes ... ... 242
7.13.5 COMIMON SEIVICES ..uitiiii ettt ettt et et e e e e e e e e e aeens 244

7.14  LLDP Management ODJeCt ... ..o 245
7.14.1 OV BV W L.t 245
7.14.2 ReVISION NiStOIY e e 245
7.14.3 Class attributes ..., 246
7.14.4 INstance attributes ... ... 246
7.14.5 COMIMON SEBIVICES ..ttt ans 247

7.15 LLDP Data Table ObjJeCt . ... 248
7.15.1 L =T YT P 248
7.15.2 ReVISION NiSTOIY ... e 249
7.15.3 Class attributes ... 249
7.15.4 Instance attributes ... ..o 249
7.15.5 COMIMON SEBIVICES ..ttt 253
Other DLE elements of proCeduUre.........couniiiiiiiiii e 254

8.1 Network attachment monitor (NAM) ... 254
8.1.1 GBNEI Al e 254
8.1.2 Default parameters .. ... 256
8.1.3 AULO-adArESSING 1o 256
8.1.4 Valid MAC IDS oot 257
8.1.5 State machine desCription..... ..o 257

8.2 Calculating link parameters ... ... 263
8.2.1 LiNK Param e erS .. e 263
8.2.2 Conditions affecting link parameters ...........cccooiiiiiiiiiiii e, 263
8.2.3 Moderator Change. .. ... 263

8.2.4 NUT timMing ..o 264



IEC 61158-4-2:2023 © |IEC 2023 -7-

8.2.5 SIOt tIMING ot 265
8.2.6 BlanKing ..o 266
8.2.7 Example implementation...... ... 266
9 Detailed specification of DL COMPONENES ......iiuiiiiiiiiii e 271
9.1 L= a1 - Y PSPPI 271
9.2 Access control machine (ACM) ... e 271
9.3 10 PP 290
9.4 0 PP 295
9.5 Transmit machine (TXM) ... e 298
9.6 Receive maching (RXM) .. ... e 302
9.7 ST o = 4= 308
9.8 DS EIIAlIZEr ... 310
9.8.1 Octet CONSTIUCTION .ouuii e 310
9.8.2 FCS CheCKING ..t 311
9.8.3 End of DLPDU ProCeSSING ..uivuiiniiiiiiiiieie e e eas 311
9.9 DLL Management ... ... e 311
10 Device Level Ring (DLR) ProtoCOl.....c.uiniiiiie e 313
0.1 GBNEIAl s 313
10.2  Support for Multiple DLR RiNg Pairs........ccoiiiiiiii e 314
10.3  Supported tOPOIOGIES .. .eni i 315
10.4 Overview of DLR Operation .........oouiiiiii e 316
10.4.1 I\ FoT g g g F=1 I o] 011 o= 1 { (o 1 316
10.4.2 LiNK failUres ..o 317
10.5 Classes of DLR implementation ..o, 318
10.6  DLR DENaVIO .. e 319
10.6.1 DILRtgariables0Q/SandardsSISlL 4 21482 - .04 157CA00: 40 4q./ 4 L QTAAOLCE 319
10.6.2 RING SUPEIVISOI .ot 319
10.6.3 RING MO .o e 322
10.6.4 ] Te [ le ] T o] o Yot Y1 3PP 323
10.6.5 Neighbor CheCK ProCess . ... 324
10.7  Implementation reqUIremMents .........oouiiiii i 324
10.7.1 Embedded switch requirements and recommendations ................................ 324
10.7.2 DLR implementation requirements .......... ... 325
10.7.3 IEC 61588 and Type 2 Ethernet considerations ...............ccooiiiiiiiiiieineenn, 326
10.7.4 IEEE Std 802.1Q-2018 STP/RSTP/MSTP considerations..............c..cc.o....... 326
10.8 Using non-DLR nodes in the ring Network ..., 326
10.8.1 General considerations ... ... 326
10.8.2 NON-DLR €Nd deVICES ....uiiiiiii e 327
10.8.3 NON-DLR SWItCNES . et 327
10.9 Redundant gateway devices on DLR network. ..o, 329
10.9.1 L= a1 =Y PPN 329
10.9.2 Supported toPOlOgIeS .. e 330
10.9.3 Redundant gateway capable deviCe........c.cooiiiiiiiiii 330
10.9.4 Redundant gateway device behavior.........c..ccooiiiii 331
TO. 10 DLR MESSAGES ..ottt 334
T O O €Y 1Y - | P 334
10.10.2 Common frame header ... 335
10.10.3  BEACON fTAME ottt ettt 336

10.10.4 Neighbor_Check request ... 336



-8 - IEC 61158-4-2:2023 © |EC 2023

10.10.5 Neighbor CheCK reSPONSE ....c..iuiiiiiiiii e 337
10.10.6 Link_Status/Neighbor_Status........ ..o 337
10.10.7  Locate _Fault. ... e 338
TO.T0.8  ANNOUNCE ..ottt e 338
T0.10.9  SIgN O ot 338
10,1010 AQVEIISE ceiiiii ittt 339
T 0 B O e T T o = o= P 339
10.10.12 Learning _Update ... 340
10.11 State diagrams and state-event-action matrices............c.cooiiiiiiiiii i 340
10.11.1  Beacon-based ring NOe ... ... 340
10.11.2  Announce-based rMNg NOUE .......coiiiiii e 347
10.11.3  RING SUPEIVISOI L.ttt ettt ettt e e 351
10.11.4  Redundant gateWay ......ccouieiiii e 366
10.12 PerformancCe analySiS. ..o 369
10121 GENEIAl e 369
10.12.2 Redundant gateway switchover performance ..............ccooiiiiiiiiiiiiiiineee, 373
11 PRP and HSR redundancy protoCols ... 375
R P B 1= 4 = - | PP 375
T1.2  PRP OVEIVIBW et 375
11.2.1 Generaly..... o rE 4 T TR A TR T TR D TG TR T Ter e ereerneennaenns 375
11.2.2 Address Conflict Detection (ACD) ..o 376
T1.3  HSR OVEIVIBW oottt et ettt e e e e e eanes 377
12 T I ] o o) o T o7 | P 378
P22 B 1= 4 = - | PP 378
12,2 LLDP OVeIVIBW et 379
12.3 Type 2 LLDP Transmission Requirements..........cccooviiiiiiiiiiii i 379
12.3.1 LY o =T = | 379
12.3.2 Chassis ID TLV (TLV TYPE = 1) ciiiiiiieii e e e e 380
12.3.3 Port ID TLV (TLV TYP@ = 2) ciiuiiiieiii et 380
12.3.4 System Capabilities TLV (TLV TYPE = 7) i 381
12.3.5 Management Address (TLV Type = 8).iviiiiiiiii e 381
12.3.6 Type 2 Identification TLV (TLV Type = 127) oo 381
12.3.7 Type 2 MAC Address TLV (TLV Type = 127) .o 381
12.3.8 Type 2 Interface Label TLV (TLV Type = 127 ) ..cceiieiiiiiiiieiiieeeee e 381
12.3.9 Additional Ethernet Capabilities TLV (TLV Type = 127)..ccoiiiiiiiiiiiiiiieens 382
12.4 Type 2 LLDP Reception Requirements........c..coiiiiiiiiiiiii e, 382
12.5 Type 2 LLDP Reporting Requirements ... 382
12.6  EtherNet/IP LLDP Link State Transition Requirements ..............cocoviiiiiiiininenns, 382
Annex A (normative) Indicators and sWitChes ..........c.oiiiiiiii i 383
A1 0 o o 1= - S 383
A.2 g Yo o= (o < 383
A.2.1 General indicator requirements.........ccoviiii i 383
A.2.2 Common indicator requUIremMents ........ccoviiiiiii i 383
A.2.3 Fieldbus specific indicator requirements — option 1., 385
A.2.4 Fieldbus specific indicator requirements —option 2............cccooiiiiiiiiiiiinnnnn. 389
A.2.5 Fieldbus specific indicator requirements — option 3 ..., 393
A.3 SWIT NS . 398
A.3.1 Common switch requirements ... .. ... 398
A.3.2 Fieldbus specific switch requirements —option 1 ..., 398



IEC 61158-4-2:2023 © |IEC 2023 -9-

A.3.3 Fieldbus specific switch requirements —option 2 ...........coooiiiiiiiiiieneen, 398

A3.4 Fieldbus specific switch requirements — option 3 ..., 399
BB OGraP Y . 400
Figure 1 — Data-link layer internal architecture ... 36
Figure 2 — Relationships of DLSAPs, DLSAP-addresses, and group DL-addresses............... 39
Figure 3 — Basic structure of @ MAC ID @ddress ... ..o 39
Figure 4 — Basic structure of a generic tag address ........coooiiiiiiiiiii 40
Figure 5 — Basic structure of a fixed tag address ........coooviiiiiiiiiiii e, 40
Figure 6 — M_symbols and Manchester encoding at 5 MHz ... 42
Figure 7 — NUT SITUCTUIE ... oo e et 45
Figure 8 — Media access during scheduled time ... 46
Figure 9 — Media access during unscheduled time ..o 47
Figure 10 — DLPDU fOrmMat ... ... e e e e e 48
Figure 11 — Aborting a DLPDU during transSmisSSion....... ..o 52
Figure 12 — Lpacket fOrmat .. ... 53
Figure 13 — Generic tag Lpacket format ..o 54
Figure 14 — Fixed tag Lpacket format.........c..ooiiiiiiiii e 54
Figure 15 — Goodness parameter of TimeDist_Lpacket ... 68
Figure 16 — Example I'm alive processing algorithm ... 75
Figure 17 — Keeper CRC algorithm ... 99
Figure 18 — Keeper object power-up state diagram ..........cooooiiiiiiii i 111
Figure 19 — Keeper object operating state diagram ............cooooiiiiiiiiiii e 112
Figure 20 — Synchronized network change proCesSiNg ........cocuuvviiiiiiiiiiiiiieie e 115
Figure 21 — State transition diagram for TCP/IP Interface object..............cccooiiiiiiiinni. 147
Figure 22 — State transition diagram for TCP/IP Interface object..............ccccooiiiiiiiiinnio. 148
Figure 23 — ACD BeRaViOr ... 150
Figure 24 — State transition diagram for Ethernet Link object ... 169
Figure 25 — Connection Configuration object edit flowchart.....................ooiiin 200
Figure 26 — Communication objects diagram for example device ............ccoeeviiiiiiiiiiniinennn.. 229
Figure 27 — NAM state machine ... ... 256
Figure 28 — Devices with Multiple DLR RiNg Pairs.........coiiiiiiiiii e 314
Figure 29 — DLR rings connected to sWitChes. ... 315
Figure 30 — Normal operation of @ DLR Network.........ccooiiiiiiiiiiii e 316
Figure 31 — Beacon and ANNOUNCE frames ........couiiiiiiiiiii e 316
Figure 32 — LinK failure ... 317
Figure 33 — Network reconfiguration after link failure ... 318
Figure 34 — Neighbor CheCK PrOCESS .. ..iviiiiii e 324
Figure 35 — Unsupported topology — example 1 ... 328
Figure 36 — Unsupported topology — example 2 ... 328
Figure 37 — DLR ring connected to switches through redundant gateways .......................... 330
Figure 38 — DLR redundant gateway capable deviCe........ccccoiiiiiiiiiii e 331

Figure 39 — Advertise frame ... 333



-10 - IEC 61158-4-2:2023 © |EC 2023

Figure 40 — State transition diagram for Beacon frame based non-supervisor ring node...... 341
Figure 41 — State transition diagram for Announce frame based non-supervisor ring

Lo o 1= PP 347
Figure 42 — State transition diagram for ring SUPErviSOr ..........cocoiiiiiiiiiiii e 351
Figure 43 — State transition diagram for redundant gateway..............ccoooiiiiiiii i 366
FIQUre 44 — PRP NEtWOIK ..ot e e e et e et e et e e aaenen 376
Figure 45 — Directly Attached SANS ... 377
Figure 46 — Virtual DANS ..o e 377
Figure 47 — HSR NEIWOIK ...iuiiei e e e e e e e e e e aaaas 378
Figure 48 — IEEE LLDP PDU Format (source IEEE Std 802.1AB-2016)........cccevvenveenneinnnen. 379
Figure 49 — Type 2 LLDP PDU FOrmat ... ..ot 380
Figure 50 — Type 2 Identification TLV Format............cooiiiiiiiiii e 381
Figure 51 — Type 2 MAC Address TLV Format ........ccooiiiiiiiiii e 381
Figure 52 — Type 2 Interface Label TLV Format ... 382
Figure A.1 — Non redundant network status indicator labeling ......................... 389
Figure A.2 — Redundant network status indicator labeling ............ccocoiiiiiii i 389
Figure A.3 — Network status indicator state diagram ... 392
Figure A.4 — Examples of multiple network status indicators .............coooiiiiiiiii s 392
Table 1 — Format of attribute tables ... 34
Table 2 — Data-link layer COMPONENES ... 36
Table 3 — MAC ID addresses allocation ... 40
Table 4 — Fixed tag service definitions ... ..o 40
Table 5 — Data enNCOAING FUIES ....ouiii e e e e 42
Table 6 — M Data SYMDOIS. ... e 43
Table 7 — Truth table for ph_status_indication...............o e, 43
Table 8 — FCS length, polynomials and constants .............ccoooiiiiiiiiii e, 49
Table 9 — DLL support services and ObJeCtS ......ooiiiiiii e 56
Table 10 — Elementary data tyPes ..o 59
JIE=1 o1 T T 1 1 I =Y ) S 63
Table 12 — Time distribution Priority ... ..o 69
Table 13 — Format of the TUI Lpacket ..o 71
Table 14 — ControlNet object class attributes ..........c.oooiii i 80
Table 15 — ControlNet object instance attributes ..., 81
Table 16 — TUI status flag Dits ... ... 86
Table 17 — MaC _Ver DitS . .ot e e e 87
Table 18 — Channel state Dits ........oooiii e 87
Table 19 — ControlNet object COMMON SEIVICES.......iiuiiiiii e 89
Table 20 — ControlNet object class specific SEerviCes ..., 90
Table 21 — Keeper object revision history ... 92
Table 22 — Keeper object class attributes ... 92
Table 23 — Keeper object instance attributes ... 93

Table 24 — Keeper operating state definitions ....... ... 97



IEC 61158-4-2:2023 © |IEC 2023 -1 -

Table 25 — Port status flag bit definitions ..........c.coiiiiiii 97
Table 26 — TUI status flag Dits ... 98
Table 27 — Keeper attribUtes ... e 101
Table 28 — Memory requirements (in octets) for the Keeper attributes......................co.onill 101
Table 29 — Keeper object COMMON SEIVICES ....iuiiiiiii e 102
Table 30 — Keeper object class specific SErviCes ... 102
Table 31 — ServiCe €rrOr COUES . .nniniiii e e 103
Table 32 — Wire order format of the TUI Lpacket...........ooviiiiii e, 107
Table 33 — SEIVICE EITOT COUERS ..uiuniiiiiiii et e et et et e ea e eas 108
Table 34 — Keeper object operating states ... 109
Table 35 — Keeper object state event matrixX ..o 113
Table 36 — Scheduling object class attributes ..o, 116
Table 37 — Scheduling object instance attributes ..o, 117
Table 38 — Scheduling object cOmmON SErviCes ..........oiuiii i 117
Table 39 — Status error descriptions for Create ... 118
Table 40 — Status error descriptions for Delete and Kick_Timer ..........ccoooviiiiiiiiiiiniieen, 119
Table 41 — Scheduling object class specific SErViCes .......ooviiiiiiiiiiiii e, 119
Table 42 — Status error descriptions for Read ....... ..o 121
Table 43 — Status error descriptions for Conditional_Write ... 122
Table 44 — Status error descriptions for Forced Write.........oooiiiiiiiiii e, 122
Table 45 — Status error descriptions for Change_Start..............coooiiiiiiiiii i, 123
Table 46 — Status error descriptions for Break_Connections ... 124
Table 47 — Status error descriptions for Change_Complete..........coooiiiiiiiiiie 124
Table 48 — Status error descriptions for Restart_Connections .............ccccooiiiiiiiiiininen, 125
Table 49 — ReVISION NS OrY ... e e e e 126
Table 50 — TCP/IP Interface object class attributes ... 127
Table 51 — TCP/IP Interface object instance attributes..............coo 127
Table 52 — Status Dits ..ouuii i e 132
Table 53 — Configuration capability DitS .........cooiiiiii 133
Table 54 — Configuration control bits...... ... 134
Table 55 — Example path ..o 135
Table 56 — Interface configuration COmMPONENES ........coviiiiiiiiii i, 136
Table 57 — AllOC CONrol ValUES ..o e 138
Table 58 — ACAACLIVILY VAIUES ... e 139
Table 59 — ArpPdu — ARP Response PDU in binary format ..............cooooiiiiiiiiiii, 139
Table 60 — Admin Capability member bit definitions ............ccccooiiiiii 140
Table 61 — Admin Capability member bit definitions ... 141
Table 62 — TCP/IP Interface connection point 1, Standard Network Diagnostics.................. 142
Table 63 — TCP/IP Interface object COmMmMON SEIVICES .......ccvuiiiiiiiiiiieie e, 143
Table 64 — Get_Attributes_All response format ..........cooiiiiiiiiiiii e, 144
Table 65 — Set_Attributes_All request format ... 145
Table 66 — TCP/IP Interface object class specific services ... 145

Table 67 — Set_Port_Admin_State service request parameters ..............cocooiiiiiiiiininenn.. 146



-12 - IEC 61158-4-2:2023 © |EC 2023

Table 68 — Set_Protocol_Admin_State service request parameters..............ccocceeiiiiiininnnns. 146
Table 69 — Class specifiC error COAES ... e 147
Table 70 — Ethernet link object revision history ... 154
Table 71 — Ethernet link object class attributes ..., 155
Table 72 — Ethernet link object instance attributes ..., 155
Table 73 — Interface flags Dits ... 160
Table 74 — Control Dits. ... e 162
Table 75 — INTeIrfaCe tY P covniee e 163
Table 76 — Interface State ..o 163
Table 77 — AdmMin State ... e 163
Table 78 — Capability Bits .......oouiiii e 164
Table 79 — Ethernet Link connection point 1, Standard Network Diagnostics....................... 165
Table 80 — Ethernet Link object cOmMmON SEerviCes.......ccoiuiiniiiiiii e, 166
Table 81 — Get_Attributes_All response format ... 167
Table 82 — Ethernet Link object class specific services ... 168
Table 83 — DeviceNet object revision hisStory........oooiiiii e, 170
Table 84 — DeviceNet object class attributes...........ooiiii i, 170
Table 85 — DeviceNet object instance attributes..............o 170
Table 86 — Bit rate attribute values ... 173
Table 87 — BOI attribute values ... 173
Table 88 — Diagnostic counters bit desCription ..o, 176
Table 89 — DeviceNet object common SErvices ...........ooeiii i 177
Table 90 — Reset service parameter. ... ... oo 177
Table 91 — Reset service parameter Values ........coooiiiiiii i 177
Table 92 — DeviceNet object class specific SErviCes.......cooviiiiiiiiiiiii e, 178
Table 93 — Connection Configuration object revision history ............coco 179
Table 94 — Connection Configuration object class attributes ... 179
Table 95 — Format number values ... ... 181
Table 96 — Connection Configuration object instance attributes ................cocoooiiiiiiinni, 181
Table 97 — Originator connection status values ........ ... 185
Table 98 — Target connection status values ... 185
Table 99 — ConNECLiON flAgS .....couiiiiiii e e 186
Table 100 — I/O mapping formats .. ... e 188
Table 101 — Services valid during a change operation .........c..ccoiiiiiiiiiii e 190
Table 102 — Connection Configuration object common services ............ccooviiiiiiiiiiinieenne, 190
Table 103 — Get_Attributes_All Response —class level.......ccccooiiiiiiiiici e, 191
Table 104 — Get_Attributes_All response —instance level...........coooiiiiiiiiii, 191
Table 105 — Set_Attributes_All €rror COAes ... 193
Table 106 — Set_Attributes All reQUEST .. ..o 193
Table 107 — Create request parameters .......c.iiuiiiiii e 195
Table 108 — Create error COUES ... e 195
Table 109 — Delete €rror COUES . uninii e 195

Table 110 — RESIOIE BITOr COAES .. vttt e aana 196



IEC 61158-4-2:2023 © |IEC 2023 -13 -

Table 111 — Connection Configuration object class specific services ............ccoovviiiiennn. 196
Table 112 — Change_Start error COUES. .. ... 197
Table 113 — Get_Status service parameter .. .. ... 198
Table 114 — Get_Status SErviCe rESPONSE ...uiu i 198
Table 115 — Get_Status SErvice error COUES ......oouiiiiiiiii e 198
Table 116 — Change_Complete service parameter ....... ... 199
Table 117 — Change_Complete service error COdes ... 199
Table 118 — Audit_Changes Service parameter ...........coouiiiiiiiiii e 199
Table 119 — Audit_Changes ServiCe €rror COUES ......oiuiiiiiiii i 199
Table 120 — ReVISION NiSTOrY ... e 201
Table 121 — DLR object class attributes ... 201
Table 122 — DLR object instance attributes ..., 202
Table 123 — Network Status Values ... .o 206
Table 124 — Ring Supervisor Status values ... 206
Table 125 — Capability flags ... 210
Table 126 — Redundant Gateway Status values ............ooiiiiiiiiiiii e, 212
Table 127 — DLR connection point 1, Standard Network Diagnostics............ccoccveiiiiiiinninnnns. 213
Table 128 — DLR connection point 2, Standard Network Diagnostics...........cccoceiiiiiiiniennnen. 213
Table 129 — DLR object COMMON SEIVICES ......iiuiiiiiii e 214
Table 130 — Get_Attributes_All Response — Object Revision 1, non supervisor device........ 214
Table 131 — Get_Attributes_All Response — Object Revision 1, supervisor-capable

Lo T o= 215
Table 132 — Get_Attributes_All Response — Object Revision 2, non supervisor device....... 215
Table 133 — Get_Attributes_All Response — All other cases.........cc.coooviiiiiiiiiiiiee, 216
Table 134 — DLR object class SpecifiCc SEIVICES ......c.viuiiiiiii e, 217
Table 135 — QoS object revision hiStory .. ... 218
Table 136 — QoS object class attributes ... 219
Table 137 — QoS object instance attributes ... 219
Table 138 — Default DCSP values and USAgeS .......c.vvuiiniiii i 220
Table 139 — Q0S 0Object COMMON SEIVICES ...c.uiiiiiiiiii e 221
Table 140 — Port object revision hiStOry ... 222
Table 141 — Port object class attributes ..., 222
Table 142 — Port object instance attributes ..., 223
Table 143 — Port Type and associated Logical Link Object classes and Port Type

N A VAU S .. e ettt eanas 225
Table 144 — Port Routing Capabilities attribute bit definitions...............c.co 228
Table 145 — Contents of Associated Communication objects attribute 11 for the two

Port object instances of the example deViCe ..........coiviiiiiiiii i 229
Table 146 — Port 0bjeCt COMMON SEIVICES ...iuuii i 230
Table 147 — Get_Attributes_All response—class level ... 230
Table 148 — Get_Attributes_All response— instance level.............cooooiiiiiiii i, 230
Table 149 — ReViSION NiStOrY ... e e e e 231
Table 150 — Class attribUutes ... e 231

Table 151 — INStanCe attribDULES ... .o e 232



