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INTERNATIONAL ELECTROTECHNICAL COMMISSION

SECURITY FOR INDUSTRIAL AUTOMATION
AND CONTROL SYSTEMS -

Part 2-4: Security program requirements
for IACS service providers

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s)"). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may participate in this preparatory work. International, governmental and non-governmental organizations liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) IEC draws attention to the possibility that the implementation of this document may involve the use of (a)
patent(s). IEC takes no position concerning the evidence, validity or applicability of any claimed patent rights in
respect thereof. As of the date of publication of this document, IEC had not received notice of (a) patent(s), which
may be required to implement this document. However, implementers are cautioned that this may not represent
the latest information, which may be obtained from the patent database available at https://patents.iec.ch. IEC
shall not be held responsible for identifying any or all such patent rights.

This document has been prepared by of IEC technical committee 65: Industrial-process
measurement, control and automation in collaboration with the liaison International
Instrumentation Users Association, referred to as the WIB from its original and now obsolete
Dutch name. It is an International Standard.

This publication contains an attached file in the form of a .CSV spreadsheet version of
Table A.1. This file is intended to be used as a complement and does not form an integral part
of the publication.

This second edition cancels and replaces the first edition published in 2015 and
Amendment 1:2017. This edition constitutes a technical revision.
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This edition contains editorial updates and clarifications and does not contain significant
technical changes with respect to the previous edition. One area of clarification is that some of
the requirements could have been interpreted as requirements for technical capabilities. These
requirements were clarified so that they are expressed as requirements for the
use/configuration of technical capabilities.

The text of this International Standard is based on the following documents:

Draft Report on voting

65/1021/FDIS 65/1029/RVD

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this International Standard is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/publications.

A list of all parts in the IEC 62443 series, published under the general title Security for industrial
automation and control systems, can be found on the IEC website.

Future standards in this series will carry the new general title as cited above. Titles of existing
standards in this series will be updated at the time of the next edition.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

e reconfirmed,
e withdrawn, or

e revised.

IMPORTANT - The "colour inside” logo on the cover page of this document indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.
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SECURITY FOR INDUSTRIAL AUTOMATION
AND CONTROL SYSTEMS -

Part 2-4: Security program requirements
for IACS service providers

1 Scope

This part of IEC 62443 specifies a comprehensive set of requirements for security-related
processes that IACS service providers can offer to the asset owner during integration and
maintenance activities of an Automation Solution. Because not all requirements apply to all
industry groups and organizations, Subclause 4.1.4 provides for the development of "profiles"
that allow for the subsetting of these requirements. Profiles are used to adapt this document to
specific environments, including environments not based on an IACS.

NOTE 1 The term "Automation Solution" is used as a proper noun (and therefore capitalized) in this document to
prevent confusion with other uses of this term.

Collectively, the security processes offered by an IACS service provider are referred to as its
Security Program (SP) for IACS asset owners. In a related specification, IEC 62443-2-1
describes requirements for the Security Management System of the asset owner.

NOTE 2 In general, these security capabilities are policy, procedure, practice and personnel related.

Figure 1 illustrates the integration and maintenance security processes of the asset owner,
service provider(s), and product supplier(s) of an IACS and their relationships to each other
and to the Automation Solution. Some of the requirements of this document relating to the safety
program are associated with security requirements described in IEC 62443-3-3 and
IEC 62443-4-2.

NOTE 3 The IACS is a combination of the Automation Solution and the organizational measures necessary for its
design, deployment, operation, and maintenance.

NOTE 4 Maintenance of legacy system with insufficient security technical capabilities, implementation of policies,
processes and procedures can be addressed through risk mitigation.
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Figure 1 — Scope of service provider processes

IEC

In Figure 1, the Automation Solution is illustrated to contain essential functions that include
safety functions, commonly implemented by a Safety Instrumented System (SIS), and
complementary and control functions, commonly implemented by supporting applications, such
as batch management, advanced control, historian, and security related applications. The
dashed boxes identify organizational roles that perform the indicated actions.

NOTE 5 Automation Solutions typically have a single control system (product), but they are not restricted to do so.
In general, the Automation Solution is the set of hardware and software, independent of product packaging, which is
used to control a physical process (e.g. continuous or manufacturing) as defined by the asset owner.

NOTE 6 Service providers often provide generic architectures that can be adapted for integration into an Automation
Solution. These generic architectures are often referred to as "reference architectures".

2 Normative references

There are no normative references in this document.
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3 Terms, definitions and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminology databases for use in standardization at the following
addresses:

e |EC Electropedia: available at https://www.electropedia.org/

e |ISO Online browsing platform: available at https://www.iso.org/obp/

3.1.1
asset owner
role of an organization responsible for one or more IACSs

Note 1 to entry: The term "asset owner" is used in place of the generic term "end user" to provide differentiation.
Note 2 to entry: This definition includes the components that are part of the IACS.

Note 3 to entry: In the context of this document, asset owner also includes the operator of the IACS.

[SOURCE: IEC 62443-3-3:2013, 3.1.2, modified to be role-based.]

3.1.2

attack surface

physical and functional interfaces of a system that can be accessed and through which the
system can be potentially exploited

Note 1 to entry: The size of the attack surface for a software interface is proportional to the number of methods and
parameters defined for the interface. Simple interfaces, therefore, have smaller attack surfaces than complex
interfaces.

Note 2 to entry: The size of the attack surface and the number of vulnerabilities are not necessarily related to each
other.

3.1.3

Automation Solution

collection of control system and any complementary components that have been installed and
configured to operate in an IACS

Note 1 to entry: Automation Solution is used as a proper noun in this document.

Note 2 to entry: The difference between the control system and the Automation Solution is that the control system
is incorporated into the Automation Solution design (e.g. a specific number of workstations, controllers, and devices
in a specific configuration), which is then implemented. The resulting configuration is referred to as the
Automation Solution.

Note 3 to entry: The Automation Solution can be provided by multiple suppliers, including the product supplier of
the control system and the product suppliers of complementary components.

Note 4 to entry: The Automation Solution does not include the processes and procedures used during integration,
maintenance, and operation of the IACS.

Note 5 to entry: An Automation Solution, once integration into a given environment is complete, is ready for
operation.
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3.1.4

basic process control system

BPCS

system that responds to input signals from the process, its associated equipment, other
programmable systems and/or an operator and generates output signals causing the process
and its associated equipment to operate in the desired manner but does not perform any safety
instrumented functions (SIF)

Note 1 to entry: Safety instrumented functions are specified in the IEC 61508 series.

Note 2 to entry: The term "process" in this definition can apply to a variety of industrial processes, including
continuous processes and manufacturing processes.

3.1.5

component

entity belonging to an IACS that exhibits the characteristics of one or more of a host device,
network device, software application, or embedded device

3.1.6

consultant

subcontractor that provides guidance, including expert advice, to the asset owner, integration
or maintenance service provider, or product supplier

Note 1 to entry: A consultant can provide assistance for component or system countermeasures.

[SOURCE: ISO 15189:2022, 3.7, modified — subcontractor and roles added.]

3.1.7
control system
hardware and software components used in the design and implementation of an IACS

Note 1 to entry: As shown in Figure 1, control systems are composed of field devices, embedded control devices,
network devices, and host devices (including workstations and servers).

Note 2 to entry: As shown in Figure 1, control systems are represented in the Automation Solution by a BPCS and
an optional SIS.

[SOURCE: IEC 62443-3-3:2013, 3.1.16, modified to specify how it is used.]

3.1.8

essential function

function or capability that is required to maintain health, safety, the environment and availability
for the equipment under control

Note 1 to entry: Essential functions include, but are not limited to, the safety instrumented function (SIF), the control
function and the ability of the operator to view and manipulate the equipment under control. The loss of essential
functions is commonly termed loss of protection, loss of control and loss of view respectively. In some industries
additional functions such as history can be considered essential.

[SOURCE: IEC 62443-3-3:2013, 3.1.22]

3.1.9
handover
act of turning an Automation Solution over to the asset owner

Note 1 to entry: Handover effectively transfers responsibility for operations and maintenance of an
Automation Solution from the integration service provider to the asset owner and generally occurs after successful
completion of system test, often referred to as Site Acceptance Test (SAT).
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3.1.10
harden
process of improving the security of a system or component through a reduction of risk factors

Note 1 to entry: Hardening generally involves adapting and configuring the Automation Solution/components and
related policies and procedures to meet the security needs of the asset owner’s site.

3.1.11

industrial automation and control system

IACS

collection of personnel, hardware, software, procedures and policies involved in the operation
of the industrial process and that can affect or influence its safe, secure and reliable operation

Note 1 to entry: The IACS can include components that are not installed at the asset owner’s site.

Note 2 to entry: The definition of IACS is illustrated in Figure 1. Examples of IACSs include Distributed Control
Systems (DCS) and Supervisory Control and Data Acquisition (SCADA) systems. This document also defines the
proper noun "Automation Solution" to mean the specific instance of the control system product and possibly additional
components that are designed into the IACS. The Automation Solution, therefore, differs from the control system
since it represents a specific implementation (design and configuration) of the control system hardware and software
components for a specific asset owner.

[SOURCE: IEC 62443-3-3:2013, 3.1.29, modified — Notes to entry added.]

3.1.12

integration service provider

service provider that provides integration activities for an Automation Solution including design,
installation, configuration, testing, commissioning, and handover

Note 1 to entry: Integration service providers are often referred to as integrators or Main Automation Contractors
(MAC).

3.1.13
maintenance service provider
service provider that provides support activities for an Automation Solution after handover

Note 1 to entry: Maintenance is often considered to be distinguished from operation (e.g. in common colloquial
language, it is often assumed that an Automation Solution is either in operation or under maintenance). Maintenance
service providers can perform support activities during operations, for example managing user accounts, security
monitoring, and security assessments.

3.1.14

portable media

portable devices that contain data storage capabilities that can be used to physically copy data
from one piece of equipment and transfer it to another

Note 1 to entry: Types of portable media include but are not limited to: CD/DVD/Blu-ray media, USB memory
devices, smart phones, flash memory, solid state disks, hard drives, handhelds, and portable computers.

3.1.15

product

system, subsystem or component that is manufactured, developed or refined and that may be
used in other products or integrated into an Automation Solution

Note 1 to entry: The processes required by the practices defined in this document apply iteratively to all levels of
product design (for example, from the system level to the component level).

3.1.16
product supplier
manufacturer of hardware and/or software product

Note 1 to entry: Used in place of the generic word "vendor" to provide differentiation.
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3.1.17

profile

named combination of options, chosen according to a specified framework, necessary to
accomplish a particular function

Note 1 to entry: The options can be chosen from one or several documents or subdivisions of documents.

3.1.18
remote access
access to a control system through an external interface of the control system

Note 1 to entry: Examples of applications that support remote access include RDP, OPC, and Syslog.

Note 2 to entry: In general, remote access applications and the Automation Solution will reside in different security
zones as determined by the asset owner. See IEC 62443-3-2 for the application of zones and conduits to the
Automation Solution by the asset owner.

[SOURCE: IEC 62443-3-3:2013, 3.1.35, modified to specify access is through an external
interface, and notes to entries added.]

3.1.19
safety instrumented system
system used to implement functional safety

Note 1 to entry: See the IEC 61508 series and the IEC 61511 series for more information on functional safety.

Note 2 to entry: Not all industry sectors use "safety instrumented system". This term is not restricted to any specific
industry sector, and it is used generically to refer to systems that enforce functional safety. Other equivalent terms
include "safety systems" and "safety related systems".

[SOURCE: IEC 62443-3-3:2013, 3.1.37, modified to be more general (implement functional
safety), and notes to entries added.]

3.1.20

security compromise

violation of the security of a system such that an unauthorized (1) disclosure or modification of
information or (2) denial of service could possibly have occurred

Note 1 to entry: A security compromise represents a breach of the security of a system or an infraction of its security
policies. It is independent of impact or potential impact to the system.

3.1.21

security incident

security compromise that is of some significance to the asset owner or failed attempt to
compromise the system whose result could have been of some significance to the asset owner

Note 1 to entry: The expression "of some significance" is relative to the environment in which the security
compromise is detected. For example, the same compromise can be declared as a security incident in one
environment and not in another. Triage activities are often used by asset owners to evaluate security compromises
and identify those that are significant enough to be considered incidents.

Note 2 to entry: In some environments, failed attempts to compromise the system, such as failed login attempts,
are considered significant enough to be classified as security incidents.

3.1.22
security patch
software update that is relevant to the security of a software component

Note 1 to entry: For the purpose of this definition, firmware is considered software.

Note 2 to entry: Software patches can address known or potential vulnerabilities, or simply improve the security of
the software component, including its reliable operation.
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3.1.23

security program

portfolio of security services, including integration services and maintenance services, and their
associated policies, procedures, and products that are applicable to the IACS

Note 1 to entry: The security program for IACS service providers refers to the policies and procedures defined by
them to address security concerns of the IACS.

3.1.24

service provider

role of an organization (internal or external organization, manufacturer, etc.) that provides a
specific support service and associated supplies in accordance with an agreement with the
asset owner

Note 1 to entry: This term is used in place of the generic word "vendor" to provide differentiation.

[SOURCE: IEC 62443-3-3:2013, 3.1.39, modified to be role-based.]

3.1.25

subcontractor

service provider under contract to the integration or maintenance service provider or to another
subcontractor that is directly or indirectly under contract to the integration or maintenance
service provider

3.1.26
system
interacting, interrelated, or interdependent elements forming a complex whole

Note 1 to entry: A system can possibly be packaged as a product.

Note 2 to entry: In practice, the interpretation of the meaning of "system" is frequently clarified by the use of an
adjective, such as control system. In the context of a control system, the elements are largely hardware and software
elements.

[SOURCE: IEC TS 62443-1-1:2009, 3.2.123, modified — Notes to entry added.]

3.1.27
verify
check that the specified requirement was met

3.1.28

vulnerability

flaw or weakness in the design, implementation, or operation and management of a component
that can be exploited to cause a security compromise

Note 1 to entry: Security policies typically include policies to protect confidentiality, integrity, and availability of
system assets.

[SOURCE: IEC TS 62443-1-1:2009, 3.2.135, modified — generalized to cause a security
compromise.]

3.2 Abbreviated terms

ABAC Attribute-Based Access Control

AES_GCM Advanced Encryption Standard Galois/Counter Mode
ANSI American National Standards Institute

BPCS Basic Process Control System

BR Base Requirement

CA Certificate Authority


https://standards.iteh.ai/catalog/standards/iec/3a30c19b-012e-46eb-a546-43d4b2140340/iec-62443-2-4-2023

-12 - IEC 62443-2-4:2023 © |EC 2023

Compact Disk

Common Event Format

Capability Maturity Model Integration
Distributed Control System

Data Encryption Standard

Digital Video Disk, Digital Versatile Disk
European Institute of Computer Anti-virus Research
Engineering Workstation

Factory Acceptance Test

Industrial Automation and Control System
Identifier

Intrusion Detection System

Internet Protocol

Intrusion Prevent System

International Society of Automation
Lightweight Directory Access Protocol
Main Automation Contractor
Management Information Base
Management of Change

User Association of Automation Technology in Process Industries
Non-Disclosure Agreement

Network Intrusion and Detection System
Open Platform Communications

Publicly Available Specification
Policy-Based Access Control

Permit to Work

Role-Based Access Control

Requirement Enhancement

Remote Desktop Protocol

Request For Comment

Request For Quote

Site Acceptance Test

Supervisory Control And Data Acquisition
Security Information and Event Management
Safety Instrumented Function

Safety Integrity Level

Safety Instrumented System

Simple Network Management Protocol
Statement Of Work

Service Set ldentifier

Security Program

Transmission Control Protocol

Technical Report
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