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INTERNET OF THINGS (loT) AND DIGITAL TWIN -
BEST PRACTICES FOR USE CASE PROJECTS

FOREWORD

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental,
in liaison with ISO and IEC, also take part in the work.

The formal decisions or agreements of IEC and ISO on technical matters express, as nearly as possible, an
international consensus of opinion on the relevant subjects since each technical committee has representation
from all interested IEC and ISO National bodies.

IEC and ISO documents have the form of recommendations for international use and are accepted by IEC and
ISO National bodies in that sense. While all reasonable efforts are made to ensure that the technical content of
IEC and ISO documents is accurate, IEC and ISO cannot be held responsible for the way in which they are used
or for any misinterpretation by any end user.

In order to promote international uniformity, IEC and ISO National bodies undertake to apply IEC and
ISO documents transparently to the maximum extent possible in their national and regional publications. Any
divergence between any IEC and ISO document and the corresponding national or regional publication shall be
clearly indicated in the latter.

IEC and ISO do not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC and ISO marks of conformity. IEC and ISO are not
responsible for any services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this document.

No liability shall attach to IEC and ISO or their directors, employees, servants or agents including individual
experts and members of its technical committees and IEC and ISO National bodies for any personal injury,
property damage or other damage of any nature whatsoever, whether direct or indirect, or for costs (including
legal fees) and expenses arising out of the publication, use of, or reliance upon, this ISO/IEC document or any
other IEC and ISO documents.

Attention is drawn to the Normative references cited in this document. Use of the referenced publications is
indispensable for the correct application of this document.

IEC and ISO draw attention to the possibility that the implementation of this document may involve the use of (a)
patent(s). IEC and ISO take no position concerning the evidence, validity or applicability of any claimed patent
rights in respect thereof. As of the date of publication of this document, IEC and ISO had not received notice of
(a) patent(s), which may be required to implement this document. However, implementers are cautioned that this
may not represent the latest information, which may be obtained from the patent database available at
https://patents.iec.ch and www.iso.org/patents. IEC and ISO shall not be held responsible for identifying any or
all such patent rights.

ISO/IEC TR 30194 has been prepared by subcommittee 41: Internet of Things and Digital Twin,
of ISO/IEC joint technical committee 1: Information technology. It is a Technical Report.

The text of this Technical Report is based on the following documents:

Draft Report on voting
JTC1-SC41/457/DTR JTC1-SC41/465/RVDTR

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this Technical Report is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1, and the ISO/IEC Directives, JTC 1 Supplement
available at www.iec.ch/members_experts/refdocs and www.iso.org/directives.


https://www.iec.ch/members_experts/refdocs
https://www.iso.org/directives
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INTRODUCTION

The concept of use cases was introduced in the 1980s in system engineering by lvar Jacobson
[1]7 to enable the capture and specification of the requirements of a system, using textual,
structural, and visual modelling techniques. The practice of providing use cases has been
widely used at research level [2]. It has been nearly systematically used at standardization level
as shown in the following examples:

methodology for use cases from IEC 62559 [3], [4], [5];

use cases in the ambient assisted living (AAL) domain [6];

use cases in the big data domain [7], including three iterations from NIST [8], [9], [10];
use cases in the loT domain [11];

use cases in the Al domain [12], including a companion standard on security and
privacy [13];

use cases in the digital twin domain [14];
use cases in the blockchain domain [15];

use cases on privacy-by-design in the consumer domain [16];

This document describes best practices for use case projects. It is structured as follows:

Clause 5 provides an introduction on existing definitions (5.1), and specifies a conceptual
model of use cases.

Clause 6 explains the purpose of use case projects (6.1), and provides examples of use
case projects (6.2).

Clause 7 explains the purpose of use case templates (7.1), providing a conceptual model of
a use case template (7.2), and describing the content of a template: description blocks,
predefined fields, instructions, and samples (7.3).

Clause 8 explains the purpose of use case project plans (8.1), covering the use case
initiative governance process (8.2), the template development process (8.3), the template
maintenance process (8.4), the use case development process (8.5), and the use case
maintenance process (8.6).

Annex A provides examples of use case projects on loT (Clause A.2), digital twins
(Clause A.3), artificial intelligence (Clause A.4), and privacy for consumer goods and
services (Clause A.5).

Figure 1 to Figure 9 use the Unified Modelling Language (UML) diagrams notation.

1

Numbers in square brackets refer to the Bibliography.
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INTERNET OF THINGS (loT) AND DIGITAL TWIN -
BEST PRACTICES FOR USE CASE PROJECTS

1 Scope

This document describes best practices for use case projects in terms of projects, templates
and plans, with the objective to improve the consistency of content across different use case
projects and enable sharing of knowledge between projects. A long-term goal is to foster
interoperability between tools supporting the collection and maintenance of use cases.

This document is intended for developers of use case projects, including in the context of
standardization.

The document can be used to complement existing methodology standards such as
IEC 62559 [3], [4], [5].

2 Normative references

There are no normative references in this document.

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminology databases for use in standardization at the following
addresses:

o |EC Electropedia: available at https://www.electropedia.org/

e |SO Online browsing platform: available at https://www.iso.org/obp

3.1
actor
stakeholder involved in a use case (3.4)

3.2

role

function assumed or part played by an external actor (3.1) or party, in interaction with the
system under focus

Note 1 to entry: Parties include functions, systems, organizations, devices.

3.3

stakeholder

individual, team, organization, or classes thereof, affected by or affecting the use case (3.4)
directly or indirectly

3.4

use case

specification of a set of actions performed by a system, which yields an observable result that
is, typically, of value for one or more roles or other stakeholders (3.3) of the system

Note 1 to entry: Based on ISO/IEC 19505-2:2012, 16.3.6.


https://www.electropedia.org/
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3.5
use case template
structured description of a use case (3.4) based on a set of predefined fields (3.7)

3.6
use case project
project involving the collection of use cases (3.4)

3.7
predefined field
agreed set of fields in relation to a domain

3.8
description block
group of predefined fields (3.7)

3.9

vocabulary

terminological dictionary that contains designations and definitions from one or more domains
or subjects

Note 1 to entry: A vocabulary favours re-use.

[SOURCE 1S0O 1087:2019, 3.7.5, modified — Note 1 to entry has been replaced.]
4 Abbreviated terms

UML Universal Modelling Language

5 Use cases

5.1 General

Table 1 shows a number of definitions which have been provided for the concept of use case
in standards


https://standards.iteh.ai/catalog/standards/iec/6422fd4c-2b39-4a16-9e8e-17be45f5f80b/iso-iec-tr-30194-2024
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Table 1 — Examples of definitions of the
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concept of use case in standards

Committee Standard

Definition

ISO/IEC JTC 1/SC 7
(Software and system
engineering)

ISO/IEC/IEEE 26513:2017,
3.46

description of the behavioural requirements of a
system and its interaction with a user

ISO/TC 215 (Health
informatics)

ISO/TR 28380-1:2014, 2.13

textual and graphical depiction of the actors and
operations that address information exchange in
the context of a set of specific tasks for a workflow
performed by different systems or devices

ISO/TC 10 (Technical
product documentation)

1ISO 10209:2022, 3.14.46

description of behavioural requirements of a
system and its interaction with a user

ISO/IEC JTC 1/SC 41
(loT and digital twin)

ISO/IEC TR 22417:2017, 3.2

specification of a sequence of actions, including
variants, that a system (or other entity) can
perform, interacting with actors of the system

ISO/IEC TR 22417:2017, 3.3

loT use case

description of a hypothetically possible situation
where loT concepts, products and services may be
specified as a set of actions associated with actors
in an loT system, which yields an observable result
that is, typically, of value for one or more actors or
other stakeholders of the system

Note 1 to entry: The aim is to pictorially describe a
field of problems in a way that the artificial situation
makes loT approaches to solutions evident in their
temporal, spatial as well as technical dimension.

5.2

Conceptual model of a use case

The conceptual model of a use case is shown in Figure 1:

a scenario involves actors with specific roles,
a scenario is about a system of interest, and

a scenario describes how a goal is attained.

a use case can include several interaction scenarios,

describes ’ attains >
Use case 1 1 Scenario T Goal
1.* 1.*
9
3 >
> <
1.*
Actor with a System of
Role ;
1 1 role interest
IEC

Figure 1 — Conceptual model of use case
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6 Use case projects

6.1 Purpose
Use case projects collect use cases in order to serve different goals:

a) study;

b) guidance;

c) expectation;

d) business;

e) system;

f) a use case project providing both justifications on expectations, arguments on business
goals, and arguments on a solution.

Use case projects are often followed by other projects.

g) ISO/IEC TR 30172:2023 [14] collects use cases on digital twin. ISO/IEC TR 30172:2023 has
been followed by ISO/IEC 30173:2023 [17], which focuses on terms and concepts. A future
project, ISO/IEC 30188, focuses on reference architecture.

6.2 Examples of use case projects
6.2.1 Study project

In a study project, use cases describe real implementations. The purpose of a study use case
is to provide insight on important building blocks (Figure 2).

EXAMPLE 1 ISO/IEC TR 22417:2017 [11] provides insight on loT.

EXAMPLE 2 ISO/IEC TR 30172:2023 [14] provides insight on digital twins.

Study 1.*
use case
)
<
2.0
&z
0 -~
%%
o

Building block

IEC
Figure 2 — Purpose of study use case

6.2.2 Guidance project

In a guidance project, use cases are examples, real or invented. The purpose of a guidance
use case is to provide guidance on the use of requirements (Figure 3).

EXAMPLE ISO/TR 31700-2:2023 [16] provides examples on the use of ISO 31700-1:2023 [18].
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