This international standard was developed in accordance with internationally recognized principles on standardization established in the Decision on Principles for the
Development of International Standards, Guides and Recommendations issued by the World Trade Organization Technical Barriers to Trade (TBT) Committee.

[I /] Designation: D8308 - 21
g’

INTERNATIONAL

Standard Practice for
. . . a1

Cannabis/Hemp Operation Compliance Audits
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original adoption or, in the case of revision, the year of last revision. A number in parentheses indicates the year of last reapproval. A
superscript epsilon (¢) indicates an editorial change since the last revision or reapproval.

1. Scope

1.1 Purpose—This practice identifies the minimum require-
ments for the planning, conduct, and reporting of compliance
audits of a cannabis/hemp business. It provides information on
terms, procedures, and responsibilities.

1.2 Intent—The intent is to provide specific instruction
needed to develop reliable audit programs and procedures that
are used to conduct audits that produce credible, consistent,
and objective evidence and findings related to compliance with
one or more standards, regulations, policies, best practices, or
quality specifications. This practice can be used internally for
pre-audit assessments to identify and correct operational gaps.

1.3 Organization—This practice is organized in the follow-
ing manner:

Section
Scope 1
Referenced Documents 2
Terminology 3
Significance and Use 4
Audit Process Overview 5
Audit Programs 6
Audit Process 7
Record Management 8
Keywords 9
Roles and Responsibilities Annex A1
Auditor Qualifications and Staffing Annex A2
Scale, Objectives, and Perspectives of an Audit Annex A3
Process Diagrams Annex A4

1.4 Nothing in this practice shall preclude observance of
federal, state, or local regulations which may be more restric-
tive or have different requirements.

1.5 This standard does not purport to address all of the
safety concerns, if any, associated with its use. It is the
responsibility of the user of this standard to establish appro-
priate safety, health, and environmental practices and deter-
mine the applicability of regulatory limitations prior to use.

1.6 This international standard was developed in accor-
dance with internationally recognized principles on standard-
ization established in the Decision on Principles for the

! This practice is under the jurisdiction of ASTM Committee D37 on Cannabis
and is the direct responsibility of Subcommittee D37.02 on Quality Management
Systems.
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Development of International Standards, Guides and Recom-
mendations issued by the World Trade Organization Technical
Barriers to Trade (TBT) Committee.

2. Referenced Documents

2.1 ASTM Standards:*
D8229 Guide for Corrective Action and Preventive Action
(CAPA) for the Cannabis Industry

3. Terminology

3.1 Definitions of Terms Specific to This Standard:
3.1.1 action plan, n—a plan to correct negative audit find-
ings and close gaps.

3.1.2 audit, v—see compliance audit.

3.1.3 audit authority, n—the entity that authorizes, or
initiates, the audit process.

3.1.3.1 Discussion—The audit authority may be internal to
the audited entity, such as senior management not involved
with the day-to-day operations of the operation/area(s) being
audited; or external, such as a financial stakeholder, a business
customer, or a government authority having jurisdiction.

3.1.4 audit criteria, n—the set of requirements that are
applicable to the objective and scope of an audit. Examples
include standards, regulations, laws, policies, best practices,
quality specifications, and industry best practices.

3.1.5 audit data, n—data collected during an audit to sup-
port the audit findings. Examples: Photos, notes, documents,
records, forms, and answers.

3.1.6 audit finding, n—a statement of the audited entity’s
conformity against the audit criteria at the time of the audit.

3.1.6.1 Discussion—The audit finding is the good/bad,
conformity/nonconformity statement that results from an
evaluation of the audit data collected. It can also be the
collective conformity/nonconformity of each question or crite-
ria. The audit finding(s) is not the audit data that supports the
audit finding.

3.1.7 audit objective(s), n—broad statement(s) of what the
audit intends to accomplish.

2 For referenced ASTM standards, visit the ASTM website, www.astm.org, or
contact ASTM Customer Service at service @astm.org. For Annual Book of ASTM
Standards volume information, refer to the standard’s Document Summary page on
the ASTM website.
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3.1.8 audit plan, n—documentation that describes the
objective, scope, specific responsibilities, schedule, logistics,
deliverables, completion requirements and other plan details
for a particular audit.

3.1.9 audit program, n—an auditing body’s procedures,
protocols, methods, and techniques for conducting an audit.

3.1.10 audit program supplier, n—an entity that develops
and provides a program of audit procedures and protocols that
can be used repeatedly by auditing bodies to conduct consistent
and reliable audits.

3.1.11 audit protocol, n—standard methods for the collec-
tion of audit data. Examples: Checklist or questions used
during on-site inspections, guides that define the types of
records and documents required to provide objective evidence,
and interview questions and techniques.

3.1.12 audit report, n—a written summary that provides the
context or objectives of the audit, relevant background
information, the audit findings, and objective audit data that
provides evidence to support the findings.

3.1.13 audit scope, n—a description of what is to be audited.

3.1.13.1 Discussion—The audit scope should include a de-
scription of the period under review, the audited entity, the
audit criteria, and the elements being audited, such as facilities,
security, procedures, product packaging/labeling, and opera-
tional practices.

3.1.14 audit team, n—one or more auditors responsible for
conducting an audit. The audit team may be supported by
technical experts and auditors-in-training.

3.1.15 audited entity, n—a facility, organization, or part
thereof, that is the subject of an audit.

3.1.16 auditing body, n—the organization that plans and
conducts an audit, and provides the audit report.

3.1.16.1 Discussion—For an internal audit of a small
operation, a single person might take on the responsibilities of
the auditing body, the lead auditor, the audit team, and the
auditor. For a large external audit, it could be a large audit firm.

3.1.17 auditor, n—a person qualified to conduct an audit. A
member of an audit team.

3.1.18 authorities having jurisdiction, n—external
organizations, offices, or individuals responsible for enforcing
the requirements of a code or standard, or for approving
equipment, materials, an installation, procedures, or products.

3.1.18.1 Discussion—In the context of this practice, this is
typically one or more government departments or agencies. In
most cases, multiple authorities are involved such as cannabis
agencies, food, fire, building, worker, and consumer health and
safety agencies. Requirements from city, state, and country
agencies may apply and multiple jurisdictions that have au-
thority over international and cross-border trade may apply.

3.1.19 cannabis/hemp operation, n—a person, group of
persons, non-profit entity, or business entity that cultivates,
processes, manufactures, tests, distributes, stores, dispenses,
sales, or otherwise handles cannabis/hemp, or products con-
taining cannabis/hemp.

3.1.20 compliance audit (audit)) n—a comprehensive,
systematic, documented, and objective assessment of an au-
dited entity to evaluate and report objective evidence of
compliance relative to predefined and mandated laws,
regulations, standards, or policies audit criteria.

3.1.20.1 Discussion—In this practice, the term “audit” re-
fers to audits that are based on mandatory or voluntary criteria.

3.1.21 compliance gap, n—a condition that does not con-
form to a mandatory criteria of one or more mandated laws,
regulations, standards, or policies.

3.1.21.1 Discussion—In this practice, the term “gap” is used
to refer to nonconforming conditions based on either manda-
tory or voluntary criteria.

3.1.22 documents, n—written policies, processes,
procedures, plans, standards, specifications, and other written
information that governs the conduct of a business. Documen-
tation also includes records.

3.1.22.1 Discussion—Records are a form of documentation.
It is not uncommon to use the term document to refer to
records. The special characteristic of a record is that it
documents that some action or event has occurred, or been
witnessed. A record does not change since it reflects past
events. Documentation such as plans and procedures can be
changed but previous versions may be retained as a record.

3.1.23 independence, n—a condition characterized by orga-
nizational standing where an auditor is free to conduct an audit
without being controlled or influenced by others.

3.1.24 lead auditor, n—an auditor designated to lead and
manage the audit.

3.1.25 objective evidence, n—information collected that
someone when reviewing an audit report can inspect and
evaluate for themselves.

3.1.25.1 Discussion—Objective evidence included in an
audit report allows others to substantiate that the audit was
actually performed as indicated, that the criteria for the audit
were upheld by a proper assessment, and that the findings are
valid.

3.1.26 objectivity, n—a condition characterized by the ab-
sence of bias, influences, and conflicts of interest that affect or
have the potential to compromise audit findings.

3.1.27 open audit issue, n—a potentially negative audit
finding that cannot be verified or resolved without additional
time and information.

3.1.28 period under review, n—the time interval over which
conditions at the audited entity are evaluated against audit
criteria.

3.1.29 physical inspection, n—first-hand observation and
assessment of the audited entity conditions.

3.1.30 records, n—an audited entity’s documentation and
other forms of recorded information.

3.1.30.1 Discussion—Records are information about events
or conditions at a point in time. A procedure is a document that
can be changed and updated. The previous unchanged version
of the procedure can be saved as a record. Other examples
include inventory records, point of sale records, maintenance
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logs, pesticide application logs, usage logs, incident reports,
corrective actions, preventive actions, root cause analysis,
batch records, and training records.

3.1.31 working papers, n—paper, electronic documentation,
or both developed or collected by the auditing body and its
auditors relating to an audit. Examples: Planning and prepara-
tion background information, responses to checklist and
questions, photos and other media, copies of documents and
records, and notes and descriptions about the audit findings.
Audit data is a subset of working papers.

4. Significance and Use

4.1 Intended Use—This practice is intended for use by
parties who either develop, plan, and conduct internal or
external audits, or are interested in the audit process since they
are the subject of compliance audits or they mandate such
audits to occur.

4.2 Audits—Audits are conducted by an auditor or audit
body that is independent of the entity being audited. Individu-
als that conduct an assessment of an operation or product that
they are directly involved with or have a vested interest in, is
technically not an audit. These assessments might be a pre-
audit or gap assessment. This practice can be used for these
types of activities and the rigor of a true audit may not be as
critical.

4.3 Terms and Concepts—The definition of terms in Section
3 and the perspectives on scale, objectives, and types of audits
in Annex A3 provide concepts that help clarify the different
roles involved in an audit, the various elements of an audit, and
how this practice applies to different situations. This practice is
written in terms that accommodate audits for different objec-
tives and sizes.

4.4 Application—Compliance audits are used to identify
gaps between some criteria and the actual operational condi-
tions. Knowledge of gaps are used to assess various risks,
guide corrective action, preventive action, root cause analysis,
improvement efforts, prevent fines and penalties, or provide
stakeholders an objective evaluation of an operation and its
potential safety, financial, or other risks. A user of this practice
should understand and adapt the audit concepts, process, and
responsibilities in this practice to their specific organizational
structure and situation.

4.5 Audit Scale—The scale of an audit can range from an
internal audit of a small single operation with fewer than ten
employees to an external audit of a large corporation with
facilities at multiple international locations. In either case,
large or small, the principles in this practice shall be followed
to produce objective and credible results.

4.6 Audit Criteria—As the cannabis/hemp industry devel-
ops globally and continues to gain acceptance, both new and
previously established standards, regulations, policies, and best
practices are being developed, adopted, evolving, and applied
to this industry. Due to this evolving nature, diligent attention
is needed by auditing bodies to maintain up-to-date audit
criteria and protocols.

5. Audit Process Overview

5.1 An audit involves a minimum of three activities: audit
preparation, conducting the audit, and reporting findings. In
addition, it is in the audited entity’s best interest to address and
resolve gaps and have a follow-up audit conducted.

5.2 Preparation—Prior to conducting an audit the auditing
body plans, coordinates, organizes, and communicates the
activities for conducting an effective and efficient audit.

5.3 Conducting the Audit—The audit is conducted per plan
by the audit team member(s) to assess the operation by
collecting objective evidence, working papers, and audit find-
ings. The audit activities can occur remotely, during an on-site
visit, or both as specified by the audit plan.

5.4 Reporting—The audit findings, objective evidence, and
working papers are organized to produce a clear and concise
audit report. Depending on the objectives and scope, the audit
report is shared with the audit authority, the audited entity, or
others as defined in the plan. Reporting the audit findings
occurs after conducting the audit is completed; however,
preparatory reporting may occur earlier in the process.

5.5 Follow-Up Audit—In most cases the objective of an
audit is to identify and execute corrective/preventive actions to
address gaps and reduce various risks. A follow-up audit can be
conducted to verify that such actions have resolved the gaps.

5.6 Section 7 provides the details of the audit process. A
diagram of the audit process data flow between the process
elements and an activity flowchart is provided in Annex A4.

6. Audit Programs

6.1 An audit program is the procedures, protocols, methods,
and techniques for conducting an audit. An auditing body may
develop a unique audit program for a single use, develop a
repeatable audit program, or acquire a repeatable audit pro-
gram from an audit program supplier. An audit program can be
paper based or a software application.

6.2 Audit Program Credibility—The credibility of an audit
report starts with the quality of the audit program used along
with the skill of the auditor(s) to conduct the audit and produce
a useful report. The purpose and objectives of an audit program
shall be clear in order to ensure it is used in alignment with the
objectives of a particular audit.

6.3 Consistency—A well-designed audit program brings
consistency to the methods and techniques used to conduct
audits, report findings, coordinate corrective and preventive
actions, and conduct follow-up audits to confirm the corrective
actions resolve the issues reported.

6.4 Audit Criteria—An audit program is based on criteria
from one or more standards, regulations, policies, best
practices, or quality specifications. Sources of criteria can be
from but not limited to:

(1) Internal policy, procedure, specification;

(2) Standard bodies;

(3) Customer specification;

(4) One or more authorities having jurisdiction for local
operational requirements; and
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(5) One or more authorities having jurisdiction where
products are shipped to and further processed or marketed.
When conflicts exist between the criteria from different
sources, document the decision and rationale for the audit
criteria used in the audit plan and in the audit report if not
otherwise provided to the recipients of the report. The authority
and version of the criteria used by the program shall be clearly
stated.

6.5 Audit Protocols—Audit criteria are used to develop
audit protocols. The audit criteria are interpreted and converted
into question or checklist protocols that guide the collection of
objective evidence during visual inspections, interviews, and
the review of documents and records. The quality of an audit is
dependent on the depth and specificity of these protocols. To
illustrate this point, the question “does management care about
worker safety?” can result in a simple and subjective yes or no
answer. It should be replaced with several questions that draw
out objective evidence of the actions taken by management that
have led to worker safety.

6.6 Program Procedures and Guidelines—The procedures
and guidelines to use the program in a manner that produces
accurate and credible results shall be documented. These
procedures and guides are especially important for newer
auditors. The guides can include but are not limited to
objective evidence collection guides, instructions to collect
data sources such as the times or shift that the observations
were made, locations, departments, special conditions, and
names of people interviewed, interview techniques, observa-
tion techniques, and document and record review methods.
Audit bodies that develop their own programs may consider
these procedures and guides as proprietary information.

6.7 Qualifications and Training to Use the Audit Program—
The qualifications and training required for an auditor to
perform audits following the framework of an audit program
shall be defined, documented, and provided to auditors that use
the program. The time required to prepare, conduct, and report
results can be wasted if a quality audit program is not used or
the audit is conducted poorly.

7. Audit Process

7.1 Audit Initiation:

7.1.1 An audit is initiated and approved by someone that can
provide the resource for the audit and define alignment with
business objectives. It may be a manager, the CEO, a board of
directors, or a stakeholder that is typically not involved with
the day-to-day operations of the entity being audited. In this
practice, this role is referred to as the audit authority. An
authority having jurisdiction may mandate an audit but this
does not make them the audit authority. The request to have an
audit conducted may come in different forms and may or may
not be clearly communicated in which case the audit body will
need to gain clarification of the request for an audit and its
objectives.

7.1.2 The audit authority or their delegate selects the audit
body that will prepare and conduct the audit.

7.2 Audit Preparation:

7.2.1 Someone is going to plan, coordinate, organize, and
communicate the activities for conducting the audit. This is
primarily the responsibility of the auditing body, but others are
involved. Depending on the scope and scale of the audit, the
auditing body may be an internal auditing department, a single
employee, an external audit contractor, or a large audit firm.
Typically the lead auditor will perform or lead the preparation
activities. The result of the preparation activities is an audit
plan.

7.2.2 An audit plan shall be developed and documented or

an existing plan refined that addresses:

(1) The objective and scope of the audit;

(2) Identification of stakeholders;

(3) Identification of applicable authorities having jurisdic-
tion;

(4) Identification of applicable audit criteria;

(5) Background information;

(6) Description of the audit program to be used;

(7) Audit process and procedures;

(8) Audit schedule and timeframes;

(9) Audit logistics;

(10) Audit resources;

(11) Corrective action and follow-up plans;

(12) Personnel responsibilities;

(13) Documentation and records to be produced; and

(14) Suggested improvements to the audit process and
plans.

Each of these plan elements is covered in the following
sections. The sequence presented below does not imply a
sequence to be followed. As the plan details emerge the
elements should be enhanced and updated.

7.2.2.1 Objective and Scope of the Audit—Understanding
the objective of an audit is important in order to select
applicable criteria and develop or acquire appropriate proto-
cols. An objective to identify gaps to drive corrective/
preventive actions may require different protocols than an
objective to show evidence of investment risk for potential
investors. In cases where there is not a clear and established
mandate, it may be necessary to coordinate with the audit
authority to understand or even help develop the purpose and
objectives of the audit. Any intent to conduct corrective action
and perform a follow-up audit, or not, shall be understood and
included in the plan objectives. The audit scope should include
a description of the period under review, the audited entity, the
audit criteria, and the focus of the audit such as facilities,
security, food safety, quality management systems, information
security, occupational safety, product packaging/labeling, fire
safety. The risk associated with the business case for perform-
ing an audit should be described. The level of risk can inform
the type, level of detail, and frequency of the audit and follow
on audits.

7.2.2.2 Identification of Stakeholders—The stakeholder(s)
that will receive a copy of the audit report shall be noted as
well as others involved such as the audit authority, audited
entity, auditing body, audit team, audit leader, and other team
members.
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7.2.2.3 Identification of Applicable Authorities Having
Jurisdiction—This is typically one or more government depart-
ments or agencies. In most cases, multiple authorities are
involved such as cannabis/hemp agencies, food, fire, building,
worker, and consumer health and safety agencies. Require-
ments from city, state, and country agencies may apply and
multiple jurisdictions that have authority over international and
cross-border trade may apply.

7.2.2.4 Identification of Applicable Audit Criteria—Include
a list of the audit criteria. The criteria are determined by the
purpose and scope of the audit and can include government
laws and regulations, industry recognized standards, criteria
established by certification bodies, company policies and
procedures, or other defined criteria.

7.2.2.5 Background Information—Background information
can be useful to understand the scale, scope, and nature of the
pending audit when developing the audit plan. Background
information may consist of records, documents, site
descriptions, operation and maintenance manuals, compliance
inspection reports, previous audit reports, notices of violations,
and other relevant information.

7.2.2.6 The Audit Program—An audit program can be
developed by the auditing body, acquired from an audit
program supplier, or a combination of both. In either case, the
program needs to be understood and be applicable to accom-
plish the objectives of the audit. Section 6 covers the require-
ments of an audit program. The plan shall include a description
of the audit program to be used including the authority and
version of the criteria that the audit program is based on. Any
procedural details that impact the planning, schedule,
coordination, or logistics of the audit plan shall be documented.
Any audit program methods and techniques that are proprietary
to the auditing body does not have to be included in the plan.

7.2.2.7 Audit Process and Procedures—To ensure a smooth
and efficient audit process, include procedures in the audit plan
that guide the actions of the auditing body, the audit team, the
audited entity, and other stakeholders. Proprietary procedural
details that are used internally by the auditing body do not have
to be included in the plan.

7.2.2.8 Audit Schedule—A schedule of audit activities shall
be developed and documented including major preparation and
reporting activities. The schedule shall clearly document the
expected timeframes and timeline between the auditing body
and the audited entity with respect to the audit execution,
reporting audit findings, corrective action, any follow-up
audits, and closure as applicable.

7.2.2.9 Audit Logistics—Issues such as identifying site
contacts, scheduling site visit(s), site security and access
authorization, use of safety equipment, lodging, transportation,
on-site workspace, internet access, special communication
situations, on-site meals, and other details should be addressed
and documented in the plan.

7.2.2.10 Audit Resources—The resources required to con-
duct the audit shall be listed in the plan. Consider the labor
required, time, material, the cost for lodging, transportation,
and other logistical needs.

7.2.2.11 Corrective Action and Follow-Up Plans—The plan
and schedule for activities after conducting the audit and

reporting the findings. These activities can include corrective
and preventive actions, root cause analysis, and a follow-up
audit or assessment.

7.2.2.12 Personnel Responsibilities Plan—Documentation
of the key roles and responsibilities of stakeholders and
personnel involved with the successful outcome of the audit
process.

7.2.2.13 Documentation and Records Plan—An inventory
of the documentation and records that will be produced as a
result of the audit process and the plans for delivery, security,
retention, and disposal of these documents and records.

7.2.2.14 Suggested Improvements To the Audit Process and
Plans—Address and incorporated as applicable improvement
ideas that were captured during a previous audit. 7.7.1 specifi-
cally includes an activity to capture improvement suggestions.
An audit body that regularly performs audits should establish
key performance indicators (KPIs) and collect performance
data to guide the audit process and planning improvements.

7.2.3 Audit Plan Approval—Prior to conducting the audit,
the plan shall be presented to the audit authority to obtain
agreement that the audit, as planned, will accomplish their
intent and presented to the audited entity to ensure that they
support the audit plan.

7.2.4 Audit Team Formation and Preparation—As required
by the scale and scope of the audit, assemble the audit team.
Team members may or may not be called upon to support
preparation activities. Prior to conducting the audit, the team
should be briefed on the objectives, procedures, logistics,
schedule, and other plan details. Any training on methods and
techniques shall be completed.

7.3 Conducting the Audit:

7.3.1 Opening Meeting—An opening meeting should be
held, to bring together and introduce the audit team to
members of the audited entity staff that will be involved or
support the audit and when available the audit authority. This
meeting should also share the audit plan and scope. The
meeting should facilitate the subsequent collection of informa-
tion by the audit team and encourage discussion of any
questions or concerns. The audited entity should provide an
overview of the facility operations for the audit team during
this opening meeting.

7.3.2 Data Collection Protocols—The audit team shall uti-
lize the audit program protocol standards to ensure consistency
in collecting audit data. Auditors should have access to
reference specific audit criteria, and access to subject matter
experts to clarify their understanding of unique situations as
they conduct an audit using the protocol checklists and
questions. The collected audit data shall be evaluated by the
audit team to verify that it provides objective evidence that
supports the audit findings to meet the audit objective. The
primary audit protocols to use during the audit are:

7.3.2.1 Physical Inspections—Physical inspections and site-
visits of the audited entity shall be based on checklists or
questions designed to address pertinent requirements of the
audit criteria.

7.3.2.2 Interviews—Interviews should be conducted to ob-
tain information on audited entity daily practices and proce-
dures. Appropriate management, employees and, if applicable,


https://standards.iteh.ai/catalog/standards/sist/37851399-16e2-426c-907b-387b81d9976c/astm-d8308-21

Al p83os - 21

contractors, should be interviewed. Interview questions shall
be designed to address pertinent requirements of the audit
criteria with consistency.

7.3.2.3 Document and Records Review—Applicable docu-
ments and records shall be reviewed by the audit team. This
review shall be conducted in a manner that complies with
privacy and proprietary information regulations and policies.
Documents and records may include items such as but not
limited to standard operating procedures, maintenance
manuals, company policies, service contracts, reports submit-
ted to an authority having jurisdiction, information on physical
conditions of the audited entity, equipment certifications,
training records, visitor logs, maintenance logs, surveillance
and access control system outage reports, incident logs, safety
data sheets, production records, prior audit reports, transaction
records, testing logs and records, and advertising records.

7.3.3 Collecting Data—Collecting objective evidence to
support the audit findings is critical. Evidence of compliance
can be as important as evidence of non-compliance depending
on the objective of the audit. Electronic or paper copies of the
audited entity’s records and documents, photos, or other forms
of media are necessary to support audit findings. These are
considered audit data and shall be treated and handled as
proprietary information.

7.3.4 Team Meeting(s)—Meetings of the audit team should
be conducted to share information, review initial audit findings,
identify open audit issues and coordination to ensure timely,
accurate, and consistent completion of the audit.

7.3.5 Closing Meeting—At the conclusion of the site visit, a
closing meeting should be held to discuss draft audit findings
and audit status. The closing meeting provides an opportunity
for the audited entity personnel to discuss and question draft
audit findings. Post-visit procedures should be discussed at the
closing meeting including a process for resolving challenged
audit findings and for closing or reporting any open audit
issues.

7.4 Audit Reporting:

7.4.1 Documentation—Audit protocols should be
completed, or explanations provided for open findings, in
accordance with the audit plan.

7.4.2 Finalizing Audit Findings—Final audit findings shall
be based upon the most recent verifiable audit data from the
period under review. Audit findings and gaps that are resolved
within the period under review shall be included as audit
findings in the audit report and be noted as resolved.

7.4.3 Preparing the Audit Report—An audit report shall be
prepared that presents audit findings. Providing objective
evidence with clear and concise comments in the audit report
allows others to understand and act upon the findings effi-
ciently.

7.4.4 Draft Audit Report—A draft audit report should be
developed for review and comment. Comments on a draft audit
report should be made in a timely manner. Reviewers’ failure
to provide comments shall not prevent the issuance of the final
audit report.

7.4.5 Final Audit Report—A final audit report shall be
issued.

7.4.6 Presenting the Audit Report—The audit report shall be
presented as defined in the audit plan.

7.5 Corrective/Preventive Actions:

7.5.1 In most cases, the purpose of an audit is to identify and
execute corrective/preventive actions to address gaps. Planning
and implementing corrective/preventive actions follow but are
not part of the audit process. A corrective and preventive action
plan that assigns responsibilities, describes the actions required
to close the gaps, and sets completion target dates should be
developed to guide these activities. Refer to Practice D8229 on
corrective and preventive action.

7.6 Follow-Up Audit:

7.6.1 A follow-up audit can be conducted to verify that
corrective actions have resolved the gaps. A follow-up audit
can occur immediately after the corrective actions are com-
pleted in which case it is typical to only assess the negative
finding(s). In cases where periodic audits are conducted such as
quarterly or annually a follow-up audit to verify the resolved
gaps can be incorporated into the next periodic audit. A
follow-up audit does not preclude the audit team from finding
other non-complaint conditions.

7.7 Closing:

7.7.1 As appropriate, conduct a final closing meeting or
coordinate with the audit authority to ensure they are satisfied
with the conduct and reporting of the audit results. Any open
items should be taken care of promptly and suggestions for
improvement noted and incorporated to improve future audits.

8. Record Management

8.1 Records—Records collected by audit protocols are con-
sidered either audit data or working papers and shall be
securely managed. Records may be but are not limited to
physical items or documents, copies of such items or
documents, and electronic data of various forms and media
such as photos and videos.

8.2 Confidentiality—The content of all records, whether
audit data or working papers, shall be considered confidential
to the entity to which the content or data belongs unless
otherwise specified in the audit plan. Securing audit findings
and reports should not be taken lightly. Negative findings in the
hands of the wrong people can have serious consequences.

8.3 Record Management—Record management shall in-
clude the following:

8.3.1 Policies for record handling, retention, and the reten-
tion period;

8.3.2 Procedures for storage, handling, disclosure, and dis-
posal of confidential records; and

8.3.3 As appropriate by documented in the audit plan.

8.4 Working Papers—Working papers include electronic
forms of information. In addition to the requirements for
records, management of working papers shall include the
following additional requirements:

8.4.1 A system to facilitate working paper review with a
means to prevent tampering; and

8.4.2 A system for managing corrections and revisions of
working papers.
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ANNEXES

(Mandatory Information)

Al. ROLES AND RESPONSIBILITIES

Note Al.1—This annex lists responsibilities grouped by role. A
summary diagram is provided in Annex A4.

Al.1 Audit Authority Responsibilities—The audit authority
shall:

Al.1.1 Determine the need for and initiate an audit;
Al.1.2 Specify or approve the audit objectives;
Al1.1.3 Select the auditing body; and

Al.1.4 Support the audit process.

Al.2 Auditing Body Responsibilities—The auditing body
shall:

Al1.2.1 Provide or acquire a valid audit program;
A1.2.2 Provide qualified auditors;

Al1.2.3 Select a lead auditor;

Al.2.4 Coordinate with the audit authority;

Al1.2.5 Provide quality assurance and quality control of
their audit procedures, auditor qualifications, auditor
effectiveness, and audit reports;

A1.2.6 Provide support for the management and account-
ability of the audit working papers, collected data, audit
findings, and audit reports; and

A1.2.7 Disclose to the audit authority, issues that compro-
mise the auditing body, or audit team objectivity.

A1.3 Lead Auditor Responsibilities—The lead auditor shall:
A1.3.1 Ensure the audit process is efficient and effective;

A1.3.2 Develop or lead the effort to develop the audit plan
and coordinate with the audit authority as needed to meet the
audit objectives;

A1.3.3 Gather appropriate background information from the
audited entity to support audit preparation and planning;

Al1.3.4 Communicate with the audited entity and manage
audit plan issues. For example, schedule, logistics, access,
availability of audited entity staff to interview, operating
conditions, audit team needs, and health and safety precau-
tions;

A1.3.5 Assemble and manage a qualified audit team as
needed;

A1.3.6 Serve as the primary point of communication be-
tween the audit team and others;

A1.3.7 Coordinate to prevent and resolve problems that
could affect audit quality and timeliness;

A1.3.8 Ensure the audit is conducted in accordance with
this practice;

A1.3.9 Notify the audit authority of conditions that may
prevent audit completion in accordance with the audit plan;

A1.3.10 Prepare an audit report; and

Al1.3.11 Communicate in writing with the audited entity
regarding audit report status and issues. For example, initial
findings, responses to findings, negative findings resolved
during the audit, action plans that are in place, open audit
issues, findings that lack objective evidence, etc.

Al.4 Auditor Responsibilities—Auditors shall:

Al.4.1 Support the lead auditor in completing an audit;

Al1.4.2 Understand the audit plan and their individual area
of responsibility;

A1.4.3 Follow lead auditor direction;

Al.4.4 Review audit criteria and any protocols to be used,

and establish a personal work plan for assigned areas of
responsibility;

Al1.4.5 Collect sufficient relevant audit data and document
data sources to support audit findings;

A1.4.6 Maintain audit data and documentation in a secure
manner.

A1.4.7 Organize the working papers, document the audit
findings and objective evidence, and prepare the audit report(s)
or manage efforts to accomplish such; and

A1.4.8 Disclose issues to the auditing body that may com-
promise objectivity.

ALl.5 Audited Entity Responsibilities—The audited entity
shall:

A1.5.1 Ensure that the audit is supported, including coop-
erating with the auditors to ensure that audit objectives are met;

A1.5.2 Provide the auditing body with requested back-
ground information in a timely manner;

A1.5.3 Ensure audit team safe, timely, and complete access;
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