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INTERNATIONAL ELECTROTECHNICAL COMMISSION

FUNCTIONAL SAFETY OF ELECTRICAL/ELECTRONIC/
PROGRAMMABLE ELECTRONIC SAFETY-RELATED SYSTEMS -

Part 0: Functional safety and IEC 61508

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sensé.' While @ll reasonableyefforts) are madg ito ensure/that the technical content of IEC
Publications is accurate,"|IEC ‘cannot be held-responsible for the“way in“which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, 1EC"National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or.regional publication shall be clearly indicated in
the latter.

IEC provides no marking procedure to indicate its approval and cannot be rendered responsible for any
equipment declared to be in conformity with ‘an tTEC Publication.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

The main task of IEC technical committees is to prepare International Standards. However, a
technical committee may propose the publication of a technical report when it has collected
data of a different kind from that which is normally published as an International Standard, for
example "state of the art".

IEC 61508-0, which is a technical report, has been prepared by subcommittee 65A: System
Aspects, of IEC technical committee 65: Industrial-process measurement and control.
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The text of this technical report is based on the following documents:

Enquiry draft Report on voting
65A/413/DTR 65A/422/RVC

Full information on the voting for the approval of this technical report can be found in the
report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

The parts of this publication, IEC 61508, under the general title Functional safety of electrical/
electronic/programmable electronic safety-related systems are listed in 4.6.

The committee has decided that the contents of this publication will remain unchanged until
the maintenance result date indicated on the IEC web site under "http://webstore.iec.ch" in
the data related to the specific publication. At this date, the publication will be

* reconfirmed;

* withdrawn;

+ replaced by a revised edition, or
*+ amended.
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INTRODUCTION

The purpose of this Technical Report is to introduce the concept of functional safety and to
give an overview of the IEC 61508 series of standards.

You should read it if you are:

e wondering whether IEC 61508 applies to you,

e involved in the development of electrical, electronic or programmable electronic systems
which may have safety implications, or

e drafting any other standard where functional safety is a relevant factor.

Clause 3 of this document gives an informal definition of functional safety, describes the
relationship between safety functions, safety integrity and safety-related systems, gives an
example of how functional safety requirements are derived, and lists some of the challenges
in achieving functional safety in electrical, electronic or programmable electronic systems.
Clause 4 gives details of IEC 61508, which provides an approach for achieving functional
safety. The clause describes the standard’s objectives, technical approach and parts
framework. It explains that IEC 61508 can be applied as is to a large range of industrial
applications and yet also provides a basis for many other standards.
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FUNCTIONAL SAFETY OF ELECTRICAL/ELECTRONIC/
PROGRAMMABLE ELECTRONIC SAFETY-RELATED SYSTEMS -

Part 0: Functional safety and IEC 61508

1 Scope

This Technical Report introduces the concept of functional safety and gives an overview of
the IEC 61508 series.

2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

IEC 61508-1:1998, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 1: General requirements

IEC 61508-2:2000, Functional.safety. of electrical/electronic/programmable electronic safety-
related systems — Part 2: Requirements for, electrical/electronic/programmable electronic
safety-related systems

IEC 61508-3:1998, Functional safety of electricallelectronic/programmable electronic safety-
related systems — Part/3::Software requirements ‘

IEC 61508-4:1998, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 4: Definitions and abbreviations

IEC 61508-5:1998, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 5: Examples of methods for the determination of safety integrity levels

IEC 61508-6:2000, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 6: Guidelines on the application of IEC 61508-2 and IEC 61508-3

IEC 61508-7:2000, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 7: Overview of techniques and measures

IEC Guide 104, The preparation of safety publications and the use of basic safety publications
and group safety publications

ISO/IEC Guide 51, Safety aspects — Guidelines for their inclusion in standards
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3 Functional safety

3.1 What is functional safety?

We begin with a definition of safety. This is freedom from unacceptable risk of physical injury
or of damage to the health of people, either directly, or indirectly as a result of damage to
property or to the environment.

Functional safety is part of the overall safety that depends on a system or equipment
operating correctly in response to its inputs.

For example, an overtemperature protection device, using a thermal sensor in the windings of
an electric motor to de-energise the motor before it can overheat, is an instance of functional
safety. But providing specialised insulation to withstand high temperatures is not an instance
of functional safety (although it is still an instance of safety and could protect against exactly
the same hazard).

Neither safety nor functional safety can be determined without considering the systems as a
whole and the environment with which they interact.

3.2 Safety functions and safety-related systems

Generally, the significant hazards for equipment and any associated control system in its
intended environment have) to) be/lidentified [by| the specifier| or, developer via a hazard
analysis. The analysis determines whether functional safety, is necessary to ensure adequate
protection against each significant hazard! If(s6,.thenlit, has to be taken into account in an
appropriate manner in the design. Functional safety is just one method of dealing with
hazards, and other means for their elimination. or reduction, such as inherent safety through
design, are of primary importance.

The term safety-related is used to describe systems that are required to perform a specific
function or functions to ensure risks are kept at an accepted level. Such functions are, by
definition, safety functions. Two types of requirements are necessary to achieve functional
safety:

e safety function requirements (what the function does) and

e safety integrity requirements (the likelihood of a safety function being performed
satisfactorily).

The safety function requirements are derived from the hazard analysis and the safety integrity
requirements are derived from a risk assessment. The higher the level of safety integrity, the
lower the likelihood of dangerous failure.

Any system, implemented in any technology, which carries out safety functions is a safety-
related system. A safety-related system may be separate from any equipment control system
or the equipment control system may itself carry out safety functions. In the latter case, the
equipment control system will be a safety-related system. Higher levels of safety integrity
necessitate greater rigour in the engineering of the safety-related system.
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3.3 Example of functional safety

Consider a machine with a rotating blade that is protected by a hinged solid cover. The blade
is accessed for routine cleaning by lifting the cover. The cover is interlocked so that whenever
it is lifted an electrical circuit de-energises the motor and applies a brake. In this way, the
blade is stopped before it could injure the operator.

In order to ensure that safety is achieved, both hazard analysis and risk assessment are
necessary.

a) The hazard analysis identifies the hazards associated with cleaning the blade. For this
machine it might show that it should not be possible to lift the hinged cover more than
5 mm without the brake activating and stopping the blade. Further analysis could reveal
that the time for the blade to stop shall be 1 s or less. Together, these describe the safety
function.

b) The risk assessment determines the performance requirements of the safety function. The
aim is to ensure that the safety integrity of the safety function is sufficient to ensure that
no one is exposed to an unacceptable risk associated with this hazardous event.

The harm resulting from a failure of the safety function could be amputation of the operator’s
hand or could be just a bruise. The risk also depends on how frequently the cover has to be
lifted, which might be many times during daily operation or might be less than once a month.
The level of safety integrity required increases with the severity of injury and the frequency of
exposure to the hazard.

The safety integrity of the safety function will depend on all the equipment that is necessary
for the safety function to be carriedjout correctly, Jite? thedinterlock, the associated electrical
circuit and the motor and braking system. Both the safety ‘function and its safety integrity
specify the required behaviour for the systems as a whole within a particular environment.

To summarise, the hazard analysis identifies. what has -to,-be done to avoid the hazardous
event, or events, associated with the blade. The risk assessment gives the safety integrity
required of the interlocking system for the risk to be acceptable. These two elements, “What
safety function has to be performed?” — the safety function requirements — and “What degree
of certainty is necessary that the safety function will be carried out?” — the safety integrity
requirements — are the foundations of functional safety.

3.4 Challenges in achieving functional safety

Safety functions are increasingly being carried out by electrical, electronic or programmable
electronic systems. These systems are usually complex, making it impossible in practice to
fully determine every failure mode or to test all possible behaviour. It is difficult to predict the
safety performance, although testing is still essential.

The challenge is to design the system in such a way as to prevent dangerous failures or to
control them when they arise. Dangerous failures may arise from
e incorrect specifications of the system, hardware or software;

e omissions in the safety requirements specification (e.g. failure to develop all relevant
safety functions during different modes of operation);

e random hardware failure mechanisms;
e systematic hardware failure mechanisms;
e software errors;

e common cause failures;
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human error;
environmental influences (e.g. electromagnetic, temperature, mechanical phenomena);

supply system voltage disturbances (e.g. loss of supply, reduced voltages, re-connection
of supply).

IEC 61508 contains requirements to minimise these failures and is described in the next
clause.

4

4.1

IEC 61508 — Functional safety of E/E/PE safety-related systems

Objectives

IEC 61508 aims to

release the potential of E/E/PE technology to improve both safety and economic
performance;

enable technological developments to take place within an overall safety framework;

provide a technically sound, system based approach, with sufficient flexibility for the
future;

provide a risk-based approach for determining the required performance of safety-related
systems;

provide a genericallybased standardythat canbeused, directly by industry but can also
help with developing sector standards (e.g. machinery, process chemical plants, medical
or rail) or product standards((eg-,power, drive . systems);

provide a means for users and regulators to gain confidence when using computer-based
technology;

provide requirements'based oncommon-underlying principles-to'facilitate:

— improved efficiencies in the supply chain for suppliers of subsystems and components
to various sectors,

— improvements in communication and requirements (i.e. to increase clarity of what
needs to be specified),

— the development of techniques and measures that could be used across all sectors,
increasing available resources,

— the development of conformity assessment services if required.

IEC 61508 does not cover the precautions that may be necessary to prevent unauthorized
persons damaging, and/or otherwise adversely affecting, the functional safety achieved by
E/E/PE safety-related systems.

4.2

E/E/PE safety-related systems

IEC 61508 is concerned with functional safety, achieved by safety-related systems that are
primarily implemented in electrical and/or electronic and/or programmable electronic (E/E/PE)
technologies, i.e. E/E/PE safety related systems. The standard is generic in that it applies to
these systems irrespective of their application.
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Some requirements of the standard relate to development activities where the implementation
technology may not yet have been fully decided. This includes development of the overall
safety requirements (concept, scope definition, hazard analysis and risk assessment). If there
is a possibility that E/E/PE technologies might be used, the standard should be applied so
that the functional safety requirements for any E/E/PE safety-related systems are determined
in a methodical, risk-based manner.

Other requirements of the standard are not solely specific to E/E/PE technology, including
documentation, management of functional safety, functional safety assessment and
competence. All requirements that are not technology-specific might usefully be applied to
other safety-related systems although these systems are not within the scope of the standard.

The following are examples of E/E/PE safety-related systems:

e emergency shut-down system in a hazardous chemical process plant;

e crane safe load indicator;

e railway signalling system;

e guard interlocking and emergency stopping systems for machinery;

e variable speed motor drive used to restrict speed as a means of protection;

e system for interlocking and controlling the exposure dose of a medical radiotherapy
machine;

e dynamic positioning '(contfol fofAa\ship’s movement) when [ih' proximity to an offshore
installation);

o fly-by-wire operation of aircraft flight ‘control'surfaces;
e automobile indicator lights, anti-lock braking and engine-management systems;
e remote monitoring, operation or.programming.of.anetwork-enabled;process plant;

e an information-based decision'‘support-tool“where erroneous results affect safety.

An E/E/PE safety-related system covers all parts of the system that are necessary to carry out
the safety function (i.e. from sensor, through control logic and communication systems, to
final actuator, including any critical actions of a human operator).

Since the definition of E/E/PE safety-related system is derived from the definition of safety, it
also concerns freedom from unacceptable risk of both physical injury and damage to the
health of people. The harm can arise indirectly as a result of damage to property or the
environment. However, some systems will be designed primarily to protect against failures
with serious economic implications. IEC 61508 can be used to develop any E/E/PE system
that has critical functions, such as the protection of equipment or products.

4.3 Technical approach
IEC 61508

e uses a risk based approach to determine the safety integrity requirements of E/E/PE
safety-related systems, and includes a number of examples of how this can be done;

e uses an overall safety lifecycle model as the technical framework for the activities
necessary for ensuring functional safety is achieved by the E/E/PE safety-related systems;
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