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Foreword

This document (CEN/TR 15300:2006) has been prepared by Technical Committee CEN/TC 251 “Health
informatics”, the secretariat of which is held by NEN.

This non-normative CEN Technical report is intended to help the European health sector understand the need
for serious work on formal models dedicated to provide healthcare-relevant security policies. This very first
step towards European recommendations and/or standards about healthcare security policy formal modelling
is only a small part of the twin theoretical-pragmatic approaches that are to be developed in order to help the
healthcare sector end user implement his own relevant security policies.
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Introduction

In order to help the healthcare sector specificity to be taken into account in any security policy specification
and implementation it is necessary to consider the three following aspects:

e it is unavoidable to be as close as possible to the user requirements (i.e. informal but also technical
requests);

e it is necessary, in consequence, to be adaptable enough in order to be able to catch all those various
possible requirements, in the sense that it is mandatory that the approach to security policy specification
need to have high flexibility property;

e it is obliged, at the opposite, to be rigorous enough when deriving such requirements into some refined
security policies, in the sense that it is also obliged that the methodology need to have high robustness
capacity.

User requirements

Most of the time the user requirements, concerning the security aspects, if not helped by any comprehensive

standard and/or some detailed security expertise, are not formal and/or detailed enough to be directly or even

automatically derived into security| policies; especially in/such a specific sector as' the healthcare activity.

In any case, these are the security requestsand requirements.which lare to/be progressively refined in order to

be implemented. In addition, due to the wide range of actors, profiles, roles but also of IT technologies,

communicating systems, and security technologies; the,user.requirements might belong to a wide spectrum of
possible requests: this is the flexibility necessity. Nevertheless, any, case,of ;such user requirements,

concerning the security aspects, need to, be.proved as correctly .taken, into account: this is the robustness
obligation.

Flexibility
Considering:

e the four possible security properties possibly required (availability, integrity, confidentiality and auditability);
e times, the different IT systems possibly considered,

¢ times, the various healthcare establishment types and categories,

¢ times, the varying healthcare organisations and procedural processes,

e times, the variable healthcare actors and their related roles,

e times, the potential security technologies useable and used,

e times, the possible distribution and sharing policies of healthcare information,

it is clear that a very high number of authorised security policies might defined, refined and formalized.
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In order to capture all these case, better than an exhaustive enumeration, an implicit definition by means of
some modelling approach should be easier and more faithful: the high diversity of security policies can only be
captured by a high flexibility of the security policy expression and formalising facilities: that is an overall
necessity.

Robustness
Considering:

¢ the always possible accidental and/or intentional (malicious or non-malicious) failures in the security policy
definition /specification/conception/implementation process;

o the always possible accidental and/or intentional (malicious or non-malicious) misuse of any healthcare
information system;

o the always possible accidental and/or intentional (malicious or non-malicious) misunderstanding of the
security needs of any healthcare organisation expressing informal security requirements;

o the always possible accidental and/or intentional a posteriori conflict between two healthcare parties
involved in a same health activity or health information exchange;

¢ the always possible security failures integrating in any security component being part of a global solution

it is clear that a high level of trustworthiness is required when the security policies are defined, refined and
formalized.

In order to capture such high @a.level of_trustworthiness,  better than repetitive controls, an proved
strategy/process should be more ‘trusted ‘and more-relevant:” the 'high level required for the security policy
expression and formalising can only be captured by a high robustness of the security policy expression
throughout mathematical facilities: thatis an major/obligation.
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1 Scope

This CEN Technical report specifies the starting point for working on some formalising tools that could be
used by the healthcare actors to express, compare and validate local and/or network security policies.

Defining and validating a correct security policy encompass different activities such as expressing correctly
(i.e. without any ambiguity), formulating correctly (i.e. without any misinterpretation) and proving the
correctness (i.e. without known failures or major lack) of the [to be formally modelled] security policy.

This CEN Technical report does NOT intend at all to specify a UNIQUE or UNIVERSAL formal model that
need to be used by the European healthcare community: it only indicates, as a first working step, some ways
that could be followed to help that healthcare community to correctly and fruitfully manipulate the security
policy concept(s) and the formal modelling techniques.

This CEN Technical report does NOT intend to indicate an EXHAUSTIVE spectrum of all the published formal
security policy models: it only gives a readable and understandable flavour of the most well-known formal
models and also of the [maybe] most interesting ones from the healthcare activity and needs point of view.
This CEN Technical report is, in this very first version, divided in five parts:

* Part #1 - Introduction to formal modelling: this clause summarises and justifies the following needs:

i. need for policies, in general and for any context;

ii. need for security policies, in any data processing context;

ii. need for models (or modelling facilities) of security policies, in some generic system environments;

iv. need for formal models (orformal.modelling facilities). of-security policiesyin some sensitive areas;

v. need for healthcare-oriented formal models of security policies, specialized to healthcare specificities.

* Part #2 - Historical security policies and models: this clause explains and introduces the main objectives and
concepts of the security policy modelling activity that seems to be of interest for future healthcare usage:

a. formal models of confidentiality policies;
b. formal models of integrity policies;

c. formal modelling attempts of general purpose policies.

Part #3 - A generic formal modelling approach: this clause informs on the possibilities of formal models,
related to the security policy activity and especially for the healthcare organisations:

. which types of formal models exist?

Q

o

. why using formal modelling?
c. what for choosing modal logic?

. how implementing deontic logic?

o

Part #4 - Healthcare current needs and future trends: this clause intends to make the link between all the
user requirements that are handled inside the activity of CEN/TC 251 and the past/current/future needs:

1. past results with the security categorisation work;
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2. current work with the distribution- or the communication- security policy modelling;
3. future trends and corresponding expected results with the new activity on real formal modelling.

* Part #5 - Healthcare applications of FM_HSP: this clause gives examples of applicability of the global formal
modelling approach to healthcare security policies:

1. anonymisation policies;

2. Trusted Third Party’s policies;

3. communication security policies;
4. cryptographic policies;

5. safety versus security policies.

This CEN Technical report is intended to built a long term prospect: this means that confidentiality and
integrity, but also availability and accountability, considerations need to be taken into account in order to
propose interesting and useful results to the healthcare actors concerned with the general security policy
aspects.

2 Normative References

Not applicable.

3 Terms and definitions
For the purposes of this’CEN Technical report, the following terms-and definitions apply.

NOTE Please note that for those definitions where no reference is given, the definitions proposed here have not been
endorsed to be generally valid in the work of CEN/TC 251.

31

access control

a means of ensuring that the resources of a data processing system can be accessed only by authorized
entities in authorized ways

[ISO 2382-8:1998]

3.2

accountability

the property that ensures that the actions of an entity may be traced uniquely to the entity
[ISO 7498-2:1989]

3.3
anonymity
property that ensures that the nominative identity is not revealed

34

auditability

the property that ensures that any action of any security subject on any security object may be examined in
order to establish the real operational responsibilities

[ENV 13608-1:2000]
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3.5

authentication

process of reliably identifying security subjects by securely associating and its authenticator. See also data
origin authentication and peer entity authentication

[ISO 7498-2:1989]

3.6

authenticity

combination of element that ensure the origin of a document or of data: the data integrity and the sender’s
authentication contribute to the document authenticity

3.7

authorization

the granting of rights, which includes the granting of access based on access rights
[ISO 7498-2:1998]

3.8
authority
entity that has the responsibility and capacity for providing some added value to the network or system

3.9

availability

property of being accessible and useable upon demand by an authorised entity
[ISO 7498-2:1989]

3.10

certification

use of digital signature to make transferable ystatement cabaut beliefs) of identity, or statements about
delegation of authority

[ENV 13608-1:2000]

3.1

Certification Authority

an authority trusted by one or more users to create and assign certificates. Optionally the certification authority
may create the users' keys

[ISO 9594-8:2001]

3.12

confidentiality

the property that information is not made available or disclosed to unauthorised individuals, entities, or
processes

[ISO 7498-2:1989]

3.13

cryptography

the discipline which embodies principles, means, and methods for the transformation of data in order to hide
its information content, prevent its undetected modification and/or prevent its unauthorised use

[ISO 7498-2:1989]

3.14

decryption/deciphering

the reversal of a corresponding reversible encipherment
See decipherment

[ISO 7498-2:1989]

3.15

encryption/enciphering

the cryptographic transformation of data (see cryptography) to produce ciphertext
See encipherment
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[ISO 7498-2:1989]

3.16
identification
process of identifying the security subjects attributes, such as name, address, or other subject attributes

[ENV 13608-1:2000]

3.17

identifier

piece of information used to claim an identity, before a potential corroboration by a corresponding
authenticator

3.18

identity

collection of data items, such as official name, postal address etc., that are required for naming non
ambiguously a given person

3.19

Integrity

property of being unmodified by any kind of unauthorised security subject
[ENV 13608-1:2000]

3.20
private key
key that is used with an' asymmeétric cryptographic algorithm.and whose poassession is restricted (usually to

only one entity)
[ISO/IEC 10181-1:1996]

3.21

public key

key that is used with an-asymmetric cryptographic algorithm and that can be made publicly available
[ISO 10181-1:1996]

3.22
secret key
key which is kept secure and only disclosed to parties intended to have access to data protected by it

3.23
security
combination of security properties (such as availability, confidentiality and integrity, and also auditability)

[ENV 13608-1:2000]

3.24

Security Object

passive entity that contains or receives information
[ITSEC:1991]

3.25

Security Policy

set of laws, rules, and practices that regulate how an organisation manages, protects, and distributes sensitive
information

[TCSEC:1985]

3.26

security service

service, provided by a layer of communicating open systems, which ensures adequate security of the systems
or of data transfers
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[ISO 7498-2:1989]

3.27

Security Subject

an active entity, generally in the form of a person, process or device that causes information to flow among
objects or changes the system state. Technically, a process/domain pair

[TCSEC:1985]

3.28

third party

party other than data owner, or data recipient, required to perform a security function as part of a
communication protocol

3.29

Trusted Third Party (TTP)

third party which is considered trusted for purposes of a security protocol

NOTE TTP, a special case of the generic notion of third party, is a party to which a justifiable trustworthiness can be
placed for the need of the security services it is intended to provide to the requesting entities.

4 Symbols and abbreviations

4.1 Abbreviations
3DES Triple ‘Data Encryption Standard’
cC Common criteria

CORBA Common Object Request Brokerage

DES Data Encryption Standard
DICOM Digital Imaging and Communication in Medicine
ECMA European Computers and Manufacturer Association

EDIFACT Electronic Data Interchange For Administration Commerce and Transport

HL7 Health Level 7

HTML HyperText Markup Language

HTTP HyperText Transfer Protocol

IETF Internet Engineering Task Force

ITSEC Information Technology Security Evaluation Criteria
MIME Multimedia Internet Message Extensions

PKCS#7 Public Key Cryptographic Standard#7

PBM Policy Bridging Model
PP Protection Profile
RFC Request For Comment
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