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INTERNATIONAL ELECTROTECHNICAL COMMISSION

SERVICE DIAGNOSTIC INTERFACE FOR CONSUMER
ELECTRONICS PRODUCTS AND NETWORKS -
IMPLEMENTATION FOR ECHONET

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
aII national electrotechnical committees (IEC National Committees) The object of [E is to promote

this end and in addltlon to other activities, IEC publishes International Standard pecifications,
Technical Reports, Publicly Available SpeC|f|cat|ons (PAS) and Guides (hé¥es Q as “IEC

Publication(s)”). Their preparation is entrusted to technical committees; any IEC N erested
in the subject dealt with may participate in this preparatory work gavernimental And non-
governmental organizations liaising with the IEC also participate in this¢prep EC\collabgrates closely
with the International Organization for Standardization (ISO) in accord ditions determined by

© = N
consensus of opinion on the relevant subjects since each i mi 3 epresentation from all
interested IEC National Committees.

IEC Publications have the form of recommendations fori ti Q accepted by IEC National

Committees in that sense. While all reason e\ made at the technical content of IEC
- . \ )

Publications is accurate, IEC cannot be e

misinterpretation by any end user.

In order to promote international uniformity i 3 i undertake to apply IEC Publications
transparently to the maX|mum extent posgible in th' i and regional publications. Any divergence
the latter.

IEC provides no marking p indicate i dl and cannot be rendered responsible for any
equipment declared to be i 3 i i

No liability shal 3 S
members of its te aftonal Committees for any personal injury, property damage or

other damage of &n her direct or indirect, or for costs (including legal fees) and
expenses arising Y icat ge of, or reliance upon, this IEC Publication or any other IEC
Publications.

The text of this standard is based on the following documents:

FDIS Report on voting
100/1077/FDIS 100/1102/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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The committee has decided that the contents of this publication will remain unchanged until
the maintenance result date indicated on the IEC web site under "http://webstore.iec.ch” in
the data related to the specific publication. At this date, the publication will be

* reconfirmed;

* withdrawn;

» replaced by a revised edition, or
*+ amended.

A bilingual version of this publication may be issued at a later date.

@%
S
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INTRODUCTION

Consumer products are often repaired by service workshops, which service a wide range of
products developed by different manufacturers.

For highly complex products, fault diagnosis becomes increasingly difficult and time-
consuming. To make diagnosis possible, manufacturers often develop built-in diagnostic
software, which can be used for fault-finding together with an external diagnostic unit through
a service diagnostic interface (SDI).

To avoid the need for a service workshop to purchase several different diagnostic units from
different manufacturers for different products, a standardized SDI is proposed_ for use by all
manufacturers and in all products in which such diagnostic interfaces arglrequired. The result
will be that only one SDI is needed in the service workshops.

The SDI should also be suitable for diagnosis in a network (faci)i{i d appliances
network) in which different products from different manufacture S gether. The
interface should also allow for future development.

The standard SDI which has to be specified, should

e be usable in future products;
e be easily connectable to a product6ra ne
* be cheap;

* not limit product design.

s
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SERVICE DIAGNOSTIC INTERFACE FOR CONSUMER
ELECTRONICS PRODUCTS AND NETWORKS -
IMPLEMENTATION FOR ECHONET

1 Scope

This International Standard specifies requirements for service diagnostic software to be
implemented in products that incorporate a digital interface. It does not specify requirements
for carrying out remote diagnosis or for manufacturer-dependent software.

« the specific hardware

« the specific requirelments. of

— the service.softy
- an ECH(@

specification necessary to be able to carry out computerized
ardized software of the controller as well as the standardized

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

ECHONET Specification:2002, Version 2.11
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3 Terms, definitions and abbreviations

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.1.1

ECHONET specifications

ECHONET specifications were designed to enable the use of various kinds of transmission
media (for example, power line, low-power radiofrequency, ETHERNET, Bluetooth®)

NOTE Ethernet is a registered trademark of the Xerox Corporation. Bluetooth® is emark owned by
Bluetooth SIG, Inc.

3.1.12
remote diagnosis
diagnosis of a product via telephone, Internet, etc.

3.2 Abbreviations

EHD ECHONET headers

SEA Source ECHONET address
DEA Destination ECHONET addres
EBC ECHONET byte counter

EDATA ECHONET data
OHD Object messagg
EOJ ECHONET obje
EPC
ESV
EDT
CpESV
DUT
OEM
PC
ROM
SDI

header

4 Different types of service diagnostics

4.1 Stand-alone products

For stand-alone products, a connection is made between the diagnostic controller and the
DUT, where the DUT is from any manufacturer and of any type.

4.2 Facilities or household appliances network

In a facilities or household appliances network, a connection is made between the diagnostic
controller and a network of facilities or household appliances. Several different facilities or
household appliances are interconnected and not all of them are necessarily from the same
manufacturer.
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In this case, the SDI shall list the products on the network, detect which facilities or appliance
is causing problem, and diagnose the product concerned.

4.3 Remote diagnosis

In addition to the configurations described in 4.1 and 4.2, a link can be made (for example, via
telephone, the Internet, etc.) between the diagnostic controller in the workshop and a
DUT/network at the customer’s home. Therefore, if a product has both an ECHONET interface
and a remote connection capability, this product should be able to transfer the diagnostic data,
as described in this standard, through the remote connection.

5 SDI requirements

The SDI consists of

e hardware and software, both in the DUT and in the test equipme

+ the connection between the tester and the DUT.

The total SDI can be divided into the parts described in 5.

5.1 Hardware
5.1.1 Tester hardware

The hardware used for testing shall be omputer or general-purpose
controller (for example, desktop or laptep PC at least one suitable network

5.1.2 Facilities\or
For the connecti:; b e tester apd the DUT, the “facilities or household appliances
network” shall be wse tagnesis of the DUT using the network, the tester shall be

The DUT shall be prévided with at least one network interface which enables the transfer of
the ECHONET frame as specified in 7.1.

5.1.3.2 Facilities or household appliances network

For diagnosis on a network, the tester shall, where possible, be connected to a “facilities or
household appliances network” that conforms to the requirements of 7.1.

5.2 Software

NOTE The software for the SDI can be divided into two parts (tester and DUT) of which each part again can be
divided into mandatory (SDI common) software and non-mandatory (manufacturer-dependent) software.

5.2.1 Tester software

The software platform of the tester shall be able to handle the ECHONET frame as specified
in7.1.
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The SDI common software on the tester shall have the following functionalities:

a) to initiate a service of “property value read request”’, as specified in 7.1.9;

b) to read out the service of “property value read response” and “property value notification”
of all products, as specified in 7.1.9;

c) to display a list of all products connected to the facilities or household appliances network
to which the tester is connected. On the display shall be listed the

« manufacturer code property;
» place-of-business code property;

e product code property;

e serial number property;

e date-of-manufacture roperty;

specified in 8.3.5;

e) to display an indication of the fault content prope
error in an actual device as specified in 8.3.6.

by the tester and

7.1.9; @
c) initiate a servieg’of

The common applisgtion shall be able to retrieve from the SDI-compliant devices and display
the information specified in 6.1.1 to 6.1.3.

6.1.2 General information (product identification)

The manufacturer code property, the place-of-business code property, the product code
property and the serial number property shall be read from the DUT and displayed. These
property data shall always be available as specified in 8.3. The tester shall display this
information for all devices in the system.

NOTE The manufacturer code displayed might not be the same as the name on the physical device.

6.1.3 Diagnosis information

After start-up of the general information software, the diagnosis information shall be displayed.
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7 Control protocol

7.1 Message structure (frame format)

The ECHONET specifications were designed to enable the use of various kinds of
transmission media (for example, power line, low-power radiofrequency, ETHERNET,
Bluetooth®). Slow transmission speeds discourage large data transfers, and it is desirable to
reduce the mounting load on simple devices. In the light of this situation, ECHONET specifies
the frame format for the ECHONET communication middleware block to minimize the
message size while fulfilling the requirements of the communications layer structure.

7.11 Frame format

Figure 1 shows the content of the ECHONET communication mj Iew reNframe format.

Detailed specifications for each message component will be
subclauses.

7111 Message configuration for exchange betwee
processing blocks

and the plain message format
HD (see Table 2). Therefore,

b) Plain compo

Insecure com

e) Secure compound message format

Secure communication is performed so that one message is used to view or change the
contents of two or more properties.

f) Secure arbitrary message format

Secure communication is performed so as to exchange information that complies with
vendor-unique specifications.

Figure 1 shows the ECHONET frame structure for the plain message format.
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Format Ill (multiple property
simultaneous control form at
multiple property simultaneous
control format)

Format Il (compound C .. ..
data format) oHp| SEOJ DEOJ ESF:/ orCl PDC PDC|EPC| EDT - EPC| EDT
— — Size of Size of\ J | ]
request request
1 n
OHD : object message header (

SEOJ : specifies source ECHONET Object
DEOJ : specifies destination ECHONET Object (3B
CpESV : compound ECHONET service
OPC : number of processed properties
PDC : property data counter
EPC : ECHONET property
EDT : property value data

Format | (basic data format)

(max. 247 bytes)

o SiEA /D% (ECHONET frame)
\/ HONET message header (1B)
/S CHONET Address (2B)
: destination ECHONET Address (2B)
: EDATA area byte counter (1B)
TA : ECHONET data (max. 256 bytes) EC 1133/06

e 1 — ECHONET frame for plain data format

7.1.2 ECHONET headers (EHD)

This subclause provides detailed specifications for the ECHONET header (EHD) shown in
Figures 1 and 2.


https://standards.iteh.ai/catalog/standards/iec/1a74d8e4-2361-4be4-abc5-7f24953e08fe/iec-62394-2006

