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INTERNATIONAL ELECTROTECHNICAL COMMISSION

ELECTRICITY METERING -
DATA EXCHANGE FOR METER READING,
TARIFF AND LOAD CONTROL -

Part 53: COSEM application layer

FOREWORD

international co-operation on all questions concerning standardization in the ele
this end and in addition to other activities, IEC publishes International $
Technical Reports, Publicly Available Specifications (PAS) and Guides

Publications is accurate, IEC cannot be
misinterpretation by any end user.

the latter.

5) IEC provides no R i
equipment decl
6) All users should ensuge

approval and cannot be rendered responsible for any
Publication.

edition of this publication.

, employees, servants or agents including individual experts and

members of its té N EC National Committees for any personal injury, property damage or
other damag f r, whether direct or indirect, or for costs (including legal fees) and
expenses publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. |IE ot be held responsible for identifying any or all such patent rights.

The International Electrotechnical Commission (IEC) draws attention to the fact that it is claimed that compliance
with this International Standard may involve the use of a maintenance service concerning the stack of protocols on
which the present standard IEC 62056-53 is based.

The IEC takes no position concerning the evidence, validity and scope of this maintenance service.

The provider of the maintenance service has assured the IEC that he is willing to provide services under
reasonable and non-discriminatory terms and conditions with applicants throughout the world. In this respect, the
statement of the provider of the maintenance service is registered with the IEC. Information may be obtained from:

DLMS1 User Association
Geneva / Switzerland

www.dIms.ch

International Standard IEC 62056-53 has been prepared by IEC technical committee 13:
Equipment for electrical energy measurement and load control.

1 Device Language Message Specification
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This standard cancels and replaces the first edition which was published in 2002.
It constitutes a technical revision. The main changes with respect to the previous edition are
as follows:

e the protocol of the COSEM-RELEASE service has been changed: depending on the
communication profile used, these services may rely on the ACSE A_RELEASE services;

e the parsing order of the AARQ APDU has been changed;

e handling of repeated application association requests has been simplified;

e the Service_Class parameter of the COSEM-OPEN service is now linked to the response-
allowed field of the xDLMS-Initiate.request APDU;

e the Service_Class parameter of COSEM services for data exchange usin
is now linked to bit 6 of the Invoke-ld-And-Priority parameter;

e a new, optional EXCEPTION APDU has been introduced. The setb
APDU after an erroneous service request;

g LN referencing

d\back this

e a general part about using the COSEM application layer in
has been added;

ation profiles

e the description of using the COSEM Application layer
HDLC based communication profile has been amendets

ection-oriented,

a new, TCP-UDP/IP based communication profil

The text of this standard is based on t follom en

FDIS }%onrt\&Q/_ot}(g

13/1387/FDIS N98/RVD

standard can be found in the report on

pdblished under the general title Electricity metering —
and load control, can be found on the IEC website.

* reconfirmed
* withdrawn,
+ replaced by a revised edition, or
*+ amended.

A bilingual version of the publication may be issued at a later date.
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ELECTRICITY METERING -
DATA EXCHANGE FOR METER READING,
TARIFF AND LOAD CONTROL -

Part 53: COSEM application layer

1 Scope

This part of IEC 62056 specifies the COSEM application layer in terms o
and protocols for COSEM clients and servers, and defines how to use ¢t
layer in various communication profiles.

fure, services
application

It defines services for establishing and releasing applica i and data
communication services for accessing the methods and.attibute interface
objects, defined in IEC 62056-62, using either logical{name\(LN
referencing.

Annex D gives an expla
data exchange.

IEC 60050 : ational Electrotechnical Vocabulary (IEV) - Electrical and
electronrys SUre and measuring instruments — Part 311: General terms relating to
measuremen 342: General terms relating to electrical measurements — Part 313:

Types of electrisal m
instrument

asuring instruments — Part 314: Specific terms according to the type of

IEC 61334-4-41:1996, Distribution automation using distribution line carrier systems — Part 4:
Data communication protocols — Section 41: Application protocols — Distribution line message
specification

IEC 61334-6:2000, Distribution automation using distribution line carrier systems — Part 6:
A-XDR encoding rule

IEC 62051:1999, Electricity metering — Glossary of terms

IEC 62051-1:2004, Electricity metering — Data exchange for meter reading, tariff and load
control — Glossary of Terms — Part 1: Terms related to data exchange with metering
equipment using DLMS/COSEM

IEC 62056-21:2002, Electricity metering — Data exchange for meter reading, tariff and load
control — Part 21: Direct local data exchange
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IEC 62056-42:2002, Electricity metering — Data exchange for meter reading, tariff and load
control — Part 42: Physical layer services and procedures for connection-oriented
asynchronous data exchange

IEC 62056-46:2002, Electricity metering — Data exchange for meter reading, tariff and load
control — Part 46: Data link layer using HDLC protocol
Amendment 12

IEC 62056-47, Electricity metering — Data exchange for meter reading, tariff and load control
— Part 47: COSEM transport layer for IP networks

IEC 62056-61, Ed.2, Electricity metering — Data exchange for meter reading, tariff and load
control — Part 61: Object identification system (OBIS)

control — Part 62: Interface classes

ISO/IEC 8649:1996, Information technology — Open Systems Inter
for the Association Control Service Element

ISO/IEC 8650-1:1996, Information technology — Open sys
oriented protocol for the Association Control Service Elemrent:

ISO/IEC 13239:2002, Information techno
between systems — High-level data link

Author: J. Postel
Date: September 1981

STD0006 — Use@ag
Author: J. Postel

Date: 28 August 19
Also: RFC0768

STDO007 — ¢ i Protocol

See also Bibliography for other related Internet RFCs.

3 Terms, definitions and abbreviations

3.1 Terms and definitions

For the purposes of this part of IEC 62056, the definitions in IEC 60050-300, IEC 62051 and
IEC 62051-1 apply.

3.2 Abbreviations
.cnf .confirm service primitive

.ind .indication service primitive

2 To be published.
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.req
.res
AA
AARE
AARQ
ACSE
AE
AP
APDU
API
ARP
ASE
ASO
ATM
A-XDR
BER

.request service primitive

.response service primitive
Application Association

Application Association REsponse
Application Association ReQuest
Application Control Service Element
Application Entity

Application Process

Application layer Protocol Data Unit
Application Programming Interface
Address Resolution Protocol
Application Service Element
Application Service Object
Asynchronous Transfer Mode

Adapted eXtended Data Representation

Basic Encoding Rules
Control function

Connection Oriented

ss

Nlerfta

nterhet Protocol

Local Area Network

Logical Link Control (sub-layer)
Low Level Security

LLC Protocol Data Unit

LLC sub-layer Service Access Point
Least Significant Bit

Medium Access Control
Message Digest Algorithm 5
Management Information Base
Most Significant Bit

Message Sequence Chart
OBject Identification System
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(OR] Open System Interconnection

PDU Protocol Data Unit

PPP Point-to-Point Protocol

PSTN Public Switched Telephone Network
RARP Reverse Address Resolution Protocol
RFC Request For Comment

RLRQ Release Request

RLRE Release Response

SAP Service Access Point

SHA-1 Secure Hash Algorithm 1

SNMP Simple Network Management Protocol
VAA Virtual Application Association

xDLMS-ASE extended DLMS Application Service Element

4 The COSEM communications framework

4.1 Client/server type operation, communicatignh profiles

Communication with electricity meteringaequipmg M interface object model
is based on the client/server paradi§ ent3 plays the server role. In
this environment, communication take 3 een/a client and a server AP: in

other words, the server AP provides ye : to the client AP. These services are
provided via exchanging messages (& :
the server APs, as shown inFigure 1.

Server application

(COSEM device)
RVICE.request

g
SERVICE.response

<

IEC 2070/06

igure 1 — Client/server relationship in COSEM

In general, the client and the server APs are located in separate devices; exchanging
messages is done with the help of the communication protocol as shown in Figure 2.

3 The term metering equipment is an abstraction; consequently the equipment playing the role of a server may be
any type of equipment for which this abstraction is suitable.
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_______ request _,,
Client Server
-response__ ___ |
__________ request_ _ _ _ ______________|.-Tesponse
1 I
1 I
I
| Application !
| layer :
1
Protprol ! )
I 1
| ! &
I Intermediate ! /\
| protocol layers 2
X I \
! /N \
A T O B GRS
! NN

Figure 2 — Exchanging the omQJ i¢ation protocol
In general, communication protocols are structs ayers. The client and server COSEM
applications use services of the hig 3 rer, that of the application layer:

consequently, this is the
called the xXDLMS_ASE. £
protocol — are provided

g COSEM specific element(s). This is
lated services — the xDLMS application

Other protocol S 3 Yepe 3f the COSEM model. Consequently, the COSEM
application layer
shown in Figure 3.

Profile 1 \ \ Pr}ﬁke} Profile M
AN
\ \\/ Application layer
xDmS_ASE ACSE
N layer N layer N layer
N-1layer | i ([ 7°7TTTTTTTTTTTC
Physical layer Physical layer Physical layer

IEC 2072/06

Figure 3 — The COSEM application layer on the top of various lower layer stacks
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A complete protocol stack — including the application layer, a physical layer and all protocol
layers between these extreme layers — is called a communication profile.

A communication profile is characterized by the protocol layers included, their parameters,
and by the type — connection-oriented or connectionless — of the ACSE#4 included in the
application layer.

4.2 Connection (association) oriented operation

The xDLMS application protocol is a connection-oriented protocol. It means that the client and
server APs can use the services of the xDLMS_ASE only when these APs are associated>.
Therefore, in this environment a communication session consists of three phases, as shown
in Figure 4.

Client application

L]

Phase 1.
Connection establishment

Phase 2.
Data communication

Phase 3.
Connection release

IEC 2073/06

Figure 4 — A complete com ur@ session in the CO environment

using the association ces of the standard association control service
element. On the other|hahd s of very simple devices, one-way communicating
devices and for , pre-established application associations are
also allowed; se 73 iations, there is no need to use the services of the
ACSE: a full commu include only the data communication phase. (It can
be considered thz ' tablishment phase has been already done somewhere in

the past.)

The COSEM application layer is specified in terms of structure, services, and protocols.
5.2 Application layer structure

The main component of the client and server COSEM application layers is the COSEM ASO,
which provides services to the COSEM AP, and uses services provided by the supporting
lower layer.

Both the client and server side COSEM ASO contain three mandatory components:

e the ACSE. The task of this element is to establish, maintain, and release application
associations. For the purposes of connection-oriented profiles, the connection-oriented
ACSE, specified in ISO/IEC 8649 and ISO/IEC 8650-1 is used;

4 ACSE = Association Control Service Element

5 Application associations can be considered as application level connections.


https://standards.iteh.ai/catalog/standards/iec/6dfe0c8d-754c-466d-b2b9-432d12ddece2/iec-62056-53-2006

