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INTERNATIONAL ELECTROTECHNICAL COMMISSION

DIGITAL DATA COMMUNICATIONS FOR MEASUREMENT AND CONTROL -

4)

5)

A PAS is a tect

FIELDBUS FOR USE IN INDUSTRIAL CONTROL SYSTEMS

Section 1: MODBUS®* Application Protocol Specification V1.1a -
Section 2: Real-Time Publish-Subscribe (RTPS) Wire Protocol
Specification Version 1.0

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization fr st
all national electrotechnical committees (IEC National Committees). The
international co-operation on all questions concerning standardization in the el
this end and in addition to other activities, IEC publishes International S
Technical Reports, Publicly Available Specifications (PAS) and Guides

nga |zat|n comprising

Publications is accurate, IEC cannot be held\ respgnsi
misinterpretation by any end user.

In order to promote international uniformit

the latter

IEC provides no markipg\proc ndicate approval and cannot be rendered responsible for any
equipment declare i ublication.

All users should atestedition of this publication.

No liability shall { ts di employees, servants or agents including individual experts and
members of its techndcal \ EC Mational Committees for any personal injury, property damage or
other damage of a ether direct or indirect, or for costs (including legal fees) and
expenses arising\ ouf\ o tion,/use of, or reliance upon, this IEC Publication or any other IEC

Attention is<draw e references cited in this publication. Use of the referenced publications is
indispensa ) igation of this publication.
Attentign is™dr S sibility that some of the elements of this IEC Publication may be the subject of

patent rights. IE allm ¢ held responsible for identifying any or all such patent rights.

Rical)specification not fulfilling the requirements for a standard but made

available to the public .

IEC-PAS 62030 has been processed by subcommittee 65C: Digital communications, of IEC
technical committee 65: Industrial-process measurement and control.

The text of this PAS is based on the This PAS was approved for
following document: publication by the P-members of the
committee concerned as indicated in
the following document

Draft PAS Report on voting
65C/341A/NP 65C/347/RVN

Following publication of this PAS, which is a pre-standard publication, the technical
committee or subcommittee concerned will transform it into an International Standard.

*

MODBUS is a trademark of Schneider Automation Inc.
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It is foreseen that, at a later date, the content of this PAS will be incorporated in the future
new edition of the IEC 61158 series according to its structure.

This PAS shall remain valid for an initial maximum period of three years starting from
2004-11. The validity may be extended for a single three-year period, following which it shall
be revised to become another type of normative document or shall be withdrawn.

@%
S
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Overview

This PAS has been divided into two sections. Section 1 deals with MODBUS® Application
Protocol Specification V1.1a while Section 2 covers the Real-Time Publish-Subscribe (RTPS)
Wire Protocol Specification Version 1.0.

It is intended that the content of this PAS will be incorporated in the future new editions of the
various parts of IEC 61158 series according to the structure of this series.

Section 1 — MODBUS® Application Protocol Specification V1.1a

1 MODBUS

1.1 Introduction

1.1.1 Scope of this section

It is currently impleme

e TCP/IP over KEthe e AnhexM of\Section 1: MODBUS MESSAGING ON TCP/IP
IMPLEMEN } E.

* Asynchronous“sg

e MODBUS PLUS)\a® C en passing network.
NOTE The "Spgecification” i of this PAS.

Modbus on TCP
y T Ty T 4 =
Other MODBUS+ / HDLC Master / Slave Ethernet 11 /7802.3
EIA/TI1A-232 or Ethernet
Oth Physical |
er ysical fayer EIA/TI1A-485 Physical layer

Figure 1 — MODBUS communication stack

This Figure 1 represents conceptually the MODBUS communication stack.
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1.1.2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

IEC 61131 (all parts): Programmable controllers

EIA*/TIA™-232-E: Interface between Data Terminal Equipment and Data Circuit-Terminating
Equipment Employing Serial Binary data Interchange

EIA-422-A: Electrical Characteristics-Balanced Voltage Digital Interface Circuit

EIA/TIA-485-A: Electrical Characteristics of Generators and Receive
Digital Multipoint Systems

balanced

RFC 791, Interne Protocol, Sep81 DARPA

1.2 Abbreviations

ADU Application Data Unit

HDLC High level Data Link Control
HMI  Human Machine Interface
IETF Internet Engineering Task Forc
/10 Input/Output

IP Internet Protocol
MAC Medium Access Cg¢
MB
MBAP
PDU
PLC
TCP

The MOBBUS easy communication within all types of network
architectures:

EIA: Electronic Industries Alliance.

*k

TIA: Telecomunication Industry Association.
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MODBUS COMMUNICATION
< >

/O

Drive HMI I/O| |I/O
MODBUS ON TCP/IP

Gateway /\ Gateway

3 2 o ,
o B Huy 8 2 \NK O \/
2 = g
g Device \/ = b‘g
Drive A
e Deyige
Vo

itecture

the MODBUS protocol

1.4 General t@'

-«

PDU

Figure 3 — General MODBUS frame

>

The MODBUS application data unit is built by the client that initiates a MODBUS transaction.
The function indicates to the server what kind of action to perform. The MODBUS application
protocol establishes the format of a request initiated by a client.

The function code field of a MODBUS data unit is coded in one byte. Valid codes are in the
range of 1 ... 255 decimal (128 — 255 reserved for exception responses). When a message is
sent from a Client to a Server device the function code field tells the server what kind of
action to perform. Function code "0" is not valid.

Sub-function codes are added to some function codes to define multiple actions.
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The data field of messages sent from a client to server devices contains additional
information that the server uses to take the action defined by the function code. This can
include items like discrete and register addresses, the quantity of items to be handled, and
the count of actual data bytes in the field.

The data field may be nonexistent (of zero length) in certain kinds of requests, in this case
the server does not require any additional information. The function code alone specifies the
action.

If no error occurs related to the MODBUS function requested in a properly received MODBUS
ADU the data field of a response from a server to a client contains the data requested. If an
error related to the MODBUS function requested occurs, the field contains an exception code
that the server application can use to determine the next action to be taken.

For example a client can read the ON / OFF states of a group of discrete
it can read/write the data contents of a group of registers.

outputs or inputs or

When the server responds to the client, it uses the function code field tq indicate either a

function code.

Client

Initiate request| \>
\ G
|Function code| Data R ue§l\|

Perform the action
Initiate the response

(LFur?s{iNyﬂ Data Response |
()

Receive the resporise

For an exception$

function code from

transaction (error free)

returns a code that is equivalent to the original
its most significant bit set to logic 1.

Server

NI
o

Function code Data Request

Error detected in the action
Initiate an error

|
Exception Function code | Exception code

Receive the response

Figure 5 — MODBUS transaction (exception response)

NOTE It is desirable to manage a time out in order not to indefinitely wait for an answer which will perhaps never
arrive.
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The size of the MODBUS PDU is limited by the size constraint inherited from the first
MODBUS implementation on Serial Line network (max. RS485 ADU = 256 bytes).

Therefore:

MODBUS PDU for serial line communication = 256 - Server adress (1 byte) - CRC (2
bytes) = 253 bytes.

Consequently:
RS232 / RS485 ADU = 253 bytes + Server adress (1 byte) + CRC (2 bytes) = 256 bytes.
TCP MODBUS ADU = 253 bytes + MBAP (7 bytes) = 260 bytes.

The MODBUS protocol defines three PDUs. They are :
¢ MODBUS Request PDU, mb_req_pdu

e MODBUS Response PDU, mb_rsp_pdu
e MODBUS Exception Response PDU, mb_excep_rsp_pdu

The mb_req_pdu is defined as:

eférences,
fsets, sub-function codes etc.

The mb_rsp_pdu isdefi
mb_rsp_pdy=

variable counts, data offsets, sub-function codes, etc.

The mb_excep>xsp_pdu is defined as:

mb_excep_rsp_pdu = {function_code, request_data}, where
exception-function_code = [1 byte] MODBUS function code + 0x80
exception_code = [1 byte] MODBUS Exception Code Defined in table

"MODBUS Exception Codes" (see 1.7).

1.4.2 Data Encoding

¢ MODBUS uses a ‘big-Endian’ representation for addresses and data items. This means
that when a numerical quantity larger than a single byte is transmitted, the most
significant byte is sent first. So for example

Reqister size value

16 - bits 0x1234 the first byte sentis 0x12 then 0x34
NOTE For more details, see [1] in 1.1.2.
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1.4.3 MODBUS data model

MODBUS bases its data model on a series of tables that have distinguishing characteristics.
The four primary tables are:

This type of data can be provided by an 1/O system.

Discretes Input Single bit Read-Only
. . ) . This type of data can be alterable by an application
Coils Single bit Read-Write program.
) ) This type of data can be provided by an 1/0 system
Input Registers 16-bit word Read-Only
. . . ) This type of data can be alte by an application
Holding Registers 16-bit word Read-Write program.

The distinctions between inputs and outputs, and between
addressable data items, do not imply any application behavior. J{ i ptable, and
very common, to regard all four tables as overlaying one ano if\this i q

interpretation on the target machine in question.

For each of the primary tables, the protocol allows individual of 66536 data items,
and the operations of read or write of those items arg iC an myltiple consecutive
data items up to a data size limit which is dependenfon 2 i nction code.

It's obvious that all the data handled via MODBY i of must be located in device
application memory. But physical address ip t be confused with data

¢ Implementation example

The examples below § f g the data in device. There are different
organizations possible \ 3 ibed in this document. Each device can have its
own organizatio@he data gecording to\ts application

outputs. Ea i arate\because data from different blocks have no correlation. Each
block is t i i '

MODBUS access

™~ Input Discrete
< Coils MODBUS Request
]
Input Registers
1 p g
‘/ Holding
Registers

L

MODBUS SERVER DEVICE

Figure 6 — MODBUS Data Model with separate block
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