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Foreword 

ISO (the International Organization for Standardization) is a worldwide 
federation of national Standards bodies (ISO member bodies). The work 
of preparing International Standards is normally carried out through ISO 
technical committees. Esch member body interested in a subject for 
which a technical committee has been established has the right to be 
represented on that committee. International organizations, governmental 
and non-governmental, in liaison with ISO, also take part in the work. ISO 
collaborates closely with the International Electrotechnical Commission 
(1 EC) on all matters of electrotechnical standardization. 

Draft International Standards adopted by the technical committees are 
circulated to the member bodies for voting. Publication as an International 
Standard requires approval by at least 75 % of the member bodies casting 
a vote. 

International Standard ISO 10202-4 was prepared by Technical Committee 
lSO/TC 68, Banking and related financial Services, Subcommittee SC 6, 
Financial transaction cards, rela ted media and Opera tjons. 

ISO 10202 consists of the following Parts, under the general title Financial 
transaction cards - Security architecture of financial transaction Systems 
using in tegra ted circuit cards: 

- Part 1: Card life cycle 

- Part 2: Transaction process 

- Part 3: Cryp tographic key relationships 

- Part 4: Secure application modules 

- Part 5: Use of algorithms 

- Part 6: Cardholder verification 

- Part 7.* Key management 

- Part 8: General principles and overview 

Annex A forms an integral part of this part of ISO 10202. Annex B is for 
information only. 

o ISO 1996 
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mlcrofilm, without permission in writing from the publisher. 
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Financial transaction cards - Security architecture of 
financial transaction Systems using integrated circuit 
cards - 

Part 4: 
Secure application modules 

1 Scope 

This part of ISO 10202 specifies the minimum secur- 
ity requirements of the life cycle for a Secure Appli- 
cation Module (SAM) which tan be added to a Card 
Accepting Device (CAD). A SAM provides application- 
related and cryptographic security information for the 
processing of a financial transaction. Esch application 
supplier may have a SAM. Card issuers and/or appli- 
cation supplier(s) may agree to combine the use of 
one SAM for their applications. This part of ISO 10202 
is applicable to any organization involved in issuing 
SAMs for use in CADs. A SAM may Service one CAD 
or a cluster of attached CADs. 

This part of ISO 10202 allows interaction between an 
Integrated Circuit Card (ICC) and a SAM in a way 
which may be functionally transparent to the Card 
Accepting Device (CAD). This permits the use of dif- 
ferent techniques and levels of command structure 
and message formats. 

A description of security audit and security related 
data fields recorded in a SAM is given in annex A. 
Suggested implernentations of SAM functions are 
provided in annex B. 

A SAM may be used to establish a secure transaction 
relationship between the ICC, application supplier, 
acquirer and CAD. This could include SAM authenti- 
cation by the SAM provider. A CAD may contain one 
or more SAMs. 

The relationship between the host of the SAM pro- 
vider and the SAM is outside the scope of this part 
of ISO 10202. 

NOTE 1 Whenever the SAM provider, card issuer, appli- 
cation supplier or acquirer is referred to in this part of 
ISO 10202, these terms also encompass their agents. 

2 Normative references 

The following Standards contain provisions which, 
through reference in this text, constitute provisions 
of this part of ISO 10202. At the time of publication, 
the editions indicated were valid. All Standards are 
subject to revision, and Parties to agreements based 
on this part of ISO 10202 are encouraged to investi- 
gate the possibility of applying the most recent edi- 
tions of the Standards indicated below. Members of 
IEC and ISO maintain registers of currently valid 
International Standards. 

ISO/1 EC 7812-1: 1993, Identification cards - Identifi- 
cation of issuers - Part 1: Numbering System. 

lSO/IEC 7812-2:1993, Identification cards - Identifi- 
cation of issuers - Part 2: Application and registra- 
tion procedures. 

ISO 7816-1 :1987, Identification cards - Integrated 
circuit(s) cards with contacts - Part 1: Physical char- 
ac teris tics. 

ISO 78 16-2: 1988, /den tification cards - In tegra ted 
circuit(s) cards with contacts - Part 2: Dimensions 
and location of the contacts. 
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ISO/IEC 7816-3:1989, /den tifica Gon cards - In te- 
gra ted circuit(s) cards lyith contacts - Part 3: Elec- 
tro% Signals and transmission protocols. 

ISO/1 EC 7816-4: 1995, Information technology - 
/den tifica tion cards - In tegrated circuitfs) cards with 
contacts - Part 4: Interjndustry commands for jnter- 
Change. 

I SO/I EC 78 16-5: 1994, /den tifica tjon cards - In te- 
grated circujt(s) cards with contacts - Part 5: Num- 
bering sys tem and registra tjon procedure for 
applica tjon iden tifiers. 

ISO 10202-1 :1991, Financial transaction cards - Se- 
curity architecture of financial transaction Systems 
using in tegrated circuit cards - Part 7: Card life 
cycle. 

ISO 10202-2: -l), Financial transaction cards - Se- 
curity architecture of financial transaction Systems 
using integrated cjrcujt cards - Part 2: Transaction 
process. 

ISO 10202-3: -l), Financial transaction cards - Se- 
curjty architecture of financial transaction Systems 
using in tegra ted circuit cards - Part 3: Cryptographic 
key rela tionshjps. 

ISO 10202-5: -l), Financial transaction cards - Se- 
curity architecture of financial transaction Systems 
using integrated circuit cards - Part 5: Use of algo- 
rithms. 

ISO 10202-7:-‘1, Financial transaction cards - Se- 
curity architecture of financial transaction Systems 
using in tegrated circujt cards - Part 7: Key manage- 
men t. 

3.3 SAM provider: The entity that provides a SAM 
to a card acceptor (usually the application supplier). 

4 General security principles 

The security provided in this part of ISO 10202 is 
governed by the following principles. 

a) Any aspect in the Operation of a SAM or data ob- 
tainable from that SAM shall not compromise the 
security of any other System or combination of 
Systems using SAMs. 

b) The SAM provider shall be responsible for the 
SAM life cycle. 

c) Cryptographic keys used in SAMs shall be man- 
aged in such a way that the security of any sys- 
tem using ICCs is not compromised. 

d) The CAD application Software shall not be able 
compromise the security functions of the SAM. 

to 

5 SAM life cycle 

This clause specifies the minimum security require- 
ments in respect of the following stages of the SAM 
life cycle: 

Manufacture of the SAM 

SAM preparation 

SAM initialization 

SAM activation 

SAM usage 
3 Definitions 

SAM use 
For the purpose of this part of ISO 10202, the defi- 
nitions given in ISO 10202-1, together with the fol- 
lowing apply. 

3.1 Secure Application Module (SAM): A physical 
module (or a logical functionality in the CAD) intended 
to contain algorithm(s), related keys, security pro- 
cedures and information to protect an application in 
such a way that unauthorized access is not possible. 
In Order to achieve this, the module must be phys- 
ically and logically protected. 

3.2 SAM initializer: The entity which loads security 
and related operational Parameters in the SAM. 

Q ISO 

SAM deactivation 

SAM reactivation 

Termination of use 

SAM termination 

5.1 Manufacture of the SAM 

The manufacturing process includes hardware and 
Software design, assembly and the packagrng to form 
a SAM. 

1) To be published. 
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Prior to the Stage of the process when proprietary 
data is loaded into the SAM, the security of the 
manufacturing procedures shall be in accordance with 
the level of security required by the SAM provider. 

From the Stage when proprietary data (e.g. a 
cryptographic algorithm, a key or secret data) are 
stored in the SAM, the following security procedures 
shall apply: 

a) all processes shall be conducted in a secure envi- 
ronment where access is controlled and 
confidentiality of proprietary data is maintained; 

b) access to controlled areas of the SAM shall only 
be through the use of a cryptographic key (i.e. 
Production Key) in accordance with ISO 10202-3; 

c) during storage and transport of SAMs, they shall 
be physically and/or cryptographically protected. 

In Order to protect secret data the SAM shall be de- 
signed and manufactured in such a manner that it will 
not be possible without the use of tools that are not 
generally available to compromise the SAM, e.g. by 
physical or logical attacks. 

Audit trail data shall be recorded in the SAM as fol- 
lows (see annex A). 

SAM provider identifier 

The initialization process shall be conducted in ac- 
cordante with ISO 10202-3, in particular with regard 
to the loading of cryptographic keys and other secure 
data. 

A SAM initializer identifier should be recorded in the 
SAM for audit purposes. This identifier shall have the 
specification detailed in annex A. 

5.2.2 SAM activation 

The SAM activation process renders the SAM usable 
for financial transactions in a CAD. lt shall be carried 
out under the control of the acquirer on behalf of the 
SAM provider or his agent. 

The activation process shall be conducted in accord- 
ante with ISO 10202-3. Following this process the 
SAM shall contain the data necessary to identify the 
CAD or card acceptor. 

The SAM activator identifier and date of activation 
should be recorded in the SAM for security audit pur- 
poses (see annex A for detailed specifications). 

The completion of the activation process shall be de- 
noted by the SAM entering the activated Status. 

5.3 SAM usage 

Manufacturer identifier 
5.3.1 SAM use 

SAM-type identifier 

As part of the manufacturing process the integrity of 
the functionality of the SAM should be verified (for 
example, by examining a statistical Sample) to tonfirm 
that it corresponds to the agreed reference specifica- 
tions. 

5.2 SAM preparation 

SAM preparation consists of the following two Steps: 

- SAM initialization 

- SAM activation 

5.2.1 SAM initialization 

The application supplier or the SAM provider shall be 
responsible for providing the secure data for use by, 
and security for, the initialization process. 

The SAM shall contain the required cryptographic 
keys, described in ISO 10202-3. 

A SAM shall not be issued unless it has been initial- 
ized and it shall not be usable for a financial trans- 
action unless it has been activated. 

The SAM shall support the transaction functions con- 
tained in ISO 10202-2 which require the use of a SAM 
according to the card issuer or application supplier 
security requirements. The transaction functions 
which are used between the ICC and SAM shall be 
conducted in accordance with the requirements of 
ISO 10202-2. 

If a transaction is performed which requires functions 
supported by the SAM, then the SAM shall be ac- 
cessible by the CAD throughout the transaction pro- 
cess. 

5.3.2 SAM deactivation 

Only the SAM provider or his agent shall be able to 
deactivate a SAM. In this state the SAM shall not act 
upon any financial transaction. However, reactivation 
may still be performed. 
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SAM deactivation shall be denoted by setting the 
SAM activation Status to a deactivated state (see an- 
nex A). 

If protection against unauthorized deactivation of the 
SAM is required then the process to deactivate the 
SAM shall involve a cryptographic exchange using the 
appropriate cryptographic keY specified in 
ISO 10202-3. 

5.3.3 SAM reactivation 

The process of reactivating a SAM so that it may 
again be used for financial transactions shall be con- 
ducted under the control of the acquirer on behalf of 
the SAM provider or his agent. 

SAM reactivation shall be achieved by setting the 
SAM activation Status to an activated state (see 
annex A). 

If protection against unauthorized reactivation of 
SAM is required then the process to reactivate 
SAM shall involve a cryptographic exchange using 
cryptographic key kActl specified in ISO 10202-3. 

the 
the 
the 

5.4 Termination of use 

The process of permanently disabling a SAM from use 
is at the discretion of the acquirer on behalf of the 
SAM provider or his agent and shall render the SAM 
unusable. 

d 
he SAM activati 
eactivatio n state 

on 
(Se 

Status s 
e annex 

hall be set to the final 
A) . 

If protection against unauthorized termination of use 
of the SAM is required then the process to deactivate 
the SAM shall involve a cryptographic exchange using 
the cryptographic key kActl specified in ISO 10202-3. 

6 SAM interfaces to the CAD 

6.1 Physical characteristics 

The physical characteristic requirements for the SAM 
shall be in accordance with the requirements of 
ISO 7816-1 and ISO 7816-2. 

6.2 Electrical characteristics and protocol 
tYPes 

The electrical characteristics and protocol types shall 
be in accordance with ISO/IEC 7816-3. 

6.3 Commands 

The commands used by the SAM shall be in acccrd- 
ante with lSO/lEC 7816-4. 

6.4 Identifiers 

The identifiers used by the SAM shall be in accord- 
ante with lSO/lEC 7816-5. 

7 SAM security functions 

The minimum set of security functions which a SAM 
shall be able to execute comprises ICC or ADF auth- 
entication. Additional security functions may be avail- 
able such as SAM authentication by the ICC and, if 
necessary, by the Host of the SAM provider, 
load/change SAM keys, transaction certification by the 
SAM and load/change SAM data (for examples of an 
implementation see annex B). In all cases the SAM 
performs specific secure tasks under the Coordination 
of the application Software in the CAD. 

All functions shall be independent of the transmission 
protocol type. Different protocol types in accordance 
with ISO/IEC 7816-3 may be used for the SAM and 
the ICC. 

During the SAM Session initialization the CAD shall 
receive all the information about the SAM’s capabili- 
ties concerning validity, payment System, algorithm(s) 
and key(s). As part of a cryptographic process within 
an ICC Session the CAD shall provide the expected 
information about the ICC to the SAM for key and al- 
gorithm selection. 

The selected algorithms and keys remain selected 
until the next algorithm or key is selected or until the 
transaction or the ICC Session is terminated. 

For Messages (Commands and Responses) to select, 
transmit and perform functions, see lSO/lEC 7816-4 
and ISO 9992-2. 

7.1 CDF or ADF dynamic authentication 

The purpose of this function is to enable a SAM to 
verify the authenticity of a CDF or ADF and by so do- 
ing to ensure that the CDF or ADF has been supplied 
by the entitled authority. 

CDF or ADF dynamic authentication should comprise 
the movement of a pseudo-random number or a time 
variant (e.g. a counter) from the SAM to the CDF or 
ADF. The identities of the algorithm and cryptograpnrc 
key to be used in the authentication process may be 
implicitly defined or explicitly defined using a key 
identifier (see ISO 10202-7). The pseudo-random 
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number shall then be processed by an algorithm in the 
ICC using the cryptographic key Haut or kAaut speci- 
fied in ISO 10202-3. The outcome of this process, the 
authentication Parameter, shall be returned to the 
SAM for checking. 

NOTE 2 The procedure described corresponds to Pro- 
cess 2: Entity Authentication, described in ISO 102025. 

7.2 SAM dynamic authentication 

The purpose of this function is to enable an ICC to 
verify the authenticity of the SAM and so doing to 
ensure that the SAM has been supplied by the en- 
titled authority (e.g. the application supplier). 

SAM dynamic authentication should comprise the 
movement of a pseudo-random number or a time 
variant (e.g. a counter) from an ICC to the SAM. The 
identities of the algorithm and the cryptographic key 
to be used in the authentication process may be im- 
plicitly defined or explicitly defined using a key identi- 
fier (see ISO 10202-7). The pseudo-random number 
shall then be processed by an algorithm in the SAM 
using the cryptographic key kIaut or kAaut specified 
in ISO 10202-3. The outcome of this process, the 
authentication Parameter, shall be returned to the ICC 
for checking. 

NOTE 3 The procedure described corresponds to Pro- 
cess 2: Entity Authentication described in ISO 10202-5. 

7.3 Loadlreplace SAM keys 

The purpose of this function is to load or replace 
cryptographic keys in a SAM subsequent to initializa- 
tion. 

Cryptographic keys used by a SAM should be loaded 
or changed under the control of the cryptographic key 
kActl specified in ISO 10202-3. 

NOTES 

4 The procedure described corresponds to Process 1: Key 
Exchange described in ISO 10202-5. 

5 Iti s assumed that an 
the ini tialization process. 

initial key has been loaded during 

7.4 Transaction certification by the SAM 

The purpose of this function is to prove to the appli- 
cation supplier (and acquirer) that the SAM has been 
involved in a transaction and the functions it was to 
perform (e.g. ICC authentication) have been accom- 
plished. 

The creation of a SAM transaction certificate should 
comprise the movement of transaction related data to 
the SAM. This data is then processed by an algorithm 
in the SAM. The outcome, the SAM transaction cer- 
tificate, is then transmitted to the CAD. This certifi- 
cate shall be generated using the cryptographic key 
kAcer specified in ISO 10202-3. 

NOTE 6 The procedure described corresponds to Pro- 
cess 5: Transaction Certification, described in ISO 10202-5. 

7.5 Loadlreplace SAM data 

The purpose of this function is to maintain the integ- 
rity or confidentiality of data loaded into a SAM or the 
updating of previously loaded data. 

The integrity of data either loaded or updated, if re- 
quired, shall be achieved by means of message auth- 
entication using the cryptographic key kAaut specified 
in ISO 10202-3. Confidentiality of this data, if required, 
shall be achieved by means of encipherment using 
the cryptographic key kAenc specified in ISO 10202-3. 

NOTE 7 If no confidentiality is required the procedure 
corresponds to Process 3: Message Authentication, and if 
condifentiality is required it corresponds to Process 4: 
Message Encipherment described in ISO 10202-5. 

5 

iTeh STANDARD PREVIEW
(standards.iteh.ai)

ISO 10202-4:1996
https://standards.iteh.ai/catalog/standards/sist/a82e83fb-42e9-4681-bbfa-

1344fa5731e3/iso-10202-4-1996



ISO 10202=4:1996(E) 

Annex A 
(normative) 

Description of security audit and security-related data fields 

SAM manufacturer identifier 
Status: 

Location: 

Access conditions: 

Format: 

Content: 

Purpose: 

SAM provider identifier 
Status: 

Location: 

Access conditions: 

Format: 

Content: 

Purpose: 

SAM type-identifier 
Status: 

Location: 

Access conditions: 

Format: 

Content: 

Purpose 

SAM Software release 
Status: 

Location: 

Access conditions: 

Mandatory 

Area which is generally readable 

Not changeable 

2 bytes 

Manufacturer identifier in accordance with a register maintained by ISO 

To identify in a unique way the manufacturer of the SAM 

Mandatory 

Area which is generally readable 

Not changeable 

4 bytes 

The SAM provider identifier in accordance with a register maintained by ISO 

To identify in a unique way the provider of the SAM 

Optional 

Area which is generally readable 

Not changeable 

2 bytes 

The identifier defines the hardware type and the characteristics 

To identify the type of SAM 

Optional 

Area which is generally readable 

Not changeable 

NOTE 8 This does not restritt the possibility for the SAM provider to Change the identifier under his own security pro- 
cedures, e.g. with a resetting of the appropriate cryptographic keys. 

Format: 1 byte 

Content: Defines the present version of Software 

Purpose: To identify the release of Software being used in the SAM 
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SAM initializer identifier 
Status: Mandatory 

Location: Area which is generally readable 

Access conditions: Not changeable 

Format: 1 byte 

Content: Initializer identifier as defined by the SAM provider 

Purpose: To identify the initializer of the SAM 

SAM activator identifier 
Status: Optional 

Location: Area which is generally readable 

Access conditions: Not changeable 

NOTE 9 This does not restritt the possibility for the SAM provider to Change the identifier under his own security pro- 
cedures, e.g. with a resetting of the appropriate cryptographic keys. 

Format: 

Content: 

Purpose: 

10 numeric digits in the form IIIIIINNNN 

IIIIII - Issuer identification number as defined in ISO/IEC 7812-1 and 
ISO/lEC 7812-2 

NNNN - Additional identification as defined by the SAM provider 

To uniquely identify the activator of the SAM 

SAM activation Status 
Status: 

Location: 

Access conditions: 

Format: 

Content: 

Purpose: 

Optional 

Area which is generally readable 

Changeable under the cryptographic control of the SAM provider 

1 byte 

Indication as to whether the SAM is in an activated or deactivated Status 

To indicate the Status of the SAM 

SAM activator serial number 
Status: Optional 

Location: Area which is generally readable 

Access conditions: Not changeable 

Format: 6 numeric digits 

Content: Defined by SAM activator 

Purpose: To identify in a unique way, for a given SAM activator, the activated SAM 

Date of activation of the SAM 
Status: Optiona 

Location: Area wt 

Access conditions: Not cha 

ich is generally readable 

lgea ble 

NOTE IO These may be changed by the SAM provider, if, for example, a new release of Software is loaded into the SAM. 

Format: 6 numeric digits 

Content: YYMMDD 

Purpose: To define the date of activation 
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Annex B 
(informative) 

Examples of implementation of security functions 

The annex provides an example of an implementation for each of the security functions mentioned in clause 7. 

The generic names of the Steps described in the functions are not to be considered as the names of the com- 
mands. 

The abbreviations used in this annex are as follows: 

U = Secure Application Module 

A = Application Supplier 

B.1 CDF or ADF authentication 

BA.1 Logical Process Flow 

NOTE 11 The procedure described corresponds to Process 2: Entity Authentication, described in ISO 10202-5. 

SAM task CAD task Associated ICC task 

S.‘l Generate random number R Initialize task 

s-2 Transmit random 
number R 

c 

S.3 Compute AP’,,, S.1 Compute AP ,cc 

- 

Transmit AP,,, s.2 

S.4 Compare AP’,,, with APicc 

SS Send Status Check Status 
Finish task 
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B.l.2 SAM task 

During this process the following Steps are performed by the SAM: 

S.1 Generate random number: 

Generate a random number R 

S.2 Transmit: 

Transmit R to the ICC via the CAD 

S.3 Compute Authentication Parameter (AP): 

NOTE 12 It is assumed that KA’aut,-, is in the SAM. 

Compute AP’,,, using the selected algorithm, the authentication key (kI’aut,-c or kA’aut,-u) and the previously 
generated random number R, and retain AP’,,, for the next Steps 

S.4 Compare: 

Compare AP,,, with AP’,,, which was computed in Step 3 

S.5 Send Status: 

Send the Status of the comparison to the CAD. The Status shall be retained in the SAM to be used in further 
functions in this Session with this ICC 

8.1.3 Associated ICC task 

The ICC performs the following Steps in conjunction with the SAM task listed previously: 

S.l Compute AP: 

Compute the Authentication Parameter AP,,, using the selected algorithm, the authentication key (Wau-t,-, or 
kA’aut,-u) and the random number R supplied by the SAM 

S.2 Transmit: 

Transmit AP,,, to the SAM via the CAD 

B.2 SAM dynamic authentication 

B.2.1 Logical Process Flow 

NOTE 13 The procedure described corresponds to Process 2: Entity Authentication, described in ISO 10202-5. 
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