TECHNICAL IEC
SPECIFICATION TS 60870-5-601

First edition

2006-06
Telecontrol equipment and x

Part 5-601:
Conformance test cases for t
IEC 60870-5-101 compas n@n standard

O

Reference number
IEC/TS 60870-5-601:2006(E)



https://standards.iteh.ai/catalog/standards/iec/9c2eda4f-1074-41c3-9cbe-16f172d63514/iec-ts-60870-5-601-2006

Publication numbering

As from 1 January 1997 all IEC publications are issued with a designation in the
60000 series. For example, IEC 34-1 is now referred to as IEC 60034-1.

Consolidated editions

The IEC is now publishing consolidated versions of its publications. For example,
edition numbers 1.0, 1.1 and 1.2 refer, respectively, to the base publication, the
base publication incorporating amendment 1 and the base publication incorporating
amendments 1 and 2.

Further information on IEC publications

thus ensuring that the content reflects current technology.
this publication, including its validity, is available in the IE
publications (see below) in addition to new editions, amendment$
Information on the subjects under consideration and work in
by the technical committee which has prepared this publicat{
of publications issued, is also available from the following;

. IEC Web Site (www.iec.ch)

. Catalogue of IEC publications



http://www.iec.ch/
http://www.iec.ch/searchpub
http://www.iec.ch/online_news/ justpub
mailto:custserv@iec.ch
https://standards.iteh.ai/catalog/standards/iec/9c2eda4f-1074-41c3-9cbe-16f172d63514/iec-ts-60870-5-601-2006

TECHNICAL IEC
SPECIFICATION TS 60870-5-601

First edition
2006-06

Part 5-601:
Conformance test
IEC 60870-5-101

O

© IEC 2006 — Copyright - all rights reserved

No part of this publication may be reproduced or utilized in any form or by any means, electronic or
mechanical, including photocopying and microfilm, without permission in writing from the publisher.

International Electrotechnical Commission, 3, rue de Varembé, PO Box 131, CH-1211 Geneva 20, Switzerland
Telephone: +41 22 919 02 11 Telefax: +41 22 919 03 00 E-mail: inmail@iec.ch Web: www.iec.ch

Commission Electrotechnique Internationale PRICE CODE XD
International Electrotechnical Commission

MexayHapogHas dnektpoTexHuyeckas Komuccus For price, see current catalogue



https://standards.iteh.ai/catalog/standards/iec/9c2eda4f-1074-41c3-9cbe-16f172d63514/iec-ts-60870-5-601-2006

-2 - TS 60870-5-601 © IEC:2006(E)

CONTENTS
FOREBW ORDD ... e e 4
S T o7 o o 1= TP 6
2 NOMMALIVE FTEIBIENCES ... e e et e 6
3 Terms and definitioNS ... 7
4 ADDBrEVIAtEd LBIMIS Lot 7
5 Conformance testing for IEC 60870-5-T01 . ..o 7

5.1 Overview and [€gend.........ccoooiiiiiiiiiiii e e N e
5.2 Configuration Parameters for IEC 60870-5-101
5.3 Verification of IEC 60870-5-101 communication
5.4 Conformance Test Procedures ..........coooviiiiiiiiiiiiin e Ne e e NG e e e NNy e
5.5 Testresultschart ... S RO N\ N e D e
5.6 Test results of command transmission

Figure 1 — Test proCedUIe... ..o e NG s e e e e e N e ene e ene e ene e e e eeneenenns

Table 3 — Verification of the Link Level ...\

Table 4 — Verification of the Data Unit [denffier.. N\ . oD, 14
Table 5 — Verification of th€ wbj rss ................................................................. 15
Table 6 — Verification g . ‘ informgtion in monitor (Normal) direction.......... 15

Table 8 — Verificé
Table 9 — Verificatior ofNASRNUSs for Systern information in control (Normal) direction............

Table 15 — Station initialisation function (unbalanced systems) Conformance Test

L Ko ToT=To U] = PP 44
Table 16 — Data acquisition by polling function (unbalanced systems) Conformance

T eSSt PrOCEAUIES ..o e e e e 48
Table 17 — Station initialisation function (balanced systems) Conformance Test

e Ko ToT=To U] =T PP 49
Table 18 — Redundant link Conformance Test Procedures ...........coooviiiiiiiiiiininiiineeceeen, 52
Table 19 — Cyclic data transmission function Conformance Test Procedures ........................ 53
Table 20 — data acquisition through Read function Conformance Test Procedures................ 54
Table 21 — Acquisition of events function Conformance Test Procedures............cccccevenennnnn. 54
Table 22 — General interrogation function Conformance Test Procedures ............ccccceevvennnen. 56

Table 23 — Clock synchronisation function Conformance Test Procedures ............c..ccooooene. 59


https://standards.iteh.ai/catalog/standards/iec/9c2eda4f-1074-41c3-9cbe-16f172d63514/iec-ts-60870-5-601-2006

TS 60870-5-601 © IEC:2006(E) -3 -

Table 24 — Command transmission function Conformance Test Procedures.......................... 61
Table 25 — Transmission of integrated totals (telecounting) function Conformance Test

L Ko ToT=To U] = PP 66
Table 26 — Parameter loading function Conformance Test Procedures............ccccooeviiiinnnnn.n. 69
Table 27 — Test procedure function Conformance Test Procedures.............coooveviiiiiiiiinnn.n. 70
Table 28 — File transfer procedure function Conformance Test Procedures........................... 71
Table 29 — Delay acquisition procedure function Conformance Test Procedures................... 73
Table 30 — Additional Conformance Test Procedures..........ooveiiiiiiiiiiiiin e 74

Table 31 — Negative Conformance Test Procedures. ..o
Table 32 — PIXIT related Conformance Test Procedures.............cc..c.........

Table 33 — Test results chart ...

Table 34 — Test results of single command transmission.................

Table 35 — Test results of double command transmission .........,
Table 36 — Test results of regulating step command transmi
Table 37 — Test results of setpoint command transmission™

O


https://standards.iteh.ai/catalog/standards/iec/9c2eda4f-1074-41c3-9cbe-16f172d63514/iec-ts-60870-5-601-2006

-4 - TS 60870-5-601 © IEC:2006(E)

INTERNATIONAL ELECTROTECHNICAL COMMISSION

TELECONTROL EQUIPMENT AND SYSTEMS -

Part 5-601: Conformance test cases for
the IEC 60870-5-101 companion standard

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for stahdardjzation comprising
all national electrotechnical committees (IEC National Committees). The object| of IEC\is to promote

this end and in addition to other activities, IEC publishes International Standaxd nical Specifications,

Technical Reports, Publicly Available Specifications (PAS) and Guides eaft ad to\as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; an iona \mittee ihterested
in the subject dealt with may participate in this preparatory work. lr i epntal and non-
governmental organizations liaising with the IEC also participate in this repara Q0. S orates closely

with the International Organization for Standardization (ISO) in a¢cd ith iti determined by

consensus of opinion on the relevant subjects since eac i € ittee hys representation from all
interested IEC National Committees.

Publications is accurate, IEC cannot be “held ible e way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity Co nmittees undertake to apply IEC Publications
transparently to the maximum extent posgi k and regional publications. Any divergence
between any IEC Publication i egional publication shall be clearly indicated in
the latter.

5) IEC provides no marking p e to indisate |ts appio al and cannot be rendered responsible for any

6) All users should epsu ) est edition of this publication.

7) No liability shaII 2 its di , exyployees, servants or agents including individual experts and
members of its techriicakcd ittee ational Committees for any personal injury, property damage or
other damage of an v e éther direct or indirect, or for costs (including legal fees) and
expenses arising /0 i se of, or reliance upon, this IEC Publication or any other IEC
Publications

8) Attention is drav ve references cited in this publication. Use of the referenced publications is
indispensable for t ion of this publication

9) Attentigh | ssibility that some of the elements of this IEC Publication may be the subject of
patent rights s a held responsible for identifying any or all such patent rights

The main ta EC technical committees is to prepare International Standards. In
exceptional circu ces, a technical committee may propose the publication of a technical
specification when

+ the required support cannot be obtained for the publication of an International Standard,
despite repeated efforts, or

+ The subject is still under technical development or where, for any other reason, there is
the future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC 60870-5-601, which is a technical specification, has been prepared by IEC technical
committee 57: Power systems management and associated information exchange.
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The text of this technical specification is based on the following documents:

Enquiry draft Report on voting
57/738/DTS 57/764/RVC

Full information on the voting for the approval of this technical specification can be found in
the report on voting indicated in the above Table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts of the IEC 60870 series, under the general title Telecon
systems, can be found on the IEC website.

ol equipment and

The committee has decided that the contents of this publication wi i hanged until
the maintenance result date indicated on the IEC web site under : i
the data related to the specific publication. At this date, the pubticati

» transformed into an International standard,
* reconfirmed,

* withdrawn,

» replaced by a revised edition, or
*+ amended.


https://standards.iteh.ai/catalog/standards/iec/9c2eda4f-1074-41c3-9cbe-16f172d63514/iec-ts-60870-5-601-2006

-6 - TS 60870-5-601 © IEC:2006(E)

TELECONTROL EQUIPMENT AND SYSTEMS -

Part 5-601: Conformance test cases for
the IEC 60870-5-101 companion standard

1 Scope

This part of the IEC 60870-5 series describes test cases for conformance testing of
telecontrol equipment, Substation Automation Systems (SAS) and telecontrol systems,
including front-end functions of SCADA.

The use of this part of IEC 60870 facilitates interoperability by provi'

The goal of this part of IEC 60870 is to enable unambiguou d\stand
i ) guideNnes“and conditions for
the testing environment are described in |IEC 6087 . giled test cases per
companion standard, containing among others mandatory test cases
per Basic Application Function, ASDU and tranpsy , Will become available as

other standards (if a
accordance with these

The following ref C are indispensable for the application of this document.
For dated ref CES the edition cited applies. For undated references, the latest edition

Section One: Transmission frame formats

IEC 60870-5-2, Telecontrol equipment and systems — Part 5: Transmission protocols —
Section 2: Link transmission procedures

IEC 60870-5-3, Telecontrol equipment and systems — Part 5: Transmission protocols —
Section 3: General structure of application data

1 The base standard always takes precedence. In case of ambiguity between this part of IEC 60870 and the base
standards (IEC 60870-5-1 to IEC 60870-5-5, IEC 60870-5-101), this part of IEC 60870 needs to be clarified or
amended.

When testing negative behavior is not described in the base standard, the behavior described in this part of
IEC 60870 shall prevail and shall be observed.

The conformance statement produced after testing shall indicate any lack of conformance to either the test plan
or the base standard.
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IEC 60870-5-4, Telecontrol equipment and systems — Part 5: Transmission protocols —
Section 4: Definition and coding of application information elements

IEC 60870-5-5, Telecontrol equipment and systems — Part 5: Transmission protocols —
Section 5: Basic application functions

IEC 60870-5-6, Telecontrol equipment and systems — Part 5-6: Guidelines for conformance
testing for the IEC 60870-5 companion standards

IEC 60870-5-101, Telecontrol equipment and systems — Part 5-101: Transmission protocols —
Companion standard for basic telecontrol tasks

IEEE 754, Standard for Binary Floating-Point Arithmetic

3 Terms and definitions

For the purposes of this document, the terms and definitiong give 0870~5-6 apply.

4 Abbreviated terms

For the purposes of this document, the/ahbrevja 60870-5-6 apply.

5.1 Overview and legent

Procedural and functignal testi start with the Station Initialisation function
and proceeds with the ; i Unctions. The procedure in each test case
should be follow w is able to function as described in the specific
test case. @

of all the Basic i ctions in Tables 15 to 32. These tests are preferably
automaticall used test platform.

be verified automatically by the testing software or verified manually
istory log after execution of the test procedures. The verification should

result in no errors detected during the complete test procedure.

This test plan has a direct reference to the PICS and possibly a PIXIT. Without a reference to
a PICS or PIXIT, this test plan is obsolete.

Test case numbering syntax is Subclause number + Table number + test case number.

Test cases are Mandatory depending on the description in the column ‘Required’. The
following situations are possible:

M = Mandatory test case regardless if enabled in the PICS/PIXIT, not only in one
situation but during execution of all the tests as in the PICS and/or PIXIT

Mandatory test case if the functionality is enabled in the PICS (by marking the
applicable check box), with a reference to the Subclause number of the PICS
(x.x); For example: PICS 8.x always refers to 60870-5-101:2003, Clause 8

PICS, x.x
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PIXIT = Mandatory test case if the functionality is enabled/described in the PIXIT.
Verification of these test cases by the user/owner of the PIXIT is required
before the test is started.

For each test case, the test results need to be marked in the appropriate column of the test
result chart in 5.5 and 5.6. Each test case can either pass the test (Passed), fail the test
(Failed), be not applicable when the configuration value is not supported by the device (N.A.),
or the test case was not performed (Empty). Ideally there should be no empty boxes when
testing is complete.

The test Tables are divided in five subclauses:

— Subclause 5.2 Configuration Parameters for IEC 60870-5-101
— Subclause 5.3 Verification of IEC 60870-5-101 communication
— Subclause 5.4 Conformance Test Procedures

— Subclause 5.5 Test Result Chart

— Subclause 5.6 Test Results of Command Transmission

The procedure to perform all the mandatory test cases a
Figure 1.

PIDY is shown in

(@N
-
N N

UT ‘sonfigtired according

&/\ toRID 2§ in 5.2
| J
N

.

N
\pr? the conformance test
> cedures according to 5.4 i Perform each

J

mandatory test

' case according

- N to the tailored
Do verification according to 5.3 test plan for the
for the mandatory test cases ) configured DUT

Refer to Figure 2 in IEC 60870-5-6
— )

IEC 1132/06

Figure 1 — Test procedure
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