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INTERNATIONAL ELECTROTECHNICAL COMMISSION

POWER SYSTEMS MANAGEMENT AND ASSOCIATED
INFORMATION EXCHANGE -
DATA AND COMMUNICATIONS SECURITY -

Part 6: Security for IEC 61850

FOREWORD

this end and in addition to other activities, IEC publishes International
Technical Reports, Publicly Available Specifications (PAS) and Guides

governmental organizations liaising with the IEC also partlmpate i
with the International Organlzatlon for Standardization (ISO

and are accepted by IEC National
Committees in that sense. While all reasonable effqrts v re that the technical content of IEC
Publications is accurate, IEC cannot be hetd™respoxsible for the way in which they are used or for any
misinterpretation by any end user.

between any IEC Publication gnding nationalor regional publication shall be clearly indicated in
the latter.

5) IEC provides no jparkigg proce s approval and cannot be rendered responsible for any
equipment decl j i ication.

6) All users should e re 3 s iti i ication.

7) No liability shall a employees, servants or agents including individual experts and
members of its t and |[EC National Committees for any personal injury, property damage or

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
ot be held responsible for identifying any or all such patent rights.

The main task of IEC technical committees is to prepare International Standards. In
exceptional circumstances, a technical committee may propose the publication of a technical
specification when

e the required support cannot be obtained for the publication of an International Standard,
despite repeated efforts, or

e the subject is still under technical development or where, for any other reason, there is the
future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC 62351-6, which is a technical specification, has been prepared by IEC technical
committee 57: Power systems management and associated information exchange.


https://standards.iteh.ai/catalog/standards/iec/24a7b2ee-c5af-4636-be9d-1b48c725f0c9/iec-ts-62351-6-2007

-4 - TS 62351-6 © IEC:2007(E)

The text of this technical specification is based on the following documents:

Enquiry draft Report on voting
57/805/DTS 57/859/RVC

Full information on the voting for the approval of this technical specification can be found in
the report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

e~Power systems

A list of all parts of the IEC 62351 series, published under the general ti
1 ecurity, can

management and associated information exchange — Data and commun
be found on the IEC website.

anded until
.ch" in the

The committee has decided that the contents of this publicationwi

+ transformed into an International standard,
* reconfirmed,

* withdrawn,

» replaced by a revised edition, or

*+ amended.

A bilingual version of this publication mfay be issu a\ater date.

L
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POWER SYSTEMS MANAGEMENT AND ASSOCIATED
INFORMATION EXCHANGE -
DATA AND COMMUNICATIONS SECURITY -

Part 6: Security for IEC 61850

1 Scope and object

1.1  Scope

This part of IEC 62351 specifies messages, procedures, and algo
operation of all protocols based on or derived from the standard IE€
applies to at least those protocols listed in Table 1.

Table 1 — Scope of application to st

Number ame
IEC 61850-8-1 Communication networks and systems in subs t|on Part Specmc
Communication Service Mapplng ( C s toN\VIMS (ISO/IEC 9506-1 and
ISO/IEC 9506-2) and t I O/IEC

IEC 61850-9-2 Communication netwo an ems sub atlons Part9 2: Specific
Communication SerV|ce pln SM)N- alues over ISO/IEC 8802-3

IEC 61850-6 Communication networks and systems i substations — Part 6: Configuration
description language fof communjcatioq inelg€trical substations related to IEDs

Portions of this™specification may also be of use to managers and executives in order to
understand the purpdse and requirements of the work.

2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

IEC 61850 (all parts), Communication networks and systems in substations

IEC 61850-6, Communication networks and systems in substations — Part 6: Configuration
description language for communication in electrical substations related to IEDs

IEC 61850-8-1, Communication networks and systems in substations — Part 8-1: Specific
Communication Service Mapping (SCSM) — Mappings to MMS (ISO 9506-1 and I1SO 9506-2)
and to ISO/IEC 8802-3
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IEC 61850-9-1, Communication networks and systems in substations — Part 9-1: Specific
Communication Service Mapping (SCSM) — Sampled values over serial unidirectional
multidrop point to point link

IEC 61850-9-2, Communication networks and systems in substations — Part 9-2: Specific
Communication Service Mapping (SCSM) — Sampled values over ISO/IEC 8802-3

IEC 62351-1, Power systems management and associated information exchange — Data and
communications security — Part 1: Communication network and system security — Introduction
to security issues

IEC 62351-2, Power systems management and associated information exch
communications security — Part 2: Glossary of terms

ange — Data and

IEC 62351-4, Power systems management and associated inform
communications security — Part 4: Profiles including MMS

ISO/IEC 8802-3, Information technology — Teleco a )
between systems — Local and metropolitan area neg : ifj quirements — Part 3:
Carrier sense multiple access with collision f
physical layer specifications

Version 2.1

RFC 4634

3 Definitio

For the purposes of this document, the terms and definitions contained in IEC 62351-2 apply.

4 Security issues addressed by this specification

4.1 Operational issues affecting choice of security options

For applications using GOOSE and IEC 61850-9-2 and requiring 4 ms response times,
multicast configurations and low CPU overhead, encryption is not recommended. Instead, the
communication path selection process (e.g. the fact that GOOSE and SMV are supposed to
be restricted to a logical substation LAN) shall be used to provide confidentiality for
information exchanges. However, this specification does define a mechanism for allowing
confidentiality for applications where the 4 ms delivery criterion is not a concern.

NOTE The actual performance characteristics of an implementation claiming conformance to this technical
specification is outside the scope of this specification.
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With the exception of confidentiality, this specification sets forth a mechanism that allows co-
existence of secure and non-secure PDUs.

4.2 Security threats countered

See IEC 62351-1 for a discussion of security threats and attack methods.

If encryption is not employed, then the specific threats countered in this part include:

e unauthorized modification of information through message level authentication of the
messages.

If encryption is employed, then the specific threats countered in this part i

e unauthorized access to information through message A sation and
encryption of the messages;

e unauthorized modification (tampering) or theft of informati g essage level
authentication and encryption of the messages.

4.3 Attack methods countered

e man-in-the-middle: this threat/wi
Authentication Code mechanism’s

tamper detection/message integri

he use of specialized processing state
is document.

(the Substation Gaqnfiguration Language) shall be supported as prescribed in 7.2.3.

IEC 61850-8-1 specifies the use of MMS within a substation. However, the scope of this
specification provides security specifications for use within the substation and external to the
substation (e.g. Control Centre to Substation).

5.1.2 Control centre to substation

The IEC 62351-4 standard shall be used without any other additions.

51.3 Substation communications
The following cipher suite shall be supported in addition to those specified in IEC 62351-4.

TLS_DH_RSA_WITH_AES_128_SHA

NOTE This additional cipher suite is suggested in order to allow less CPU utilization when the communication
environment is within a substation.
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5.2 IEC 61850 security for profiles using VLAN IDs

For the IEC 61850 profiles specified that make use of VLAN IDs (e.g. IEC 61850-8-1 GOOSE,
IEC 61850-9-1, and IEC 61850-9-2) profile security shall be provided as specified in Clause 7.

6 IEC 61850 security for SNTP

RFC 2030, including mandatory use of the authentication algorithms, shall be used.

7 IEC 61850 security for profiles using VLAN technologies

7.1 Overview of VLAN usage and IEC 61850 (informative)

This specification extends the normal IEC 61850 GOOSE and S
PDU for GSE Management and GOOSE is given in Annex C of IEC 8

7.2 Extended PDU

7.21 General format of extended PDU
Octets 8‘7|6|m

1 \NQ9?1>y e

7 PDU( x th of extension
3 9 > CRC of octets
1-8
1
. GOOSE/SMV APDU

Extension

IEC 1053/07

Figure 1 — General format of extended PDU

Figure 1 depicts the fact that the Reserved1 and Reserved2 fields are to be used for
implementations claiming conformance to this specification in regards to GOOSE and SMV.
This specification specifies that the:

e Reserved1 field shall be used to specify the number of octets conveyed by the extension
octets. This value shall be contained in the first octet of the Reserved1 field. The valid
range of values is zero(0) through 255. A value of zero(0) shall indicate that no extension
octets are present.

The second octet of the Reserved1 field shall be reserved for future use;
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