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INTERNATIONAL ELECTROTECHNICAL COMMISSION

NUCLEAR POWER PLANTS -
INSTRUMENTATION AND CONTROL
IMPORTANT TO SAFETY -
HARDWARE DESIGN REQUIREMENTS
FOR COMPUTER-BASED SYSTEMS

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organizatior fer\standardization™comprising
aII natlonal electrotechmcal commlttees (IEC Natlonal Commlttees) 2 E S

this end and in add|t|on to other activities,
Technical Reports, Publicly Available Specifications (PAS) and

with the International Organization for Standardization (I
agreement between the two organizations.

Publications is accurate, IEC cannot be
misinterpretation by any end

5| e Xor the way in which they are used or for any
C Nationgl Zommittees undertake to apply IEC Publications

their mational and regional publications. Any divergence

In order to promote intern
transparently to the maxi
between any IEC Public
the latter.

IEC itself does vie any ation f capformity. Independent certification bodies provide conformity
assessment services a i . accgss to IEC marks of conformity. IEC is not responsible for any

services carried out b

All users should &nhsuxe ve the Jatest edition of this publication

No liability sha EC or\is directors, employees, servants or agents including individual experts and
members ofts technical ittees and IEC National Committees for any personal injury, property damage or
other damage e whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenges axisiug publication, use of, or reliance upon, this IEC Publication or any other IEC

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable forthe cotrect application of this publication.

Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

This consolidated version of IEC 60987 consists of the second edition (2007)
[documents 45A/662/FDIS and 45A/666/RVD] and its amendment 1 (2013) [documents
45A/897/FDIS and 45A/906/RVD]. It bears the edition number 2.1.

The technical content is therefore identical to the base edition and its amendment and
has been prepared for user convenience. A vertical line in the margin shows where the
base publication has been modified by amendment 1. Additions and deletions are
displayed in red, with deletions being struck through.
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International Standard IEC 60987 has been prepared by subcommittee 45A: Instrumentation
and control of nuclear facilities, of IEC technical committee 45: Nuclear instrumentation.

This edition includes the following significant technical changes with respect to the previous
edition:

e account has been taken of the fact that computer design engineering techniques have
advanced significantly in the intervening years;
e update of the format to align with the current IEC/ISO directives on the style of standards;

e alignment of the standard with the new revisions of IAEA documents NS-R-1 and NS-G-1.3,
which includes as far as possible an adaptation of the definitions;

e replacement, as far as possible, of the requirements associated with (standaxds published

81

e review of the existing requirements and updating of the terminof

The committee has decided that the contents of the base publics 3 mendments will
remain unchanged until the stability date indig C>~web site under
"http://webstore.iec.ch" in the data related to th . At this date, the
publication will be

* reconfirmed,

« withdrawn,

* replaced by a revised edition, or

e amended.

AN N

colour ins }e}@the cover page of this publication indicates
which_are.considered to be useful for the correct understanding

dt re‘print this publication using a colour printer.

IMPORTANT -
that it contains

of its contents. Users

N\
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INTRODUCTION
a) Technical background, main issues and organization of the standard

The basic principles for the design of nuclear instrumentation, as specifically applied to the
safety systems of nuclear power plants, were first interpreted in nuclear standards with
reference to hardwired systems in IAEA Safety Guide 50-SG-D3 which has been superseded
by IAEA Guide NS-G-1.3.

IEC 60987 was first issued in 1989 to cover the hardware aspects of digital systems design
for systems important to safety, i.e. safety systems and safety-related systems.

Although many of the requirements within the original issue continue~{p be relevant, there
were significant factors which justified the development of this revised<editio IES. 60987, in
particular:

— a new standard has been produced which addresses in detdil the ¢ irements for

nuclear systems important to safety (IEC 61513);

— the use of pre-developed system platforms, rather
increased significantly.

IEC 60880 and IEC 62138 s > which together cover the software

aspects of computer-base » functions important to safety in NPPs.
IEC 60880 and IEC 62188 i nce tg IEC 60987 for hardware design.

The requiremen : wipment qualification are referenced within IEC 60987.
For modules to bs i n of\a specific system important to safety, relevant and
auditable operating. & ear or other applications as described in IEC 60780,

in combination w r icati rigorous quality assurance programmes, may be an
acceptable me > i

It is important to note that this standard establishes no additional functional requirements for
Class 1 or Class 2 systems (see IEC 61513 for system classification requirements).

Aspects for which special recommendations have been produced (so as to assure the
production of highly reliable systems), are:
— a general approach to computing hardware development;

— a general approach to hardware verification and to the hardware aspects of computer
system validation.
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It is recognized that computer technology is continuing to develop and that it is not possible
for a standard such as this to include references to all modern design technologies and
techniques. To ensure that the standard will continue to be relevant in future years the
emphasis has been placed on issues of principle, rather than specific hardware design
technologies. If new design techniques are developed then it should be possible to assess the
suitability of such techniques by adapting and applying the design principles contained within
this standard.

The scope of this standard covers digital systems hardware for Class 1 and Class 2 systems.
This includes multiprocessor distributed systems and single processor systems; it covers the
assessment and use of pre-developed items, for example, commercial off-the-shelf items
(COTS), and the development of new hardware.

d) Description of the structure of the SC 45A standard series 2
other IEC, IAEA and ISO documents

hips with

IEC 61513 refers direct to other IEC SC 45A
categorization of functions and classification of s ~Separation of systems,

omputer-based systems,

referenced direct at this second level ide ogether with IEC 61513 as a
consistent document set.

d direct by IEC 61513 are standards
or specific activities. Usually these

y life-cycle framework and a system life-cycle framework and
he general requirements of IEC 61508-1, IEC 61508-2 and
ar application sector. Compliance with IEC 61513 will facilitate
wifements of IEC 61508 as they have been interpreted for the nuclear
industry. In thi gwork, IEC 60880 and IEC 62138 correspond to |IEC 61508-3 for the

IEC 61513 refers to ISO 9001 as well as to IAEA 50-C-QA (now replaced by IAEA 50-C/SG-Q)
for topics related to quality assurance (QA).

The IEC SC 45A standards series consistently implements and details the principles and
basic safety aspects provided in the IAEA Code on the safety of NPPs and in the IAEA safety
series, in particular the requirements of NS-R-1, establishing safety requirements related to
the design of NPPs, and Safety Guide NS-G-1.3 dealing with instrumentation and control
systems important to safety in NPPs. The terminology and definitions used by SC 45A
standards are consistent with those used by the IAEA.
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NUCLEAR POWER PLANTS -
INSTRUMENTATION AND CONTROL
IMPORTANT TO SAFETY -
HARDWARE DESIGN REQUIREMENTS
FOR COMPUTER-BASED SYSTEMS

1 Scope

1.1 General

This International Standard is applicable to NPP computer-system AR
Class 1 and 2 (as defined by IEC 61513).

this standard.

NOTE 1 Class 3 computer-sygtem\hargivare~Ns otsed by this standard, and it is recommended that such
systems should be developed torxcommefcial grade standards.

NOTE 2 In 2006 the deve z 0 address hardware requirements for “very complex”
hardware was discussed wi . h a s{andard is developed then that standard would be used for
the development of @ 4 in\g .

1.2 Use of this éloped (for example, COTS) hardware assessment

Although the pr a g standard is to address aspects of new hardware

3 3 efined within this standard may also be used to guide the
assessment and use\of\pre>de&veloped hardware, such as COTS hardware. Guidance has
been prqvided \n the text\concerning the interpretation of the requirements of this standard
when usethfor~the\assessment of such components. In particular, the quality assurance
requirements 0f£4.3, concerning configuration control, apply.

Pre-developed components may contain firmware (as defined in 3.8), and, where firmware
software is deeply imbedded, and effectively “transparent” to the user, then IEC 60987 should
be used to guide the assessment process for such components. An example of where this
approach is considered appropriate is in the assessment of modern processors which contain
a microcode. Such a code is generally an integral part of the “hardware”, and it is therefore
appropriate for the processor (including the microcode) to be assessed as an integrated
hardware component using this standard.

Software which is not firmware, as described above, should be developed or assessed
according to the requirements of the relevant software standard (for example, IEC 60880 for
Class 1 systems and IEC 62138 for Class 2 systems).
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1.3  Applicability of this standard to programmable logic devices development

I&C components may include programmable logic devices that are given their specific
application logic design by the designer of the I&C component, as opposed to the chip
manufacturer. Examples of such devices include complex programmable logic devices (CPLD)
and field programmable gate arrays (FPGA).

While the programmable nature of these devices gives the development processes used for
these devices, some of the characteristics of a software development process and the design
processes used for such devices, are very similar to those used to design logic circuits
implemented with discrete gates and integrated circuit packages. Therefore, the design
processes and design verification applied to programmable logic devices should comply with
the relevant requirements of this standard (i.e. taking into account the particular features of
the design processes of such devices). To the extent that software-baség

generally follow the guidance provided for software-based
appropriate software standard, i.e. IEC 60880 (Class 1 systems)
systems).

2 Normative references

For dated references, only the edition
of the referenced document (including

IEC 60880, Nuclea
Software aspec

IEC 62138, Nuclear” power plants — Instrumentation and control important for safety —
Software aspects for computer-based systems performing category B or C functions

IEC 62671, Nuclear power plants — Instrumentation and control important to safety — Selection
and use of industrial digital devices of limited functionality

ISO 2768-1, General tolerances — Part 1: Tolerances for linear and angular dimensions
without individual tolerance indications

ISO 2768-2, General tolerances — Part 2: Geometrical tolerances for features without
individual tolerance indications

ISO 3951-1, Sampling procedures for inspection by variables — Part 1: Specification for single
sampling plans indexed by acceptance quality limit (AQL) for lot-by-lot inspection for a single
quality characteristic and a single AQL
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ISO 3951-2, Sampling procedures for inspection by variables — Part 2: General specification
for single sampling plans indexed by acceptance quality limit (AQL) for lot-by-lot inspection of
independent quality characteristics

ISO 9001, Quality management systems — Requirements

IAEA NS-G 1.3, Instrumentation and control systems important to safety in nuclear power
plants

IAEA 50-C/SG-Q:1996, Quality assurance for safety in nuclear power plants and other nuclear
installations

3 Terms and definitions

For the purposes of this document, the terms and definitions give C 133 ell as
the following, apply.

3.1

ATE

automated test equipment

3.2

COTS

commercial off the shelf; COTS is a subset of pre elope oducts

3.3

diversity

existence of two or more differerft ways s of dchieving a speC|f|ed objective. D|verS|ty

providing systems th 8 S
where similar sy@s > S d gbjective in different ways

[IEC 60880:2006,

NOTE This definitioq i i 0 that used/by the IAEA NS-G-1.3 which is as follows: “The presence of two or
more systems or components o an identified function, where the different systems or components have

different attribu Rossibility of common mode failure”. [IEC 61226:2005, definition 3.5]

3.4

firmware

software which ely coupled to the hardware characteristics on which it is installed. The

presence of firmwaxe is generally “transparent” to the user of the hardware component and,
as such, may be considered to be effectively an integral part of the hardware design (a good
example of such software being processor microcode). Generally, firmware may only be
modified by a user by replacing the hardware components (for example, processor chip, card,
EPROM) which contain this software with components which contain modified software
(firmware). Where this is the case, configuration control of the hardware components by the
users of the equipment effectively provides configuration control of the firmware. Firmware, as
considered by this standard, is effectively software that is built in to the hardware

3.5
FMEA
failure modes and effects analysis

3.6
FTA
fault tree analysis
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3.7
NPP
nuclear power plant

3.8

pre-developed

item which already exists, is available as a commercial or proprietary product, and is being
considered for use in a computer-based system

NOTE This definition is consistent with the definition of pre-developed software provided by IEC 61513:2001.

3.9
qualified life

analysis or experience, to be capable of functioning within acceptancg
operating conditions while retaining the ability to perform its safety
accident or earthquake

[IAEA Safety Glossary:2006]

3.10

revealed hardware failure
a hardware failure which is detected automaticall
where a watchdog circuit automatically

mple, a board failure
an alarm

3.1
safety-related system
system important to safety that is not

[IAEA Safety Glossary:2086]

3.12

safety system
system importa
residual heat remaova

3.13
single fai
failure whic
safety function(s)a

d’any consequential failure(s) which result from it

[IAEA Safety Glossary:2006]

3.14

single failure criterion (SFC)

criterion (or requirement) applied to a system such that it is capable of performing its safety
task in the presence of any single failure

[IAEA Safety Glossary:2006]

3.15

systems important to safety

system that is part of a safety group and/or whose malfunction or failure could lead to
radiation exposure of the site personnel or members of the public

[IAEA Safety Glossary:2006]
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3.16

system validation

confirmation by examination and provision of other evidence that a system fulfils in its entirety
the requirement specification as intended (functionality, response time, fault tolerance,
robustness)

[IEC 60880:2006, definition 3.42]

3.17

unrevealed hardware failure
hardware failure which is not detected by a system automatically and which only becomes
apparent when an attempt is made to use a function which depends upon the failed hardware.
Such failures may be discovered by functional testing or when an operatignal demand is
placed upon the system

3.18
verification
confirmation by examination and by provision of objective s a gsults of an

[IEC 62138:2004, definition 3.35]

4 Project structure

4.1 General

A project established to produce a DASE stem important to safety should be
divided up into a number of phases. Ea be to some extent self-contained but
will depend on other phagés\or jnr , provide outputs for other phases. The
various project phases togeth i o’ form the overall safety life cycle (see
IEC 61513, Clause 5, whi ire for system life cycles). IEC 61513 allows
project phases to pe p ecdh\in parallel providing the integrity of the development process
is not compromi

a) The hardwa elopment life cycle shall be compatible with the whole system life cycle
(Annex A).

b) Each sub-phase of the hardware development life cycle shall consist of well-defined and
documented activities.

c) Pre-existing hardware products (for example, COTS) to be included in the design shall be
checked, verified and tested as appropriate before use.

d) Adequate means (i.e. spare parts, devices for test and maintenance, etc.) and
accommodation (i.e. laboratories, workshops, space, etc.) shall be provided to carry out
the tasks associated with each development phase.

e) Each development phase shall include the production of appropriate documentation.
f) Each development phase shall be concluded by performing verification (see Clause 7).

g) Every verification activity shall result in auditable records documenting the conclusions
reached and any design changes resulting from the verification performed.

h) All work activities shall be scheduled to ensure that adequate time is allowed for the following:
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