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INTERNATIONAL ELECTROTECHNICAL COMMISSION

COMMUNICATION NETWORKS AND
SYSTEMS FOR POWER UTILITY AUTOMATION -

Part 7-3: Basic communication structure —
Common data classes

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

IEC Publications have ‘the ferm of‘recommendations ‘for‘internationaluse“and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held ‘responsible for théway in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible-in—their-national and regional publications. Any divergence
between any IEC Publicationand'the 'corresplonding national’or regional publication'shall be clearly indicated in
the latter. }

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 61850-7-3 has been prepared by IEC technical committee 57:
Power systems management and associated information exchange.

This second edition cancels and replaces the first edition, published in 2003.

Compared to the first edition, this second edition:

defines new common data classes used for new standards defining object models for
other domains based on IEC 61850 and for the representation of statistical and historical
data,

provides clarifications and corrections to the first edition of IEC 61850-7-3.



61850-7-3 © IEC:2010 -7-

The text of this standard is based on the following documents:

FDIS RVD

57/1087/FDIS 57/1095/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 61850 series, published under the general title: Communication networks
and systems for power utility automation, can be found on the IEC website.

The general title of the series was Communication networks and systems in substations. To
address the extension of the scope of IEC 61850, it has been changed to Communication
networks and systems for power utility automation.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

* reconfirmed,

¢ withdrawn,

* replaced by a revised edition, or.
* amended.

IMPORTANT - The''colour'inside’ logo’on"the cover'page-of this publication indicates
that it contains colours which“‘are'“considered “to’ be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

This document is part of a set of specifications, which details layered substation com-
munication architecture. This architecture has been chosen to provide abstract definitions of
classes and services such that the specifications are independent of specific protocol stacks
and objects. The mapping of these abstract classes and services to communication stacks is
outside the scope of IEC 61850-7-x and may be found in IEC 61850-8-x (station bus) and
IEC 61850-9-x (process bus).

IEC 61850-7-1 gives an overview of this communication architecture. This part of IEC 61850
defines constructed attributed classes and common data classes related to applications in the
power system using IEC 61850 modeling concepts like substations, hydro power or distributed
energy resources. These common data classes are used in IEC 61850-7-4 to define
compatible dataObject classes. The SubDataObjects, DataAttributes or SubAttributes of the
instances of dataObject are accessed using services defined in IEC 61850-7-2.

This part of IEC 61850 is used to specify the abstract common data class and constructed
attribute class definitions. These abstract definitions are mapped into concrete object
definitions that are to be used for a particular protocol (for example MMS, ISO 9506 series).

Note that there are common data classes used for service tracking, that are defined in
IEC 61850-7-2.
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COMMUNICATION NETWORKS AND
SYSTEMS FOR POWER UTILITY AUTOMATION -

Part 7-3: Basic communication structure —
Common data classes

1 Scope

This part of IEC 61850 specifies constructed attribute classes and common data classes
related to substation applications. In particular, it specifies:

e common data classes for status information,

e common data classes for measured information,

e common data classes for control,

e common data classes for status settings,

e common data classes for analogue settings and

e attribute types used in these common data classes.

This International Standard is applicable to the description of 'deviceymodels and functions of
substations and feeder equipment.

This International Standard may also be applied, for example, to describe device models and
functions for:

e substation to substation information exchange;

e substation to control centre information exchange,

¢ power plant to control centre information exchange,

¢ information exchange for distributed generation, or

¢ information exchange for metering.
2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

IEC/TS 61850-2, Communication networks and systems in substations — Part 2: Glossary

IEC 61850-7-1, Communication networks and systems for power utility automation — Part 7-1:
Basic communication structure — Principles and models?

IEC 61850-7-2, Communication networks and systems for power utility automation — Part 7-2:
Basic information and communication structure — Abstract communication service interface
(ACSI)

IEC 61850-7-4, Communication networks and systems for power utility automation — Part 7-4:
Basic communication structure — Compatible logical node classes and data object classes

1 To be published.
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IEEE C37.118:2005, IEEE Standard for Synchrophasors for Power Systems

ISO 4217, Codes for the representation of currencies and funds

3 Terms and definitions

For the purposes of this document, the terms and definitions
IEC/TS 61850-2 and IEC 61850-7-2 apply.

4 Abbreviated terms

CDC common data class

dchg trigger option for data-change
dupd trigger option for data-update
FC functional constraint

qchg trigger option for quality-change
TrgOp trigger option

given in

NOTE Abbreviations used for the identification of the common data classes and as names of the attributes are

specified in the specific clauses of this document and are not repeated here.

5 Conditions for attributesinclusion

This clause lists general conditions that specify'the'presence of an attribute. Table 1 gives the

conditions for presence of attributes.

Table 1= Conditions for(presence of attributes

Abbreviation Condition

M Attribute is mandatory. Attribute shall exist on any CDC type instance.

(0] Attribute is optional. Attribute may or may not exist on any CDC type instance.

PICS_SUBST Attribute is mandatory, if substitution is supported (for substitution, see IEC 61850-7-2),
otherwise forbidden.

GC_1 At least one of the attributes shall be present for a given instance of DataObject /
SubDataObject.

GC_2 n All or none of the data attributes belonging to the same group (n) shall be present for a
given instance of DataObject / SubDataObject.

GC_1_EXCL At most one of the data objects shall be present for a given instance.

GC_CON_attr A configuration data attribute shall only be present, if the (optional) specific data attribute
(attr) to which this configuration relates is also present.

GC_2_XOR_n All or none of a group (n) shall be present. Groups are exclusive, but one group shall be
present.

AC_LNO_M The attribute shall be present if the DataObject NamPIt belongs to LLNO; otherwise it may
be optional.

AC_LNO_EX The attribute shall be present only if the DataObject NamPIt belongs to LLNO (applies to

IdNs in CDC LPL only).

AC_DLD_M The attribute shall be present, if LN name space of this LN deviates from the LN name

InNs in CDC LPL only).

space referenced by IdNs of the logical device in which this LN is contained (applies to

AC_DLN_M The attribute shall be present, if the data name space of this data deviates from the data

dataNs in all CDCs only).

name space referenced by either InNs of the logical node in which the data is contained or,
if there is no InNs, IdNs of the logical device in which the data is contained (applies to

AC_DLNDA_M The attribute shall be present, if CDC name space of this data deviates from the CDC
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Abbreviation Condition

name space referenced by either the dataNs of the data, the InNs of the logical node in
which the data is defined or IdNs of the logical device in which the data is contained
(applies to cdcNs and cdcName in all CDCs only).

AC_SCAV The presence of the configuration data attribute depends on the presence of i and f of the
Analog Value of the data attribute to which this configuration attribute relates. For a given
data object, that attribute

1) shall be present, if both i and f are present,
2) shall be optional if only i is present, and
3) is not required if only fis present.

NOTE |If only jis presentin a device without floating point capabilities, the configuration
parameter may be exchanged offline.

AC_ST The attribute is mandatory, if the controllable status class supports status information.

AC_CO_O If the controllable status class supports control, this attribute is available and an optional
attribute.

AC_CO_SBO If the controllable status class supports control and if the control model supports the

values "sbo-with-normal-security" or "sbo-with-enhanced-security" or both, that attribute
shall be mandatory.

AC_SG_M The attribute is mandatory, if this data shall be member of a setting group.

AC_SG_O The attribute is optional, if this data shall be member of a setting group.

AC_SG_C1 One of the attributes is mandatory, if this data shall be member of a setting group.
AC_NSG_M The attribute is mandatory, if this data shall be a setting outside a setting group.
AC_NSG_O The.attribute is-optional,if.this data-shall be-a,setting, outside a.setting group.
AC_NSG_C1 One of the attributes is mandatory, if this data shall'be a setting outside a setting group.
AC_RMS_M The attribute is mandatarylwhen the harmanics reference type is rms.

AC_CLC_O The attribute shall be optional, when the calculation type (according to data ClcMth) for

this LN is Peak fundamental or, RMS-fundamental. The attribute shall not be available, if
ClcMth is TRUE. RMS.

6 Constructed attribute classes

6.1 General

Constructed attribute classes are defined for the use in common data classes (CDC) in
Clause 7.

IEC 61850-7-1 provides an overview of all IEC 61850-7 documents (IEC 61850-7-2,
IEC 61850-7-3, and IEC 61850-7-4). IEC 61850-7-1 also describes the basic notation used in
IEC 61850-7-3 and the description of the relations between the IEC 61850-7 documents.

NOTE The common ACSI type "TimeStamp" is specified in IEC 61850-7-2.
6.2 Quality
6.2.1 Overview

Quality type shall be as defined in Table 2.
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Table 2 — Quality

Quality type definition

Attribute name Attribute type Value/Value range M/0/C
PACKED LIST
validity CODED ENUM good | invalid | reserved | questionable M
detailQual PACKED LIST M
overflow BOOLEAN DEFAULT FALSE M
outOfRange BOOLEAN DEFAULT FALSE M
badReference BOOLEAN DEFAULT FALSE M
oscillatory BOOLEAN DEFAULT FALSE M
failure BOOLEAN DEFAULT FALSE M
oldData BOOLEAN DEFAULT FALSE M
inconsistent BOOLEAN DEFAULT FALSE M
inaccurate BOOLEAN DEFAULT FALSE M
source CODED ENUM process | substituted M
DEFAULT process
test BOOLEAN DEFAULT FALSE M
operatorBlocked BOOLEAN DEFAULT FALSE M

The DEFAULT value shall be applied, if the functionality of the related attribute is not
supported. The mapping may specify to exclude the attribute from the message, if it is not
supported or if the DEFAULT value, applies.

Quality shall be an attribute that .contains_ informationjon the quality of the information from
the server. Quality of the data is also ‘related-to’the 'mode of a logical node. Further details
can be found in IEC 61850-7-4. The different quality identifiers are not independent. Basically,
there are the following quality identifiers:

o validity;

e detail quality;
e source;

e test;

e frozen by operator.
6.2.2 Validity

Validity shall be good, questionable or invalid.

good: The value shall be marked good if no abnormal condition of the acquisition function or
the information source is detected.

invalid: The value shall be marked invalid when an abnormal condition of the acquisition
function or the information source (missing or non-operating updating devices) is detected.
The value shall not be defined under this condition. The mark invalid shall be used to indicate
to the client that the value may be incorrect and shall not be used.

EXAMPLE If an input unit detects an oscillation of one input, it will mark the related information as invalid.

questionable: The value shall be marked questionable if a supervision function detects an
abnormal behaviour, however the value could still be valid. The client shall be responsible for
determining whether or not values marked "questionable" should be used.
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6.2.3 Detail quality

The reason for an invalid or questionable value of an attribute may be specified in more detail
with further quality identifiers. If one of these identifiers is set then validity shall be set to
invalid or questionable. Table 3 shows the relation of the detailed quality identifiers with
invalid or questionable quality.

Table 3 — Relation of the detailed quality identifiers with invalid or questionable quality

detailQual invalid questionable
overflow X

outOfRange X X
badReference X X
oscillatory X X
failure X

OldData X
inconsistent X
inaccurate X

overflow: this identifier shall indicate a quality issue that the value of the attribute to which the
quality has been associated is beyond the capability of being represented properly (used for
measurand information only).

EXAMPLE A measured value may exceed\the range that may| be represented by the selected data type, for
example the data type is a 16-bit'unsigned integer and the value exceeds 65 535.

outOfRange: this identifier shall indicate ‘a‘quality- issue'that the attribute to which the quality
has been associated is beyond a predefined range of values. The server shall decide if
validity shall be set to invalid or questionable;{(used formeasurand information only).

EXAMPLE A measured value may exceed/a prédefined range() however(the selected data type can still represent
the value, for example the data type is a 16-bit unsigned integer, the predefined range is 0 to 40 000, if the value is
between 40 001 and 65 535 it is considered to be out of range.

badReference: this identifier shall indicate that the value may not be a correct value due to a
reference being out of calibration. The server shall decide if validity shall be set to invalid or
questionable (used for measurand information and binary counter information only).

oscillatory: to prevent overloading of event driven communication channels, it is desirable to
detect and suppress oscillating (fast changing) binary inputs. If a signal changes in a defined
time (f,sc) twice in the same direction (from 0 to 1 or from 1 to 0) then it shall be defined as an
oscillation and the detail quality identifier “oscillatory” shall be set. If a configured number of
transient changes is detected, they shall be suppressed. In this time, the validity status
"questionable” shall be set. If the signal is still in the oscillating state after the defined number
of changes, the value shall be left in the state it was in when the oscillatory flag was set. In
this case, the validity status "questionable” shall be reset and “invalid” shall be set as long as
the signal is oscillating. If the configuration is such that all transient changes should be
suppressed, the validity status “invalid” shall be set immediately in addition to the detail
quality identifier “oscillatory” (used for status information only).

failure: this identifier shall indicate that a supervision function has detected an internal or
external failure.
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