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available to the public.

INTERNATIONAL ELECTROTECHNICAL COMMISSION

PROCESS MANAGEMENT FOR AVIONICS -
ATMOSPHERIC RADIATION EFFECTS -

Part 2: Guidelines for single event effects testing
for avionics systems

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for/sfandardiza
aII national electrotechnical committees (IEC National Committees) The oect o]

ion comprising

this end and in add|t|on to other activities, IEC publishes Internatlonal Stangards, | pec |cat|ons
Technical Reports, Publicly Available Specifications (PAS) and Guides R

Publication(s)”). Their preparation is entrusted to technical committees;
in the subject dealt with may participate in this preparatory work

Publications is accurate, IEC cannot be held respo
misinterpretation by any end user.

In order to promote international uniformity, IE€ fo) ittees undertake to apply IEC Publications
transparently to the maximum extent possj ir nati and regional publications. Any divergence
between any IEC Publicatiof” ans 2SPY regional publication shall be clearly indicated in
the latter.

IEC provides no marking pro e approval and cannot be rendered responsible for any

All users should have atest editon of this publication.

No liability shall
members of its techni
other damage of af

Mational Committees for any personal injury, property damage or
ether direct or indirect, or for costs (including legal fees) and

expenses arising out\ o sation, /use of, or reliance upon, this IEC Publication or any other IEC
Publications

Attention is<draw e references cited in this publication. Use of the referenced publications is
indispensa

Attentiqn is™dra othe possibility that some of the elements of this IEC Publication may be the subject of

IEC-PAS 62396-2 has been processed by IEC technical committee 107: Process management

for avionics.
The text of this PAS is based on the This PAS was approved for publication
following document: by the P-members of the committee
concerned as indicated in the following
document:
Draft PAS Report on voting
107/57/NP 107/69/RVN

Following publication of this PAS, which is a pre-standard publication, the technical committee
or subcommittee concerned will transform it into an International Standard.
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This PAS shall remain valid for an initial maximum period of three years starting from 2007-09.
The validity may be extended for a single three-year period, following which it shall be revised
to become another type of normative document or shall be withdrawn.

IEC/PAS 62396 consists of the following parts, under the general title Process management
for avionics — Atmospheric radiation effects:

e Part 2: Guidelines for single event effects testing for avionics systems

e Part 3: Optimising system design to accommodate the Single Event Effects (SEE) of
atmospheric radiation

Q

e Part 4: Guidelines for designing with high voltage aircraft ele nd potential

single event effects

\

e Part 5: Guidelines for assessing thermal neutron flukxes avionics

O
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PROCESS MANAGEMENT FOR AVIONICS -
ATMOSPHERIC RADIATION EFFECTS -

Part 2: Guidelines for single event effects testing
for avionics systems

1 General

The purpose of this PAS is to provide guidance related to the testing of microelectronic
devices for purposes of measuring their susceptibility to single event effects (SEE) induced by
the atmospheric neutrons. Since the testing can be performed in a num different ways,
using different kinds of radiation sources, it also shows how the test"s

is not directly applicaple
calculate SEE d i
calculation methods;

protons, it will
calculate a SEE ratg at aircraft altitudes. Data obtained by IC vendors for their standard
application to ground level systems are often expressed in totally different units, FIT units,
where one FIT is one error in 109 device hours, which is taken to apply at ground level.

IC devices are constantly changing. In some cases, devices which had been tested, become
obsolete and are replaced by new devices which have not been tested. The fact that a device
is made by the same IC vendor and is of the same type as the one it replaced does not mean
that the SEE data measured in the first device applies directly to the newer device. In some
cases, small changes in the IC design or manufacturing process can have a large effect in
altering the SEE response, but in other cases, the effect on the SEE response may be
minimal.

A continuing problem with the existing SEE data is that there is no single data base
containing all of the neutron or proton SEE data. Instead, portions of this kind of SEE data
can be found published in many diverse sources. The SEE data in the larger data bases are
mainly on much older devices, dating from the 1990s and even 1980s, and it is primarily from
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heavy ion tests that were performed for space applications and not from testing with protons
and neutrons.

1.2 Deciding to perform dedicated SEE tests

If existing SEE data is not available, for any one of the many reasons discussed above and
which will be further expanded upon below, then there is no real alternative but to carry out
your own SEE testing. The advantage of such a test is that it pertains to the specific device or
board that is of interest, but the disadvantage is that it entails making a number of important
decisions on how the testing is to be carried out. These pertain to selecting the most useful
test article (single chip or entire board), nature of the test (static or dynamic [mainly
applicable to board testing]), assembling a test team, choosing the facility that provides the
best source of neutrons or protons for testing, scheduling and performing est, coping with
uncertainties that appear during the test and finally, using the test re alculate the
i \g sections.

Because of the diverse ways that SEE testing is carried ¢ : Nde of venues for
how and where such data is published, the availability

s of singl S
the focus is on three of them, single event (SE gingle event functional interrupt (SEFI)
and single event latchup q 9 in the energy deposited by an energetic particle
\ ie's (RAMs, both SRAMs and DRAMs), field
programmable g 3 secially those using SRAM-based configuration) and
microprocessor 8 8 eQister portions). A SEFI refers to a bit flip in a

complex device that

of a parasitit
non-functioning s

which usually results in a high current in the device and a
energy neutrons in the atmosphere can induce all of these

One of the important simplifying assumptions to be used in this PAS is that, for single event
effects, including SEU, SEFI and SEL, the response from high energy protons, i.e., those with E >
100 MeV, is the same as that from high energy neutrons of the same energy. The SEE response
is generally measured in terms of a cross section (cm?/dev), which is the number of errors of a
given type divided by the fluence of particles to which the device was exposed. Therefore, for the
SEU, SEFI and SEL cross sections, measurements made with high energy protons can be used
as the same cross section from the atmospheric neutrons. This is far more than an assumption,
since it has been demonstrated by direct measurement in many different devices [1-6]1. In these
references, SEU was measured in the same devices using monoenergetic proton beams and
using the neutron beam from the Weapons Neutron Research (WNR) facility at the Los Alamos
National Laboratory. The energy spectrum of the neutrons in the WNR is almost identical to the
spectrum of neutrons in the atmosphere. An estimate of the SEE rate at aircraft altitudes in a
device can be obtained by the simplified equation:

SEE rate per device = 6 000 [n/cmZ2h] x avionics SEE cross section [cm?2 per device] (1)

1 Numbers in square brackets refer to the bibliography.
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Here, the integral neutron flux in the atmosphere, E >10 MeV, is taken to be 6 000 n/cm2h,
the approximate flux at 40 000 ft (12,2 km) and 45° latitude [2]. This shows the importance of
the SEE cross section. As indicated above, the avionics SEE cross section is taken to be the
SEE cross section obtained from SEE tests with a spallation neutron source such as the WNR,
and also with a proton or neutron beam at energies > 100 MeV. The simplified approach of
Equation (1) is used in the Technical Specification IEC/TS 62396-1 [2] and is the nominal flux
under the above conditions.

A more elaborate approach for calculating the SEE rate is to utilize a number of
measurements of the SEE cross section as a function of neutron or proton energy, and
integrate the curve of the SEE cross section over energy with the differential neutron flux.
The details for this approach are given in the standard JESD-89A [7], although the neutron
flux given in this standard is at ground level and would have to be multiplied by approximately
a factor of 300 to make it relevant to avionics applications (see 2.1.3).

, b) a

include: a) space organizations that
gting, b) IC vendors who use neutron

Other governmental™agencies do not necessarily publish the results from all of the proton SEE
tests that they perform.

Data from the other sources, primarily private companies, is not nearly as accessible. IC
vendors perform a large number of tests, but only a small fraction of that data is reported
upon in the open literature. Furthermore, when the SEE data from IC vendors is published,
the results are often disguised so that the identity of the devices tested, or the part number is
usually hidden by using an arbitrary designation and the results are expressed in units that
are ambiguous at best and often of little use quantitatively. Sometimes, the data is expressed
in FIT units, which means errors per 109 device hours, however, this does not incorporate
information on how many bits are included in the device. If only the FIT value is given, this
can be converted into a SEE cross section by using the FIT definition and dividing by 14
[14 n/cm2-h is the flux of high energy neutrons (E > 10 MeV) at ground level in New York City,
which is the value recommended by the JESD-89A standard and so most often used.] Thus,
FIT x 10-9/14 gives the SEE cross section in cm2/device.
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Some reports give the SER rate in units of FIT/Mbit, which allows the SEE cross section per
bit to be calculated by multiplying as follows (FIT/Mbit) x 10-15/14 to obtain the SEE cross
section in cm2/bit. Other papers report the FIT value in arbitrary units (a.u.) which allows the
authors to show how the FIT rate varies with a particular parameter (e.g., applied voltage),
but it allows no quantitative assessment to be made of the SEE cross section. Examples of
such reports using FIT rates are given in [3, 15-18].

Most of the SEE data that we have been discussing comes from the SEE testing of individual
components, placing those devices in a beam of neutrons or protons and monitoring changes
in the status of the device for errors. A typical procedure is to fill a portion of memory in a
RAM with a specified bit pattern and monitor that memory for bit flips in one or more
addresses. However, some tests are done using an entire board to monitor when an error has
occurred. In this case, the malfunction of the board is an indication that anerrox has occurred,

than the actual device being irradiated. If the beam is collimated suysh that oqly boe or two
devices are exposed to the particles in the beam during each test, { i e of\error is
a SEE error in those devices. However, this is a dynamic type i y berthat the
device in the beam experienced the initial error which was p 3 Q at device on
the board, and faulty performance of the latter device is wha walfunctioning.

rt these reports are not widely

will be going on the Space Shuttle and related progra is esting is carried out with a
purpose of the test is to

rter ore, th

Other government agency groups also
of these tests are often reparted in_th

o ) boaxd level SEE testing, and the results
i e, but ‘are not included in any organized data
ou gard level testing, often for the benefit of

Q

groups have en exposing devices to more than one type of part|cle environment and
comparing the SE esponses. Two main types of sources have been used for this SEE
testing for avionics applications, neutrons and protons, although there are a variety of
different kinds of neutron sources that have been used, as will be discussed below.

2.1.2.1 Data obtained using neutron sources

Single event effects, in particular, single event upset, can be induced by neutrons in two
distinct energy ranges, at high energies and at very low energies, called thermal neutron
energy. The high energy neutrons cause the SEU by the nuclear reaction with the silicon in
the IC that creates a recoil, and it is the energy from this recoil that is locally deposited in
other silicon atoms that directly causes the upset. For the purposes of simplification, neutrons
with energies > 10 MeV are of greatest concern, but it is true that neutrons with lower
energies, e.g. (2 to 3) MeV, can also cause SEUs. However, since the SEU cross section for
E < 10 MeV is considerably lower than the cross section for E > 10 MeV, 10 MeV is used as
an effective cut-off. Estimates of the SEU contribution for electronics technology with
geometry greater than 0,2 um by neutrons with E < 10 MeV to the total SEU rate from the
entire WNR neutron spectrum is < 10 %, but for lower feature sizes, this fraction is expected
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