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INTERNATIONAL ELECTROTECHNICAL COMMISSION

PROCESS MANAGEMENT FOR AVIONICS -
ATMOSPHERIC RADIATION EFFECTS -

Part 3: Optimising system design to accommodate
the single event effects (SEE) of atmospheric radiation

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization f i 3N comprising
all national electrotechnical committees (IEC National Commlttees) The gt i promote
international co-operation on all questions concerning standardization in the e
this end and in addition to other activities, IEC publishes International )
Technical Reports, Publicly Available SpeC|f|cat|ons (PAS) and Guides ¢ “IEC

governmental organizations liaising with the IEC also part|0|pate i
with the International Organlzatlon for Standardization (ISO)ina e\ wit ditions determined by

2) The formal decisions or agreements of IEC on technical matters & v @S possible, an international
consensus of opinion on the relevant subjects since e i vitee has representation from all
interested IEC National Committees

3) IEC Publications have the form of recom ernatiQnal use/and are accepted by IEC National
Committees in that sense. While all reasonable effqrt o-ensdre that the technical content of IEC

Publications is accurate, IEC cannot be i the way in which they are used or for any
misinterpretation by any end user.

the latter.

5) IEC provides no
equipment declﬁ?
6) All users should € re

9) Attention is drawn to
patent rights. IEGghall

e possibility that some of the elements of this IEC Publication may be the subject of
ot be held responsible for identifying any or all such patent rights.

The main task of IEC technical committees is to prepare International Standards. In
exceptional circumstances, a technical committee may propose the publication of a technical
specification when

e the required support cannot be obtained for the publication of an International Standard,
despite repeated efforts, or

e The subject is still under technical development or where, for any other reason, there is
the future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC 62396-3, which is a Technical Specification, has been prepared by IEC technical
committee 107: Process management for avionics.
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This technical specification cancels and replaces IEC/PAS 62396-3 published in 2007. This
first edition constitutes a technical revision.

The text of this standard is based on the following documents:

Enquiry draft Report on voting
107/84/DTS 107/87/RVC

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directj

A list of all parts of the IEC 62396 series, under the general titl
avionics — Atmospheric radiation effects, can be found on the IE

e transformed into an International standard,
e reconfirmed;

e withdrawn;

e replaced by a revised edition, or

e amended

A bilingual version of this p dvat a later date.

<
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INTRODUCTION

This industry-wide Technical Specification provides additional guidance to avionics systems
designers, electronic equipment, component manufacturers and their customers to adopt a
standard approach to optimise system design to accommodate atmospheric radiation single
event effects. It builds on the information and guidance on the system level approach to
Single Event Effects in IEC/TS 62396-1, considers some avionic systems and provides basic
methods to accommodate SEE so that System Hardware Assurance levels may be met.

Atmospheric radiation effects are one factor that could contribute to equipment hard and soft
fault rates. From a system safety perspective, using derived fault rate values, the existing
methodology described in ARP4754 (accommodation of hard and soft fa tes in general)
will also accommodate atmospheric radiation effect rates.

@%
N
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PROCESS MANAGEMENT FOR AVIONICS -
ATMOSPHERIC RADIATION EFFECTS -

Part 3: Optimising system design to accommodate
the single event effects (SEE) of atmospheric radiation

1 Scope and object

Single Event Effects (SEE) on those avionic systems. The outp ies and
objectives described in this Technical Specification will becom level
certification activities and required evidences. It builds on the ifitial \guidanse on system

and provides basic methods to accommodate SEE so tha
levels may be met.

2 Normative references

electronic equipment

IEC/TS 62239,
management pla

For the s docdument, the terms and definitions of the IEC/TS 62396-1,
IEC/TS 6223% e folldwing apply

3.1

Analogue Single EVent Transient

ASET

deviation away from the expected operating output of the analogue device for a short duration
due to the effects of a radiation deposited charge within the device.

3.2

Could Not Duplicate

CND

reported outcome of diagnostic testing on a piece of equipment. Following receipt of an error
or fault message during operation, the error or fault condition could not be replicated during
subsequent equipment testing.

3.3

Double Error Correction Triple Error Detection

DECTED

system or equipment methodology to test a digital word of information to determine if it has
been corrupted, and if corrupted, to conditionally apply correction
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NOTE This methodology can correct two bit corruptions and can detect and report three bit corruptions.

3.4

firm error

term (see also soft error) used in the semiconductor community referring to a circuit cell
failure within a device that cannot be reset other than by rebooting the system or by cycling
the power

NOTE Such a failure could be manifest as a soft fault in that it could provide no fault found during subsequent
test and impact the value for the MTBUR of the LRU.

3.5

hard error
term used in the semiconductor community referring to permanent or semifper
of a circuit cell failure within a device by atmospheric radiation that is ng
cycling the power off and on

yanent damage

NOTE Hard errors could include SEB, SEGR and SEL. Such a fault would be
impact the value for the MTBF of the LRU.

3.6
hard fault

value for the MTBF of the LRU repaired.

3.7

latch-up
condition where triggering
bulk CMOS) occurs, resulti
holding current. This s

NOTE Latch-up c ap
damage, a hard fault.

3.8
Line Replacez
LRU

piece of z
the sys

3.9
Mean Time Betweer
MTBF

term from the world airlines technical glossary referring to the mean time between failure of
equipment or a system in service such that it would require the replacement of a damaged
component before a system/system architecture can be restored to full functionality and thus
it is a measure of reliability requirements for equipment or systems.

Failure

3.10

Mean Time Between Unscheduled Removals

MTBUR

term from the world airlines technical glossary referring to the mean time between
unscheduled removal of equipment or a system in service that could be the result of soft
faults and thus is a measure of reliability for equipment or systems

NOTE MTBUR values can have a major impact on airline operational costs.
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3.1

Multiple Bit Upset

MBU

event which occurs when the energy deposited in the silicon of an electronic component by a
single ionising particle causes upset to more than one bit

3.12

No Fault Found

NFF

reported outcome of diagnostic testing on a piece of equipment. Following receipt of an error
or fault message during operation, the equipment is found to be fully functional and within
specification during subsequent equipment testing.

3.13
neutron
elementary particle with atomic mass number of one and carries no

NOTE It is a constituent of every atomic nucleus except hydrogen.

3.14
Single Error Correction Double Error Detection
SECDED

3.15
Single Event Burn Out
SEB

3.16 Q
Single Event Effe

SEE
is the response
solar energeti

NOTE The range, of xesponses, can include both non-destructive (for example upset) and destructive (for example
latch-up orgate v 5

3.17
Single Event Fun
SEFI

upset in a complex device, for example, a microprocessor, such that a control path is
corrupted, leading the part to cease to function properly

ional Interrupt

NOTE This effect has sometimes been referred to as lockup, indicating that sometimes the part can be put into a
“frozen” state.

3.18

Single Event Gate Rupture

SEGR

event which occurs in the gate of a powered insulated gate component when the radiation
charge absorbed by the device is sufficient to cause destructive gate insulation breakdown
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3.19

Single Event Latch-up

SEL

condition where ionisation deposited by the interaction of a single particle of radiation in
a device causes triggering of a parasitic pnpn circuit in semiconductor materials (including
bulk CMOS) to occur, resulting in a state where the parasitic latched current exceeds the
holding current, this state is maintained while power is applied

NOTE Latch-up could be a particular case of a soft fault (firm/soft error) or in the case where it causes device
damage, a hard fault.

3.20
Single Event Transient
SET
spurious signal or voltage, induced by the deposition of charge by a s
propagate through the circuit path during one clock cycle (see 6.3.1,

sle that can

3.21
Single Event Upset
SEU
event which occurs in a semiconductor device when the
sufficient to change the logical state of a digital
register bit cell, latch cell, etc.)

by the device is
(memory bit cell,

3.22

soft error

term (see also firm error) refers to invalid yes i ital electronic logic cell(s) that
could be induced by atmospheric radigtion and wi s recoverable by cycling the power off
and on

NOTE Soft error respons SET and™SEU. Such failures may not be manifest during

3.23

soft fault

term used at the aifcraftVt evelsafety analysis that refers to the characteristic of
invalid digital logj S gs within digital hardware electronic circuitry

NOTE This issa fa volve replacement of a permanently damaged component within an LRU, but
it does involve to valid states before a system/system can be restored to full functionality.
Such a fa beexn suspected in the "no fault found" syndrome for functions implemented with digital
technolog probably impact the value for the MTBUR of the affected LRU. If a soft fault results in the
mistaken repfacem pgonent within the LRU, the replacement could impact the value for the MTBF of the

LRU repaired.
4 Process guidance (see Annex A)

In an attempt to achieve a high level of confidence in system safety, certification authorities
mandate the use of defined design processes for the purpose of identifying and eliminating
design faults and providing appropriate feedback mechanisms to ensure a continuous and
closed loop development process. This Technical Specification defines methods and guidance
to be appropriately used in accommodating SEE related issues in Avionics design. However,
this is only one piece in the development assurance process.

To fully address design methodology as it pertains to SEE and the required evidence needed
to validate designs, several different processes will require revision to address this design
issue. The following is a partial list of the processes that may need revision depending on how
processes are currently structured.

— At a program management level, there are often processes in place. In many cases, it
may be necessary to address SEE issues generically at this level.
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