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INTERNATIONAL ELECTROTECHNICAL COMMISSION

OPC UNIFIED ARCHITECTURE -

Part 2: Security Model

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object /0 is to promote

Technical Reports, Publicly Available Specifications (PAS) and Guides ( , o as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any | atio ! i
in the subject dealt with may participate in this preparatory work.

consensus of opinion on the relevant subjects since each ica i epresentation from all
interested IEC National Committees.

Publications is accurate, IEC cannot be
misinterpretation by any end user.

In order to promote international uniformity, lEC Nati o ittees”undertake to apply IEC Publications
transparently to the maximum extent posgible in thei ional and regional publications. Any divergence

between any IEC Publication and the corre i er regional publication shall be clearly indicated in
the latter.

IEC itself does not provide i Nndependent certification bodies provide conformity
assessment services ang, in s 8 to IEC Jmarks of conformity. IEC is not responsible for any

No liability shall i ire enfployees, servants or agents including individual experts and
members of its technjcal fational Committees for any personal injury, property damage or
other damage of an t vhether direct or indirect, or for costs (including legal fees) and

Attention is<draw e references cited in this publication. Use of the referenced publications is
indispensabl

Attention e possibility that some of the elements of this IEC Publication may be the subject of
patent rig held responsible for identifying any or all such patent rights.

C technical committees is to prepare International Standards. However, a

technical committee may propose the publication of a technical report when it has collected
data of a different kind from that which is normally published as an International Standard, for
example "state of the art".

IEC 62541-2, which is a technical report, has been prepared by subcommittee 65E: Devices
and integration in enterprise systems, of IEC technical committee 65: Industrial-process
measurement, control and automation.

The text of this technical report is based on the following documents:

Enquiry draft Report on voting
65E/93/DTR 65E/155/RVC

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.
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This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts of the IEC 62541 series, under the general title OPC Unified Architecture,
can be found on the IEC website.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

reconfirmed,

withdrawn,

replaced by a revised edition, or
amended.

A bilingual version of this publication may be issued at a later date.

@%
S
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INTRODUCTION

This technical report introduces security concepts for OPC Unified Architecture as specified
by IEC 62541. This technical report and specification are a result of an analysis and design
process to develop a standard interface to facilitate the development of applications by
multiple vendors that inter-operate seamlessly together.

@%
S
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1 Scope

This part of IEC 62541 describes the OPC Unified Architecture (OPC UA) security model. It
describes the security threats of the physical, hardware and software environments in which
OPC UA is expected to run. It describes how OPC UA relies upon other _standards for

This does not mean that an application developer ¢
protecting persistent data against tampering. It

IEC 62541-1, ORC Unified Architecture — Part 1: Overview and concepts

3 Terms, definitions, abbreviations and conventions

3.1 Terms and definitions

For the purposes of this document the following terms and definitions as well as the terms and
definitions given in IEC 62541-1 apply.

3.11
Application Instance
individual installation of a program running on one computer

NOTE There can be several Application Instances of the same application running at the same time on several
computers or possibly the same computer.
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3.1.2

Application Instance Certificate

Digital Certificate of an individual instance of an application that has been installed in an
individual host

NOTE Different installations of one software product would have different Application Instance Certificates.

3.1.3

Asymmetric Cryptography

Cryptography method that uses a pair of keys, one that is designated the Private Key and
kept secret, the other is called the Public Key that is generally made available

NOTE Asymmetric Cryptography, also known as "public-key cryptography". In an asymmetric-encryption algorithm

other's Public Key to compute the new key value. See IS Glossary.

3.1.4

Asymmetric Encryption
mechanism used by Asymmetric Cryptography for
entity and for decrypting data with the associated

NOTE See 3.1.3 for details.

3.1.5
Asymmetric Signature
mechanism used by Asymmetric Cryp ' g data with the Private Key of an

ociated Public Key

NOTE See 3.1.3 for detail

<

3.1.6
Auditability

actions or activities in a system can be recorded

3.1.7

Auditing

tracking s in the system, including security related activities where the
Audit reco used fo verify the operation of system security

3.1.8

Authentication
process of verifying the identity of an entity such as a client, server, or user

3.1.9
Authorization
process of granting the right or the permission to a system entity to access a system resource

3.1.10
Availability
running of the system with unimpeded capacity

3.1.11
Confidentiality
protection of data from being read by unintended parties
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3.1.12

Cryptogrophy

transforming clear, meaningful information into an enciphered, unintelligible form using an
algorithm and a key

3.1.13

Cyber Security Management System

CSMS

program designed by an organization to maintain the security of the entire organization’s
assets to an established level of Confidentiality, Integrity, and Availability, whether they are
on the business side or the industrial automation and control systems side of the organization

3.1.14

Digital Certificate
structure that associates an identity with an entity such as a user, a
Instance where the certificate has an associated asymmetric key
authenticate that the entity does, indeed, possess the Private Key

3.1.15
Digital Signature
value computed with a cryptographic algorithm and

3.1.16

Hash Function

algorithm such as SHA-1 for which it is scomputa infeasible to find either a data object
that maps to a given hash result (the " or two data objects that map to the
same hash result (the "collision-free" p ope% e IS Glossary

3.1.17

Hashed Message Authe
HMAC

MAC that has bn

3.1.18
Integrity
security goa

NOTE definiti

3.1.19
Key Exchange Algofithm
protocol used for establishing a secure communication path between two entities in an
unsecured environment whereby both entities apply a specific algorithm to securely exchange
secret keys that are used for securing the communication between them

NOTE A typical example of a Key Exchange Algorithm is the SSL Handshake Protocol specified in SSL/TLS.

3.1.20

Message Authentication Code

MAC

short piece of data that results from an algorithm that uses a secret key (see Symmetric
Cryptography) to hash a message whereby the receiver of the message can check against
alteration of the message by computing a MAC that should be identical using the same
message and secret key

3.1.21
Message Signature
Digital Signature used to ensure the Integrity of messages sent between two entities
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NOTE There are several ways to generate and verify Message Signatures, however, they can be categorized as
symmetric (see 3.1.32) and asymmetric (see 3.1.5) approaches.

3.1.22

Non-Repudiation

strong and substantial evidence of the identity of the signer of a message and of message
integrity, sufficient to prevent a party from successfully denying the original submission or
delivery of the message and the integrity of its contents

3.1.23
Nonce
random number that is used once, typically by algorithms that generate security keys

3.1.24

OPC UA Application
OPC UA Client, which calls OPC UA services, or an OPC UA Ser
services

3.1.25
Private Key
secret component of a pair of cryptographic keys used fo

3.1.26

Public Key

publicly-disclosed component of
Cryptography, see IS Glossary

3.1.27
Public Key Infrastructure
PKI

NOTE The core P
when requwed and to a

own key pair improve
X509 PKI for more_deta

algorithm for As
Leonard Adleman,

etric Cryptography, invented in 1977 by Ron Rivest, Adi Shamir, and
ee IS Glossary

3.1.29

Secure Channel

in OPC UA, a communication path established between an OPC UA client and server that
have authenticated each other using certain OPC UA services and for which security
parameters have been negotiated and applied

3.1.30

Symmetric Cryptography

branch of cryptography involving algorithms that use the same key for two different steps of
the algorithm (such as encryption and decryption, or signature creation and signature
verification), see IS Glossary



