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INTERNATIONAL ELECTROTECHNICAL COMMISSION

OPC UNIFIED ARCHITECTURE -
Part 9: Alarms and conditions

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and_electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, fTechnival Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafer referrad to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC
in the subject dealt with may participate in this preparatory work. Intern
governmental organizations liaising with the IEC also participate in this prep . 3
with the International Organization for Standardization (ISO) in accordafe itions grmined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters expregs

3) IEC Publications have the form of recommendations for in
4) In order to promote international uniformi

5) IEC itself does not provide a

6) All users should ensure that the

7) No liability shall aftach j i : T
members of its t& zal ittees and IEC Natighal Commlttees for any personal injury, property damage or

other damage of ary ether direct or indirect, or for costs (including legal fees) and
expenses arising out g of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is dr, e N i efences cited in this publication. Use of the referenced publications is
indispensabj¢é fo a ation of this publication.

9) Attentiop~N Re possibility that some of the elements of this IEC Publication may be the subject of
patentfights\ IEC S held responsible for identifying any or all such patent rights

International C 62541-9 has been prepared by subcommittee 65E: Devices and
integration in enterprise systems, of IEC technical committee 65: Industrial-process
measurement, control and automation.

The text of this standard is based on the following documents:

FDIS Report on voting
65E/243/FDIS 65E/268/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts of the IEC 62541 series, published under the general title OPC unified
architecture, can be found on the IEC website.
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The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

* reconfirmed,

» withdrawn,

+ replaced by a revised edition, or

* amended.

IMPORTANT - The 'colour inside’ logo on the cover page of this pu tion indicates
that it contains colours which are considered to be useful for\the correct
understanding of its contents. Users should therefore print thi t using a

colour printer. /\

O
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INTRODUCTION

This International Standard is a specification intended for developers of OPC UA applications.
The specification is a result of an analysis and design process to develop a standard interface
to facilitate the development of applications by multiple vendors that inter-operate seamlessly
together.

@%
S
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OPC UNIFIED ARCHITECTURE -

Part 9: Alarms and conditions

1 Scope

This part of the IEC 62541 series specifies the representation of Alarms and conditions in the
OPC unified architecture. Included is the Information Model representation of Alarms and
conditions in the OPC UA address space.

2 Normative references

The following documents, in whole or in part, are normatively ré ‘ ; gument and
are indispensable for its application. For dated references i ited applies. For
undated references, the latest edition of the (including any
amendments) applies.

IEC/TR 62541-1, OPC Unified Architecture — Par;

3.1 Terms anthd

For the purposes of this document, the terms and definitions given in IEC 62541-1,
IEC 62541-3 and IEC 62541-5 as well as the following apply.

3.11
Acknowledge
operator action that indicates recognition of a new Alarm

Note 1 to entry: As defined in EEMUA, the term “Accept” is another common term used to describe Acknowledge.
They can be used interchangeably. This document will use Acknowledge.

3.1.2
Active
state for an Alarm that indicates that the situation the Alarm represents currently exists

Note 1 to entry: Other common terms defined by EEMUA are “Standing” for an Active Alarm and “Cleared” when
the Condition has returned to normal and is no longer Active.


http://www.eemua.co.uk/
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3.1.3

ConditionClass

a Condition grouping that indicates in which domain or for what purpose a certain Condition is
used

Note 1 to entry: Some top-level ConditionClasses are defined in this specification. Vendors or organisations may
derive more concrete classes or define different top-level classes.

3.1.4
ConditionBranch
a specific state of a Condition

Note 1 to entry: The Server can maintain ConditionBranches for the current state, as well asfQr previous states.

3.1.5
ConditionSource
element which a specific Condition is based upon or related to

Note 1 to entry: Typically, it will be a Variable representing a process tag (e\g W\ ¢t representing
a device or subsystem.

In Events generated for Conditions, the SourceNode Property (inhe
Nodeld of the ConditionSource.

3.1.6

Confirm

operator action informing the Server
cause of the Alarm

as been taken to address the

3.1.7

Disable
system is configured such\that\the Alarr
Condition is present

Note 1 to entry: A

3.1.8
Operator
special user w

user. All descriptions\that apply t0 general users also apply to Operators.

3.1.9
Refresh
an update to an Event Subscription that provides all Alarms which are considered to be
Retained

Note 1 to entry: This concept is further described in EEMUA.

3.1.10

Retain

alarm in a state that is interesting for a Client wishing to synchronize its state of Conditions
with the Server’s state

3.1.11

Shelving

facility where the Operator is able to temporarily prevent an Alarm from being displayed to the
Operator when it is causing the Operator a nuisance
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Note 1 to entry: A Shelved Alarm will be removed from the list and will not re-annunciate until un-shelved” as
defined in EEMUA.

3.1.12
Suppress
logical criterion to determine that the Alarm does not occur

Note 1 to entry An Alarm is suppressed when logical criteria are applied to determine that the Alarm should not
occur, even though the base Alarm Condition (e.g. Alarm setting exceeded) is present, as defined in EEMUA.

3.2 Abbreviations

A&C Alarms and Conditions
A&E Alarms and Events
DA Data Access

UA Unified Architecture

3.3 Used data types

D@ation
—4ring

Uint16

Int32

UtcTime

Table 2 — Parameter Types defined in IEC 62541-4

Parameter Type

Integerld
StatusCode

4 Concepts

4.1 General

This specification defines an Information Model for Conditions, Dialog Conditions, and Alarms
including acknowledgement capabilities. It is built upon and extends base eventing which is
defined in IEC 62541-3, IEC 62541-4 and |IEC 62541-5. This Information Model can also be
extended to support the additional needs of specific domains.
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4.2 Conditions

Conditions are used to represent the state of a system or one of its components. Some
common examples are:

o atemperature exceeding a configured limit;
e a device needing maintenance;

e a batch process that requires a user to confirm some step in the process before
proceeding.

Each Condition instance is of a specific ConditionType. The ConditionType and derived types
are subtypes of the BaseEventType (see IEC 62541-3 and IEC 62541-5). This part defines
types that are common across many industries. It is expected that vehdors or other
standardisation groups will define additional ConditionTypes deriving snmmon base
types defined in this part. The ConditionTypes supported by a Se e d in the
AddressSpace of the Server.

need further attention,
set to False. Subclau
states and there

information and use cases. Maintaining previous
ole branches is optional for Servers.

the addition of sub-states.



