IEC 61162-450:2011-06+AMD1:2016-03 CSV(en)

IEC 61162-450

Edition 1.1 2016-03

I N T E RNAT I O NAL CONSOLIDATED VERSION
STANDARD

RO

N

Maritime navigation and radiocc
interfaces —
Part 450: Multiple talkers and m

ication equipment and systems — Digital

rs — Ethernet interconnection




THIS PUBLICATION IS COPYRIGHT PROTECTED
Copyright © 2016 IEC, Geneva, Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form
or by any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from
either IEC or IEC's member National Committee in the country of the requester. If you have any questions about IEC
copyright or have an enquiry about obtaining additional rights to this publication, please contact the address below or

IEC Central Office
3, rue de Varembé
CH-1211 Geneva 20

Switzerland www.iec.ch

your local IEC member National Committee for further information.

Tel.: +41 22 919 02 11
Fax: +41 22 919 03 00
info@iec.ch

About the IEC

The International Electrotechnical Commission (IEC) is the leading global organization that prepares and publishes
International Standards for all electrical, electronic and related technologies.

About IEC publications

The technical content of IEC publications is kept under constant review by the IEC. Please make sure that you'have the
latest edition, a corrigenda or an amendment might have been published.

IEC Catalogue - webstore.iec.ch/catalogue

The stand-alone application for consulting the entire
bibliographical information on IEC International Standards,
Technical Specifications, Technical Reports and other
documents. Available for PC, Mac OS, Android Tablets and
iPad.

IEC publications search - www.iec.ch/searchpub

The advanced search enables to find IEC publications by a
variety of criteria (reference number, text, “technical
committee,...). It also gives information on projects, replaced
and withdrawn publications.

IEC Just Published - webstore.iec.ch/justpublished

Stay up to date on all new IEC publications. Just Published
details all new publications released. Available online and
also once a month by email.

Electropedia - www.electropedia.org

The world's “leading “online dictionary of electronic and
electrical terms-containing 20 000 terms and definitions in
English-and French, with equivalent terms in 15 additional
languages. Also known-as the International Electrotechnical
Vocabulary (IEV) online.

IEC Glossary - std.iec.ch/glossary

65 000 electrotechnical terminology entries in English and
French extracted from the Terms and Definitions clause of
IEC publications issued since 2002. Some entries have been
collected from earlier publications of IEC TC 37, 77, 86 and
CISPR.

IEC Customer Service Centre - webstore.iec.ch/csc

If you wish to give us your feedback on this publication or
need further assistance, please contact the Customer Service
Centre: csc@iec.ch.


mailto:info@iec.ch
http://www.iec.ch/
http://webstore.iec.ch/catalogue
http://www.iec.ch/searchpub
http://webstore.iec.ch/justpublished
http://www.electropedia.org/
http://std.iec.ch/glossary
http://webstore.iec.ch/csc
mailto:csc@iec.ch

IEC 61162-450

Edition 1.1  2016-03

INTERNATIONAL
STANDARD

Maritime navigation and radiocommunication equipment and systems — Digital
interfaces —
Part 450: Multiple talkers and multiple listeners > Ethernet interconnection

INTERNATIONAL
ELECTROTECHNICAL
COMMISSION

ICS 47.020.70 ISBN 978-2-8322-3289-7

Warning! Make sure that you obtained this publication from an authorized distributor.

® Registered trademark of the International Electrotechnical Commission






IEC 61162-450:2011-06+AMD1:2016-03 CSV(en)

IEC 61162-450

Edition 1.1 2016-03

CONSOLIDATED VERSION
REDLINE VERSION
colour
inside
N\ @A\
Maritime navigation and radioco ication equipment and systems — Digital

interfaces —
Part 450: Multiple talkers and m eners — Ethernet interconnection




-2- IEC 61162-450:2011+AMD1:2016 CSV

© IEC 2016
CONTENTS
FOREWORD ... ettt e et et e e e e e et e e e e e et e et e e e e e e e et e enas 5
1 S o0 o 1= TR0 7
2 NOMMAtIVE T OIENCES ottt 7
3 Terms and definitions ... e 8
4  General network and equipment reqUIreMEeNtS .........cviiiiiiiiii e 11
4.1 Network topology E€XamPle. .. ..o 11
4.2 BasiC reqUIrEmMENtS ..o 12
4.2.1 Requirements for equipment to be connected to the network.....x................ 12
422 Additional requirements for network infrastructure equipr ST N 12
4.3 Network function (NF) requirements..............coooviiiii 0D
4.3.1 General reqUIremMeNntS........coiiiiiiiiii e a e N D
4.3.2 Maximum data rate requirements
4.3.3 Error 1ogging function ... ... NN e X e e N e e e er e eeeneeneenas
4.4 System function (SF) requirements............. e e T N N
4.4.1 General requiremMents........coooviiiiei oo N e e e e en e
4.4.2 Assignment of unique system fun
4.4.3
4.5
4.5.1
4.5.2
453
4.6
5 Low level network|r
5.1 Electri
5.2 Netwc@
5.3 IP Addre
5.4
6 Transpo
L 2 =Y 4 =Y = 1 NP
6.2
6.2.1
6.2.2
6.2.3 UDP checksum
6.2.4 Datagram SIZe. .. . e 22
7  Application layer specification ....... ... 22
71 Datagram NEader ... e 22
7.1.1 Valid REAAET ... e 22
7.1.2 =1 o] gl (oo o |1 0T S PN 22
7.2 General IEC 61162-1 sentence transmisSiONS .........cooiiiiiiiiii e 22
7.2.1 Application of this protoCol ..........ccoiiiii 22
7.2.2 Types of messages for which this protocol can be used ................cccoeiiin. 22
7.2.3 TAG block parameters for sentences transmitted in the datagram ................. 22
7.2.4 Requirements for processing incoming datagrams .............ccccoviviiiiiiiineennns 24
7.2.5 BT Ol OGN e e 24
7.3 Binary image transfer using UDP multicast ..............coooiiiiiiii 24

7.3.1 Application of this protocol ... 24



IEC 61162-450:2011+AMD1:2016 CSV -3-

© |IEC 2016
7.3.2 Binary image StruCture ... ... 25
7.3.3 == 1o L 25
7.3.4 Binary image descriptor structure ... 27
7.3.5 Binary image data fragment....... ..o 28
7.3.6 Sender process for binary image transfer ... 28
7.3.7 Receiver process for binary image transfer.............coi 30
7.3.8 Other reqUIrEMENTS ... e 31
7.3.9 =1 o] gl (oo o |1 0T S PN 32
8 Methods of test and required results ... 32
8.1 Test set-up and equUIpPmMENt .. .. e
8.2 Basic requirements ... ..o
8.2.1 Equipment to be connected to the network
8.2.2 Network infrastructure equipment
8.3 Network function (NF) ... oSG N\l e
8.3.1 Maximum datarate ... e
8.3.2 Error logging function ..o o NN N e e N e e enereneeeneenes
8.4 System fuNCtion (SF).....ooiiiii TG N N N N e et e eneeeas
8.4.1 LT =Y 1= - ¥ Y AU NP N S
8.4.2 Assignment of unique system functi
8.4.3
8.5
8.5.1
8.5.2
8.5.3
8.6
8.7
8.7.1
8.7.2

< T O = o o T g (o To [ 1 T PPN 37
8.11 Binary image transfer using UDP multicast .............ccooiiiiiiiii 38
8.11.1 Sender ProCesS 1St . o e 38
8.11.2 Receiver proCess teSt. ... . 39
8.11.3 Image descriptor test ... 39
8.11.4 Image transfer error 10gging . ...c.oou i 39
Annex A (normative) Classification of IEC 61162-1 talker identifier mnemonics
AN SENMEENCES ..ottt 40
Annex B (informative) TAG block example ... ... 46
Annex D (informative) Network and system design guidance..........c..coooiiiiiiiiiiiiiiin s 53
Annex C (normative) Reliable transmission of command-response pair messages............... 48

=T o TN ToTe ] =1 o1 1 Y/ PP 61



-4 - IEC 61162-450:2011+AMD1:2016 CSV

© IEC 2016
Figure 1 — Network topology eXample. ... ... e 12
Figure 2 — Ethernet frame example for a SBM from a rate of turn sensor............................. 20
Figure C.1 — Command response COMmMUNICAtIONS.........ciiiiiiiiii e 48
Figure C.2 — State diagram ... 50
Figure D.1 — General system design architecture..............oooiiii i 53
Figure D.2 — Example of ship-shore communication architecture....................cocooiiiini, 54
Figure D.3 — Security infrastructure ... ... 55
Figure D.4 — Decoupled SYStemi... ... 57
Figure D.5 — Loosely coupled SYStem ... e
Figure D.6 — Strongly coupled system .........ccooiiiiiiiiiiii e
Table 1 — Syslog message format ...........ccoooiiiiiiin G N
Table 2 — Syslog error message codes........ccocovvvveeieeieniiienen o NG NG Xe e

Table 3 — Interfaces, connectors and cables
Table 4 — Destination multicast addresses and port nu
Table 5 — Destination multicast addresses and port
Table 6 — Destination multicast addresses and pg
Table 7 — Description of terms ..........4... ...

Table 8 — Binary image structure
Table 9 — Header format ... 00D

Table A.1 — Clang;?
Table A.2 — Clas ati
Table B.1 — Defin

Table D.1 — Oyer
Table D.2 —



IEC 61162-450:2011+AMD1:2016 CSV -5-
© IEC 2016

1)

2)

3)

4)

5)

INTERNATIONAL ELECTROTECHNICAL COMMISSION

MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS -
DIGITAL INTERFACES -

Part 450: Multiple talkers and multiple listeners —
Ethernet interconnection

FOREWORD
The International Electrotechnical Commission (IEC) is a worldwide organizati standardization™comprising
all national electrotechnical committees (IEC National Committees). e E s to)promote
international co-operation on all questions concerning standardization in the~elestric i€ fields. To
this end and in addition to other activities, IEC publishes Internationak Standards, i specifications,
Technical Reports, Publicly Available Specifications (PAS) and /GQuids : £d to as “IEC
Publication(s)”). Their preparation is entrusted to technical committges; an N atlonal Commlttee interested

governmental organizations liaising with the IEC also participate i iS™¥ oS ian. collaborates closely
with the International Organization for Standardization (I i onditions determined by
agreement between the two organizations.

Publications is accurate, IEC cannot be
misinterpretation by any end

SI e Nor the way in which they are used or for any
In order to promote intern C N= al Lommittees undertake to apply IEC Publications
transparently to the maxi i i i i i . i
between any IEC Public
the latter.
IEC itself does vie any ati ¢ s ity. Independent certification bodies provide conformity
assessment services and, N ¢ss to IEC marks of conformity. IEC is not responsible for any

services carried out B

All users should &€nsuxe ve the Jatest edition of this publication
No liability sha C on\is directors, employees, servants or agents including individual experts and
members oKts technical ittees and IEC National Committees for any personal injury, property damage or

other dan age of an e whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenges a islg Qut of the publication, use of, or reliance upon, this IEC Publication or any other IEC

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable forthe cotrect application of this publication.

Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

This consolidated version of the official IEC Standard and its amendment has been prepared
for user convenience.

IEC 61162-450 edition 1.1 contains the first edition (2011-06) [documents 80/615/FDIS and
80/621/RVD] and its amendment 1 (2016-03) [documents 80/795/FDIS and 80/796/RVD].

In this Redline version, a vertical line in the margin shows where the technical content is
modified by amendment 1. Additions are in green text, deletions are in strikethrough red text.
A separate Final version with all changes accepted is available in this publication.
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International Standard IEC 61162-450 has been prepared by IEC technical committee 80:
Maritime navigation and radiocommunication equipment and systems.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

The committee has decided that the contents of the base publication and its amendment will
remain unchanged until the stability date indicated on the IEC web site under
"http://webstore.iec.ch” in the data related to the specific publication. At this date,
the publication will be

e reconfirmed,
e withdrawn,
e replaced by a revised edition, or

e amended.

A bilingual version of this publication may be issued|at 4 Iater date.

OO

IMPORTANT - The 'colour inside’ logo on“the _cowver p\age/gf this publication indicates
that it contains colours which Are consi to be useful for the correct
understanding of its contents. Users @d herefore print this document using a

colour printer. (\ TN
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MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS -
DIGITAL INTERFACES -

Part 450: Multiple talkers and multiple listeners —
Ethernet interconnection

1 Scope

radar and VDR.

e This standard li
Ethernet netw

infrastructure).

uipment (Network nodes) connected to a single
level one or two devices and cables (Network

requirements only for equipment interfaces. By specifying
C 61162-1 sentences and general binary image data these
interoperability between equipment implementing this
level of safe behaviour of the equipment itself.

equipment using other protocols than those specified in this
standard oshare\a nétwork infrastructure provided that it is supplied with interfaces which
satisfy the requirements described for ONF (see 4.6).

e This standard does not contain any system requirements other than the ones that can be
inferred from the sum of individual equipment requirements. Thus, to ascertain system
properties that cannot be derived from equipment requirements alone, additional analysis
or standards will be required. In particular, this applies to requirements to maintain system
functionality in the face of a single point failure in equipment or networks. Informative
Annex D contains guidance on how to address such issues.

2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

IEC 60825-2, Safety of laser products — Part 2: Safety of optical fibre communication systems
(OFCS)
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IEC 60945, Maritime navigation and radiocommunication equipment and systems — General
Requirements — Methods of testing and required test results

IEC 61162-1, Maritime navigation and radiocommunication equipment and systems — Digital
interfaces — Part 1: Single talker and multiple listeners

IEC 61996-1, Maritime navigation and radiocommunication equipment and systems -
Shipborne voyage data recorder (VDR) — Part 1. Performance requirements, methods of
testing and required test results

IEEE 802.3, IEEE Standards for Local Area Networks: Carrier Sense Multlp/e Access with
Collision Detection (CSMA/CD) Access Method and Physical Layer Specifi

ISOC RFC 768, User Datagram Protocol, Standard STD0006

ISOC RFC 2474, Definition of the Diffe
Headers

For the purposes of\this document, the following terms and definitions apply.

3.1

ASCII
printable 7 bit character encoded in one byte

3.2

binary image

data block without formatting known to this protocol, i.e., non IEC 61162-1 formatted data,
that can be transmitted with the protocol defined in 7.3.

NOTE The term “binary image” is used to differentiate the general data transfer protocol (which may or may not
be in ordinary text format) from the transmission of sentences that is always in 7 bit ASCII format.

3.3
byte
group of 8 bits treated as one unit; this corresponds to what is also sometimes called an octet


http://www.ietf.org/
http://www.rfc-editor.org/rfcsearch.html
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3.4

command-response pair

CRP

messages exchanged between parties that synchronize state changes on both sides through
the exchange

NOTE 1 CRP are defined in Annex A.

NOTE 2 Both the command and the reply message may also be used as a sensor broadcast message in some
cases. Thus, the implementation of the semantics of the message exchange is somewhat different between
different users of the exchange.

3.5

datagram
one atomic UDP transmission unit on the Ethernet as defined in
constrained elsewhere in this standard

1ISOf S 768 and as

3.6
Ethernet

3.7
function block

NOTE Equipment normally implements multiple functio € equirements to equipment are the sum of
requirements to the function blocks it implem are defined in Clause 4. Types of function
blocks are System Function Blogk (SF), Other Rl6ck (ONF), Network Function Block (NF) and

3.8

internet assigne
IANA

global coordinatio
protocol resource

3.9

IP
used and defined OC RFC 791 (and updates)

3.10

message

collection of one or more sentences that are grouped by mechanisms internal to the sentence,
for instance by sequence numbers as in the TXT sentence, i.e. a stand alone sentence is a
message

3.1

message type

classification of IEC 61162-1 sentence formatters into-SMB SBM, MSM and CRP types
NOTE 1 SMB SBM, MSM and CRP types are defined in Annex A.

NOTE 2 This standard defines different requirements to the transmission of different message types.
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3.12
multi-sentence messages
MSM
logical group of messages and/or sentences where the full meaning of the group is dependent
on the receiver reading the full group

NOTE 1 Multi-sentence messages that are grouped together with a TAG construct is also a sentence group.
NOTE 2 MSM are defined in Annex A.

3.13

network
one physical Ethernet network with one Internet address space, consisting only of the network
nodes, switches, cables and supporting equipment such as power supply

3.14

network function block
NF

function block responsible for physical connectivity to the né&
transport layer as described in 4.3

bivity to the

3.15
network infrastructure
the part of the Network that provides a transmissi

3.16

network node
physical device connecteds
Internet host)

NOTE A network node will

3.17 Q

other network func!
ONF

blocks that makewse of thjs stahdard’s protocol.

3.18

sensor broadcast message

SBM

messages consisting of only one sentence

NOTE 1 SBM type messages are sent with a sufficiently high update rate to ensure that the receiver can maintain
the correct status even in environments where some messages may be lost.

NOTE 2 SBM are defined in Annex A.

3.19
sentence
standard information carrying unit as defined in IEC 61162-1

3.20

sentence group

logical group of sentences (which may consist of only one) that need to be processed
together to give full meaning to the information contained in the sentence(s)
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NOTE 1 The grouping of sentences into sentence group is done by TAG block mechanisms. The sentences in a

sentence group may or may not have the same formatter. A multi sentence message grouped by this mechanism is
also a sentence group.

NOTE 2 This standard allows the explicit grouping of sentences by using coding in a datagram. This standard
does not enforce any relationship between datagram and sentence group. Thus a datagram may contain more than
one sentence group or a sentence group may be split over two or more datagrams.

3.21

serial to network gateway function block

SNGF

function block that enables transfer of sentences between the network and devices that are
compliant with the IEC 61162-1 and IEC 61162-2 serial line interface

3.22

system function block
SF

function block, identified by a unique system function ID (SFl), tha
that can send information in a datagram format as defined in cl

S w furction block

3.23

system function ID

SFI

parameter string as defined in 4.4.2

3.24
transmission group
a pair of a multicast address and a port n

NOTE The transmission groups are defined in
SF.
3.25
transport annota
TAG Q
formatted block 3

sentences

EA 0183, that adds parameters to IEC 61162-1

NOTE Informative A iew of the TAG blocks used in this standard.

3.26
user data
UDP
connection-less™datagram protocol defined by ISOC RFC 768; it makes no provision for
transport-layer acknewledgement of packets received

4 General network and equipment requirements

4.1 Network topology example

Figure 1 shows a possible IEC 61162-450 network topology consisting of one IP Local Area
Network (LAN) and a number of different network nodes, each containing different function
blocks. This diagram is informal and does not imply any requirements other than the ones
defined in the following subclauses.



