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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
PROFILES -

Part 3: Functional safety fieldbuses —
General rules and profile definitions

FOREWORD

this end and in addltlon to other activities, IEC publishes International Standa
Technical Reports, Publicly Available Specifications (PAS) and Guides

governmental organizations liaising with the IEC also partlmpate i
with the International Organization for Standardization (ISO
agreement between the two organizations.

the latter.

5) IEC itself does nof provide
assessment seryi i
services carried out by i

International Standard IEC 61784-3 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial process measurement, control and
automation.

This second edition cancels and replaces the first edition published in 2007. This edition
constitutes a technical revision. The main changes with respect to the previous edition are
listed below:

— clarifications and additional explanations for requirements, updated references;

— updates of definitions and requirements in relation with the new edition of IEC 61508;

— addition of a new informative Annex D providing an assessment guideline;

— updates in parts for CPF 1, CPF 2, CPF 3, CPF 6 (details provided in the parts);

— addition of new parts for CPF 8, CPF 12, CPF 13, CPF 14;

— in CPF parts, addition of an annex to provide information about test laboratories for
testing and validating conformance of FSCP products.
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This bilingual version published in 2011-12, corresponds to the English version published
in 2010-07.

The text of this standard is based on the following documents:

FDIS Report on voting
65C/591A/FDIS 65C/603/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

The French version of this standard has not been voted upon.

The commlttee has deC|ded that the contents 0 S [ Ii’(@tjo will Femain unchanged until

* reconfirmed,
* withdrawn,
* replaced by a revised gdition,

e amended. [\/\ x

IMPORTANT - @co ur inside' lo \f(the cover page of this publication indicates
that it contains o which\are considered to be useful for the correct
understanding its_ contents. Users should therefore print this document using a

colour printer.
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0 Introduction

0.1 General

The IEC 61158 fieldbus standard together with its companion standards IEC 61784-1 and
IEC 61784-2 defines a set of communication protocols that enable distributed control of
automation applications. Fieldbus technology is now considered well accepted and well
proven. Thus many fieldbus enhancements are emerging, addressing not yet standardized
areas such as real time, safety-related and security-related applications.

This standard explains the relevant principles for functional safety communications with
reference to IEC 61508 series and specifies several safety communication/Tayers (profiles and
corresponding protocols) based on the communication profiles a ¢

IEC 61784-1, IEC 61784-2 and the IEC 61158 series. It does not ¢
intrinsic safety aspects.

Figure 1 shows the relationships between this standard an
standards in a machinery environment.

X

ey

¢
[«
[ ¢

yellow) safety-related standards
blue) fieldbus-related standards
dashed yellow) this standard

Product standards / ‘ |

Ch| 150121004 and 150 14121 |

IEC 61496 || IEC 61131-6 || IEC 61800-5-2 || 1SO10218-1" || | ]\ Safety of machinery — Principles for | -
Safety f. e.g. Safety for PLC Safety functi Safe quitements | | design and risk assessment '
light curtains | |(under consideration) for drives for robots : N !
> NN TN T T \j ) 4 '

IEC 61784-4 IEC 62443 ! sign_of safety-related electrical, electronic and program- |
Security Security i makle electronic control systems (SRECS) for machinery |
(profile-specific) (common part) ( i

4 [ 3 SIk: based PL based 1
IEC 61784-5 IEC 61918 e |
Instal_lation ggide stallation gui . Design objective |
(proflle-specw (et Rl 1 Applicable standards !

2 S N ‘ Y 3

~r 2 1| IEC 60204-1 S

il E 1000- 1 Safety of electrical of machinery '
Methodology EMG/& FS| ! S (SRPCS) j

\lEgs\tgv?gg-I?-S‘l : 3 Non-electrical :

[ | Us: NEPA 79 Electrical !

\ \\F.: - 1 (2006) ‘

: \ 4 \4 v :

> IEC 62061 !

IEC 61158 series / 3 o oty |
IEC 61784-1, -2 IEC 61508 series [ (SRECS) !
Fieldbus for use in Functional safety (FS) | (including EMC for !
industrial control systems (basic standard) ; industrial environment) !

NOTE Subclauses 6.7.6.4 (high complexity) and 6.7.8.1.6 (low complexity) of IEC 62061 specify the relationship
between PL (Category) and SIL.

Figure 1 — Relationships of IEC 61784-3 with other standards (machinery)
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Figure 2 shows the relationships between this standard and relevant safety and fieldbus
standards in a process environment.

777777777777777777777777777777777777777

Product standards

IEC 61496 || IEC 61131-6 || IEC 61800-5-2 || ISO 10218-1 S|

Safety f. e.g. Safety for PLC Safety functions | [Safety requirement
light curtains | |(under consideration) for drives for robots

IEC 61784-4 IEC 62443
Security Security .
(prefleapeeile) | feamien g See safety standards for machinery

IEC 61784-5 IEC 61918
Installation guide | Installation guide
(profile-specific) [ (common part)

—

IEC 61326-3-2%

EMC and
IEC 61784-3 functional safety

Functional safety ¢

communication

(Figure 1)

profiles
us:
51\1j b [©777 (3Is¢t R ood(f”d

series parts = modifie

IEC 61158 series / unctiol fety — IEC 61511)
IEC 61784-1, -2 i Safety instrumented
i s i systems for the
industria contol sy industry sector |« -~ DE: VDI 2180
ystems Part 1-4

a For specified 3 i enments; otherwise IEC 61326-3-1.

ionships of IEC 61784-3 with other standards (process)

Safety communicatioh layers which are implemented as parts of safety-related systems
according to IEC 61508 series provide the necessary confidence in the transportation of
messages (information) between two or more participants on a fieldbus in a safety-related
system, or sufficient confidence of safe behaviour in the event of fieldbus errors or failures.

Safety communication layers specified in this standard do this in such a way that a fieldbus
can be used for applications requiring functional safety up to the Safety Integrity Level (SIL)
specified by its corresponding functional safety communication profile.

The resulting SIL claim of a system depends on the implementation of the selected functional
safety communication profile within this system — implementation of a functional safety
communication profile in a standard device is not sufficient to qualify it as a safety device.
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This standard describes:

— basic principles for implementing the requirements of IEC 61508 series for safety-
related data communications, including possible transmission faults, remedial
measures and considerations affecting data integrity;

— individual description of functional safety profiles for several communication profile
families in IEC 61784-1 and IEC 61784-2;

— safety layer extensions to the communication service and protocols sections of the
IEC 61158 series.

0.2 Patent declaration

functional safety communication profiles for families 1, 2,
IEC 61784-3-1, IEC 61784-3-2, IEC 61784-3-3, IEC
IEC 61784-3-13 and IEC 61784-3-14.

The holders of these patent rights have i willing to negotiate licences
under reasonable and non-discriminatoryter iti vith applicants throughout the
world. In this respect, the statements of the\hold ent rights are registered with
IEC.

NOTE Patent details and corre
IEC 61784-3-3, IEC 61784-3-6,

9,

mation_are/provided in IEC 61784-3-1, IEC 61784-3-2,
61784-3-13 3nd IEC 61784-3-14.
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INDUSTRIAL COMMUNICATION NETWORKS -
PROFILES -

Part 3: Functional safety fieldbuses —
General rules and profile definitions

1 Scope

This part of the IEC 61784-3 series explains some common principles thah can“be used in the
transmission of safety-relevant messages among participants withi istri d network
using fieldbus technology in accordance with the requirements of eries? for
functional safety. These principles can be used in various industriak applications such as
process control, manufacturing automation and machinery.

This part2 and the IEC 61784-3-x parts specify severa actiona communication
profiles based on the communication profiles and proto he fieldbus technologies
in [IEC 61784-1, IEC 61784-2 and the IEC 61158 serigs.

NOTE 1 Other safety-related communication systems me
that are not included in this standard.

NOTE 2 It does not cover electrical safety andNintrinsic 5 3 . trical safety relates to hazards such
as electrical shock. Intrinsic safety relates to hazard eCi ith poten ially explosive atmospheres.

measures need to be conside application to protect fieldbus systems
against unauthorized access. 524 eg will address many of these issues; the
[es. i in a dedicated subclause of this part.

NOTE 4 Implementatio i t ommunlcatlon prof|le according to this part in a device is not
sufficient to qualify it

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

IEC 61131-2, Programmable controllers — Part 2: Equipment requirements and tests
IEC 61158 (all parts), Industrial communication networks — Fieldbus specifications

IEC 61326-3-1, Electrical equipment for measurement, control and laboratory use — EMC
requirements — Part 3-1: Immunity requirements for safety-related systems and for equipment
intended to perform safety-related functions (functional safety) — General industrial
applications

1 In the following pages of this standard, “IEC 61508” will be used for “IEC 61508 series”.
2 Inthe following pages of this standard, “this part” will be used for “this part of the IEC 61784-3 series”.

3 Proposed new work item under consideration.
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IEC 61326-3-2, Electrical equipment for measurement, control and laboratory use — EMC
requirements — Part 3-2: Immunity requirements for safety-related systems and for equipment
intended to perform safety-related functions (functional safety) — Industrial applications with
specified electromagnetic environment

IEC 61508 (all parts), Functional safety of electrical/electronic/programmable electronic
safety-related systems

IEC 61508-1:20104, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 1: General requirements

IEC 61508-2, Functional safety of electrical/electronic/programmable electronic safety-related

related systems
IEC 61784-1, Industrial communication networks — Profiles — Part 1:

IEC 61784-2, Industrial communication networks — Profile
profiles for real-time networks based on ISO/IEC 8802-3

IEC 61784-3-1, Industrial communication networks/—
fieldbuses — Additional specifications for CPF 1

-1: Functional safety

Part 3-2: Functional safety

ofiles — Part 3-3: Functional safety

s — Profiles — Part 3-6: Functional safety

networks — Profiles — Part 3-8: Functional safety

fieldbuses — Additional specifications for CPF 13

IEC 61784-3-14°, Industrial communication networks — Profiles — Part 3-14: Functional safety
fieldbuses — Additional specifications for CPF 14

IEC 61784-5 (all parts), Industrial communication networks — Profiles — Part 5: Installation of
fieldbuses — Installation profiles for CPF x

IEC 61918, Industrial communication networks — Installation of communication networks in
industrial premises

IEC 62280-1:2002, Railway applications — Communication, signalling and processing systems
— Part 1: Safety-related communication in closed transmission systems

4 To be published.
5 To be published.
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IEC 62443 (all parts), Industrial communication networks — Network and system security

3 Terms, definitions, symbols, abbreviated terms and conventions

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.1.1 Common terms and definitions

3.1.1.1
absolute time stamp
time stamp referenced to a global time which is common for a group vices using a
fieldbus
[IEC 62280-2, modified]

3.1.1.2
availability

system conditions such as loss of production

3.1.1.3

black channel

communication channel without av
IEC 61508

3.11.4
bridge

3.1.1.5
communication@‘-
logical connectionbé

3.1.1.6

3.1.1.7
connection
logical binding between two application objects within the same or different devices

3.1.1.8

Cyclic Redundancy Check (CRC)

<value> redundant data derived from, and stored or transmitted together with, a block of data
in order to detect data corruption

<method> procedure used to calculate the redundant data

NOTE 1 Terms “CRC code” and "CRC signature", and labels such as CRC1, CRC2, may also be used in this
standard to refer to the redundant data.

NOTE 2 See also [29], [30]6.

6  Figures in square brackets refer to the bibliography.



