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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -

Installation of communication networks in industrial premises

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
aII national electrotechnical committees (IEC National Committees) The object of IE is to promote

this end and in addltlon to other activities, IEC publishes International Standarg ) Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides ( 8 g as “IEC

Publication(s)”). Their preparation is entrusted to technical committees; any IEC N erested
in the subject dealt with may participate in this preparatory work and non-
governmental organizations liaising with the IEC also participate in this prep NEC oIIarates closely
with the International Organization for Standardization (ISO) i 8 ditions determined by

agreement between the two organizations.

0 A\
consensus of opinion on the relevant subjects since each i MMi 1 épresentation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations fori i 3 accepted by IEC National
Committees in that sense. While all reason X i at the technical content of IEC
Publications is accurate, IEC cannot be i
misinterpretation by any end user.

undertake to apply IEC Publications
and regional publications. Any divergence

between any IEC Publication and the correspondf ational ar regbonal publication shall be clearly indicated in
the latter.

5) IEC itself does not provide € i onfo Nndependent certification bodies provide conformity
assessment services and, i to IEC marks of conformity. IEC is not responsible for any

7) No liability shall i entployees, servants or agents including individual experts and
members of its technjcal™¢omij S bational Committees for any personal injury, property damage or
other damage of aR 9 ether direct or indirect, or for costs (including legal fees) and
expenses arising” o ication, /Juse of, or reliance upon, this IEC Publication or any other IEC

International IEC 61918 has been prepared by subcommittee 65C: Industrial
networks, of IEC téchnical committee 65: Industrial-process measurement, control and
automation.

This second edition cancels and replaces the first edition published in 2007 and
Corrigendum 1 (2009). This edition constitutes a technical revision.

This edition includes the following technical changes with respect to the previous edition:

— 4.4.7.2.1 is updated,;

— 4.4.7.3.4 is updated,;

— b5.7.4.3 is updated as result of the revision of the installation profiles;
— 6.2.3.1 is updated,;

— Figure 2, Figure 15, Table 14 and Table B.3 are updated;

a new Figure 35 is added;
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— anew Table 10 is added,;

— Annex D is extended to cover additional communication profile families;

— Annex F is extended to cover conductor sizes in electrical cables;

— Annex H is made normative; some common requirements are extended as result of the
revision of the installation profiles.

This standard is to be used in conjunction with the IEC 61784-5 series with regard to the
installation of communication profiles (CPs). This standard is to be used in conjunction with
ISO/IEC 14763-2 with regard to the installation of generic cabling in accordance with
ISO/IEC 24702.

NOTE For further information, see the Introduction.

This standard was developed in cooperation with ISO/IEC JTC1/SC2
ISO/IEC 24702.

onsible for

This bilingual version (2012-05) corresponds to the monolingual Engli published in

2010-07.

The text of this standard is based on the following documentss

)
FDIS (\Rep6ry/on/igting™\_
65C/599/RDIS * (esclerdiripp”
N/

Full information on the voting for the d@pproval
voting indicated in the above table.

this standard can be found in the report on

* withdrawr
* replacet\by
* amended.

IMPORTANT - The 'colour inside’' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

Process and factory automation are increasingly relying on communication networks and
fieldbuses that are inherently designed to cope with the specific environmental conditions of
the industrial premises. The networks and fieldbuses provide for an effective integration of
applications among the several functional units of the plant/factory. One of the benefits of
integrating field-generated data with higher-level management systems is to reduce
production costs. At the same time integrated data helps maintain or even increase the
quantity and quality of production. A correct network installation is an important prerequisite
for communications availability, reliability, and performance. This requires proper
consideration of safety and security conditions and environmental aspects such as
mechanical, liquid, particulate, climatic, chemicals and electromagnetic interference.

The specifications of these communication networks are provided in the

ISO/IEC 24702 specifies design of generic telecommunicatio

IEC 61158 fieldbus standard and IEC 62006
(including parts 1, 2, 3, 4 and relevant subpd
industrial automation. These CPs spéci

astructures) and fieldbuses. In addition, it
> the interfaces between automation island
networks and generic ab ing 3 gblems it seeks to solve is the situation created
when different < 3 i

homogeneous instal

consistency grea poténtial for errors and mismatch situations liable to

This standard>provides a common point of reference for the installation of the media of most
used industrial communication networks for most industrial sites. The standard covers the life
cycle of an installation in the following clauses (see the map of the standard in Figure 1):

o Clause 4: Installation planning;

e Clause 5: Installation implementation;

o Clause 6: Installation verification and acceptance test;

o Clause 7: Installation administration;

o Clause 8: Installation maintenance and troubleshooting.

The methods described in these clauses are written in such a way as to provide installation
guidance for a wide range of technician skills.



This
standard

Not in this
standard

Not in this This
standard

This
‘ standard ‘

standard

Clause 5

Clause 6

Clause 8

Clause 7

(Planning)

Clause 4

- 12 —

4.2 Planning requirements
(planning step 1)

4.3 Network capabilities
(planning step 2)

N

v

4.4 Component selection
(planning step 3)

!

4.4.5 Device location
and
4.4.9 Cable routing

abling planni
documentation

no

61918 © IEC:2010

- National requirements

- Electrical; safety requirements

- Security requirements

- Environmental considerations and EMC — MICE

- Physical network topology

- Transmission characteristics, e.g. segment-length,
transfer rates, max number of stations (nodes)
including repeaters, max number of repeaters
(connecting segments)

automation application, environmental conditions (e.g.
according to MICE) and the earthipg’stheme of the
Lfacility

5. Installation
i?ﬁ%tatio

[N
6. Installationverification
nd acseptahge tes

Network
commissioning

€
€

Network
correctly installed
and working

Network
operation

8. Installation
maintenance
and installation
troubleshooting

|

7. Installation administration

Documentation

Figure 1 — Industrial network installation life cycle
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The installation of a communication system is supported by this standard used in conjunction
with the relevant installation profile. The installation profile establishes the technology-
specific requirements in terms of which requirements apply as they are in this standard, or
which have been extended, modified, or replaced.

For the fieldbus that are defined in the IEC 61784 series as communication profiles (CPs) of
the communication profile families (CPF) the installation is specified in the installation profiles
that are available in the IEC 61784-5-n series, where n is the CPF number. IEC/TR 61158-1
describes the relationship between the fieldbus and the CPs and the relevant installation
profiles (see Figure 2).

For the installation of generic cabling, this standard is to be used in_conjunction with
ISO/IEC 14763-2 (see Figure 2).

PLANNING
DESIGN AND
INSTALLATION
OFFICE PREMISES GENERIC —>»| ISO/IEC 11801 ~\ Offices
CABLING <\\ \ Annex
HOMES —>{ ISO/IEC 15018 ¢ :g:;i
o sorec fore] R

el <2 (O

AUTOMATION \@){Qsc )@2 ; In:::ter)l(al
ISLANDS IS
L
1
\
TWE
UTOMATION > .
INDUSTRIAL PREMISES SLANDS & N instalaton
R N\ series roriles

[ \ IEC 61784-5 series|

and (Selection +
C 617841, -2
AUTOMATION :> »| Add/Repl/Mod)
ISLANDS
Common structure
PPLICATIGN-SPECIFIC
BL
AN

N/

Figure 2 — Standards relationships

One of the ad
requirements are €

of this structure is that the users of a network know which installation
mon to most networks and which are specific to a particular network.

Every single plant/factory has its own installation needs in accordance with the specific critical
conditions that apply to the specific application. This standard and its companion standards
described above provide a set of mandatory installation requirements ("shalls") and a number
of recommendations ("shoulds"). It is up to the owner of the specific industrial enterprise to
explicitly request that the cabling installation is implemented in accordance with these
standards and to list all recommendations that shall be considered as mandatory
requirements for the specific case.”



