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INTERNATIONAL ELECTROTECHNICAL COMMISSION

COMMUNICATION NETWORKS AND
SYSTEMS FOR POWER UTILITY AUTOMATION -

Part 7-1: Basic communication structure —
Principles and models

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

IEC Publications have [the férm ofyrecommendations for international use and ‘are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannet{be ;held .responsibletfarthe,way in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possibletinitheir Inational and regional publications. Any divergence
between any IEC Publication and the.corresponding, national; or.regional publication)shall be clearly indicated in
the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 61850-7-1 has been prepared by IEC technical committee 57:
Power systems management and associated information exchange.

The text of this document is based on the following documents:

FDIS Report on voting
57/1121/FDIS 57/1145/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This second edition cancels and replaces the first edition published in 2003. This second
edition constitutes a technical revision.
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Compared to the first edition, this second edition introduces:

e the model for statistical and historical statistical data,

e the concepts of proxies, gateways, LD hierarchy and LN inputs,
e the model for time synchronisation,

e the concepts behind different testing facilities,

e the extended logging function.
It also clarifies the following points:

e the use of numbers for data extension,

e the use of name spaces,

e the mode and behaviour of a logical node,
e the use of range and deadbanded values,

e the access to control actions and others.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts of the IEC 61850 series, under the general title: Communication networks
and systems for power utility automation can be found on the IEC website.

The committee has decided'that the*contents of this‘publication-will'remain unchanged until
the stability date indicated on ,the IEC web, site cunder "hitp://webstore.iec.ch" in the data
related to the specific publication.’At'this-date, the publication'will be

* reconfirmed,

* withdrawn,

» replaced by a revised edition, or
*+ amended.

IMPORTANT - The 'colour inside’ logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

This part of the IEC 61850 series provides an overview of the architecture for communication
and interactions between systems for power utility automation such as protection devices,
breakers, transformers, substation hosts etc.

This document is part of a set of specifications which details a layered communication
architecture for power utility automation. This architecture has been chosen to provide
abstract definitions of classes (representing hierarchical information models) and services
such that the specifications are independent of specific protocol stacks, implementations, and
operating systems.

The goal of the IEC 61850 series is to provide interoperability between the IEDs from different
suppliers or, more precisely, between functions to be performed by systems for power utility
automation but residing in equipment (physical devices) from different suppliers. Interoperable
functions may be those functions that represent interfaces to the process (for example, circuit
breakers) or substation automation functions such as protection functions. This part of the
IEC 61850 series uses simple examples of functions to describe the concepts and methods
applied in the IEC 61850 series.

This part of the IEC 61850 series describes the relationships between other parts of the
IEC 61850 series. Finally this part defines how interoperability is reached.

NOTE Interchangeability isythe jability-to replaceva device-from, the ;same wendor, yor from different vendors,
utilising the same communicationlinterface and as'a’'minimum, providing the/’same, functionality, with no impact on
the rest of the system. If differences in functionality are accepted, the exchange may also require some changes
somewhere else in the system. Interchangeability implies a standardisation of functions and, in a strong sense, of
devices which are outside the scope‘of this standard. Interchangeability is outside the scope, but it will be
supported following this standard for interoperability.

This part of the | IEC.61850. ;series. is/..intended -for--all .stakeholders of standardised
communication and standardised systems in the utility,industry. It provides an overview of and
an introduction to IEC 61850-7-4, |EC 61850-7-3, IEC 61850-7-2, IEC 61850-6, and
IEC 61850-8-1.
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COMMUNICATION NETWORKS AND
SYSTEMS FOR POWER UTILITY AUTOMATION -

Part 7-1: Basic communication structure —
Principles and models

1 Scope

This part of the IEC 61850 series introduces the modelling methods, communication
principles, and information models that are used in the various parts of the IEC 61850-7-x
series. The purpose of this part of the IEC 61850 series is to provide — from a conceptual
point of view — assistance to understand the basic modelling concepts and description
methods for:

— substation-specific information models for power utility automation systems,

— device functions used for power utility automation purposes, and

— communication systems to provide interoperability within power utility facilities.
Furthermore, this part of the IEC 61850 series provides explanations and provides detailed
requirements relating .to-the relation between IEC 61850-7-4, IEC 61850-7-3, IEC 61850-7-2
and |EC 61850-5. This “partiJexplains "how "the/ abstract 'services’ and models of the

IEC 61850-7-x series are mapped to ;concrete .communication protocols as defined in
IEC 61850-8-1.

The concepts and models provided in this part'of the'|IEC 61850 series may also be applied to
describe information'models-and functions for:

— hydroelectric power plants,

— substation to substation information exchange,

— information exchange for distributed automation,

— substation to control centre information exchange,

— information exchange for metering,

— condition monitoring and diagnosis, and

information exchange with engineering systems for device configuration.

NOTE 1 This part of IEC 61850 uses examples and excerpts from other parts of the IEC 61850 series. These
excerpts are used to explain concepts and methods. These examples and excerpts are informative in this part of
IEC 61850.

NOTE 2 Examples in this part use names of classes (e.g. XCBR for a class of a logical node) defined in
IEC 61850-7-4, IEC 61850-7-3, and service names defined in IEC 61850-7-2. The normative names are defined in
IEC 61850-7-4, IEC 61850-7-3, and IEC 61850-7-2 only.

NOTE 3 This part of IEC 61850 does not provide a comprehensive tutorial. It is recommended that this part be
read first — in conjunction with IEC 61850-7-4, IEC 61850-7-3, and IEC 61850-7-2. In addition, it is recommended
that IEC 61850-1 and IEC 61850-5 also be read.

NOTE 4 This part of IEC 61850 does not discuss implementation issues.
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2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

IEC 61850-2, Communication networks and systems in substations — Part 2: Glossary

IEC 61850-3, Communication networks and systems in substations — Part 3: General
requirements

IEC 61850-4, Communication networks and systems for power utility automation — Part 4:
System and project management

IEC 61850-5, Communication networks and systems in substations — Part 5: Communication
requirements for functions and device models

IEC 61850-6, Communication networks and systems for power utility automation — Part 6:
Configuration description language for communication in electrical substations related to IEDs

IEC 61850-7-2, Communication networks and systems for power utility automation — Part 7-2:
Basic information and communication structure — Abstract communication service interface
(ACSI)

IEC 61850-7-3, Communitationsnetworks and\.systems faor.power. utilityyautomation — Part 7-3:
Basic communication structure — Common data_classes

IEC 61850-7-4, Communication networks and systems for power utility automation — Part 7-4:
Basic communication structure — Compatible.logical,node classes and data object classes

IEC 61850-8-1, Communication networks and systems for power utility automation — Part 8-1:
Specific Communication Service Mapping (SCSM) — Mappings to MMS (ISO 9506-1 and ISO
9506-2) and to ISO/IEC 8802-3

IEC 61850-9-2, Communication networks and systems in substations — Part 9-2: Specific
Communication Service Mapping (SCSM) — Sampled values over ISO/IEC 8802-3

IEC 61850-10, Communication networks and systems in substations — Part 10: Conformance
testing

ISO/IEC 8802-3, Information technology — Telecommunications and information exchange
between systems — Local and metropolitan area networks — Specific requirements — Part 3:
Carrier sense multiple access with collision detection (CSMA/CD) access method and
physical layer specifications

ISO/IEC 8825 (all parts), Information technology — ASN.1 encoding rules

ISO 9506-1, Industrial automation systems — Manufacturing Message Specification — Part 1:
Service definition

ISO 9506-2, Industrial automation systems — Manufacturing Message Specification — Part 2:
Protocol specification
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3 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 61850-2 as well as
the following apply.

3.1

information

knowledge concerning objects, such as facts, events, things, processes, or ideas, including
concepts, that within a certain context has a particular meaning

[IEC 60050-101:1998, 101-12-01]

3.2

information model

knowledge concerning power utility functions and devices in which the functions are
implemented

This knowledge is made visible and accessible through the means of the IEC 61850 series.
The model describes in an abstract way a communication-oriented representation of a real
function or device.

3.3
model
a representation of some'aspect of 'reallity

The purpose of creating a model istto help.undéerstand, [descfibe, or predict how things work in
the real world by exploring a simplified representation of a particular entity or phenomenon.
The focus of the model defined in IEC 61850-7-x is on the communication features of the data
and functions modelled.

4 Abbreviated terms

ACSI Abstract communication service interface
ASN.1 Abstract syntax notation one

API Application program interface

CDhDC Common data class

CT Current transformer

DST Daylight saving time

GOOSE Generic oriented object system event
IED Intelligent electronic device

LD Logical device

LN Logical node

LLNO Logical node zero

LPHD Logical node physical device

MMS Manufacturing message specification

PHD Physical device
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