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Foreword 

This European Standard was prepared by the Technical Committee CENELEC TC 65CX, Fieldbus.  
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rights. CEN and CENELEC shall not be held responsible for identifying any or all such patent rights. 

The following dates were fixed: 
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(dow) 
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Introduction 

The EN 50325-4 fieldbus standard defines a communication protocol that enables distributed control of 
automated applications. Fieldbus technology is now considered well accepted and well proven. Thus many 
fieldbus enhancements are emerging, addressing not yet standardized areas such as real time, safety-
related and security-related applications. 

This European Standard specifies a safety communication layer (profile and corresponding protocols) based 
on the communication profile and protocol layer of EN 50325-4. The relevant principles for functional safety 
communication with reference to EN 61508 series are explained in EN 61784–3. Differently to EN 61784–3 
this standard uses a white channel approach. It does not cover electrical safety and intrinsic safety aspects. 
Figure 1 shows the safety-related definitions in this standard. In implementing this standard additional 
measures to ensure integrity with the requirements of EN 61508 series shall be taken care (marked blue and 
dashed-blue in Figure 1). 

 

Figure 1 — Safety-related definitions in this standard 
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Figure 2 shows the relationships between this standard and relevant safety and fieldbus standards in a 
machinery environment. 

EN 61000–1–2
Methodology EMC & functional safety

Product standards

EN 61496
Safety f . e.g.
light curtains

EN 61131–6
Safety for PLC

(under consideration)

EN 61800–5–2
Safety functions

for drives

EN ISO 12100–1 and EN ISO 14121
Safety of machinery – Principles for

design and risk assessment

EN 61784–3
Industrial communication networks – Prof iles

Part 3: Functional safety f ieldbuses (common part)

EN 50325–5
Functional safety

communication based on
EN 50325–4 (CANopen Safety)

EN 50325–4
Industrial communication subsystem

based on ISO 11898 (CAN)
for controller-device interfaces

Part 4: CANopen

EN 61918
Installation guide
(common part)

EN 62061
Functional safety

for machinery
(SRECS)

(including EMI for
industrial environment)

EN 60204–1
Safety of  electrical

equipment

US: NFPA 79
(2006)

EN 61326–3–1
Test EMC & functional safety

EN ISO 13849–1, –2
Safety -related parts

of  machinery
(SRPCS)

Non-electrical

Electrical

Design of safety-related electrical, electronic and programmable
electronic control systems (SRECS) for machinery

SIL based PL based

EN 61508 series
Functional safety
(basic standard)

Design objective
Applicable standards

(yellow) safety-related standards

(blue) f ieldbus-related standards

(dashed yellow) this standards

Key

EN ISO 10218–1
Safety requirements

for robots

 

NOTE Subclauses 6.7.6.4 (high complexity) and 6.7.8.1.6 (low complexity) of EN 62061 specify the relationship between PL (category) 
and SIL. 

Figure 2 — Relationships of EN 50325–5 with other standards (machinery) 
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Figure 3 shows the relationships between this standard and relevant safety and fieldbus standards in a 
process environment. 

EN 50325–5
Functional safety

communication based on
EN 50325–4 (CANopen Safety)

EN 50325–4
Industrial communication subsystem

based on ISO 11898 (CAN)
for controller-device interfaces

Part 4: CANopen

EN 61918
Installation guide
(common part)

EN 61326–3–2*)

EMC and
functional safety

EN 61511 series
Functional safety–

Safety instrumented
systems for the

process industry sector DE: VDI 2180
Part 1 - 4

EN 61508 series
Functional safety
(basic standard)

(yellow) safety-related standards

(blue) f ieldbus-related standards

(dashed yellow) this standards

Key

US:
ISA-84.00.01

(3 parts = modif ied
IEC 61511)

See safety standards for machinery
(Figure 2)

Valid also in process industries,
whenever applicable

EN 61784–3
Industrial communication networks – Prof iles

Part 3: Functional safety f ieldbuses (common part)

Product standards

EN 61496
Safety f . e.g.
light curtains

EN 61131–6
Safety for PLC

(under consideration)

EN 61800–5–2
Safety functions

for drives

EN ISO 10218–1
Safety requirements

for robots

 
* For specified electromagnetic environments; otherwise EN 61326-3-1. 

Figure 3 — Relationships of EN 50325–5 with other standards (process) 

In other environments than machinery and process control, like for example medical devices or railway 
systems, other standards instead may apply. The user of this standard has to take care that all related 
standards for the corresponding environment are considered. 

Safety communication layers, which are implemented as part of safety-related systems according to 
EN 61508 series, provide the necessary confidence in the transportation of messages (information) between 
two or more participants on a field bus in a safety-related system, or sufficient confidence of safe behaviour 
in the event of fieldbus errors or failures. 

The safety communication layer specified in this standard do this in such a way that a fieldbus can be used 
for applications requiring functional safety up to the Safety Integrity Level (SIL) specified by its corresponding 
safety communication profile. 

The resulting SIL claim of a system depends on the implementation of the functional safety communication 
profile within this system – implementation of the functional safety communication profile in a regular device 
is not sufficient to qualify it as a safety device. 
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This European Standard covers: 

— individual description of the functional safety profile for the communication profile defined in 
EN 50325-4; 

— safety layer extensions to the communication object and object dictionary sections in EN 50325-4. 

1 Scope 

This European Standard specifies a safety-related communication layer (services and protocol) based on 
EN 50325-4. 

This European Standard applies to networks based on EN 50325-4 providing safety-related communication 
capabilities between devices in a safety-related system in accordance with the requirements of EN 61508 
series for functional safety. The services and protocols defined in this standard are intended to extend those 
defined in EN 50325-4. These services and protocols may be used in various applications such as 
manufacturing, machinery, medical, mobile machinery and process control. 

NOTE 1   This European Standard does not cover the procedures for the safety-related configuration and for the safety-related setup of 
safety-related systems. The definition and implementation of such procedures depends on the kind of the safety-related system. For 
example flexible safety-related systems like operating theatres as found in medical systems require different procedures than for fixed 
safety-related systems like cranes in the mobile machinery. This European Standard does not cover electrical safety, intrinsic safety and 
security aspects. Electrical safety relates to hazards such as electrical shock. Intrinsic safety relates to hazards associated with 
potentially explosive atmospheres. Security relates to enforcing policies to prevent changes in the safety-related system by 
unauthorized personnel. 

NOTE 2   The resulting safety integrity level claim of a system depends on the implementation of the services and protocols within the 
devices and the system. The implementation of the services and protocols defined in this European Standard in a device is not sufficient 
to qualify the device as a safety-related device. 

2 Normative references 

EN 50325-4, Industrial communications subsystem based on ISO 11898 (CAN) for controller-device 
interfaces - Part 4: CANopen 

EN 61000–6–2, Electromagnetic compatibility (EMC) – Part 6-2: Generic standards – Immunity for industrial 
environments (IEC 61000-6-2) 

EN 61326–3–1, Electrical equipment for measurement, control and laboratory use – EMC requirements – 
Part 3-1: Immunity requirements for safety-related systems and for equipment intended to perform safety-
related functions (functional safety) – General industrial applications (IEC 61326-3-1) 

EN 61326–3–2, Electrical equipment for measurement, control and laboratory use – EMC requirements – 
Part 3-2: Immunity requirements for safety-related systems and for equipment intended to perform safety-
related functions (functional safety) – Industrial applications with specified electromagnetic environment 
(IEC 61326-3-2) 

EN 61508 (series), Functional safety of electrical/electronic/programmable electronic safety-related systems 
(IEC 61508 series) 

EN 61784–3:2008, Industrial communication networks - Profiles – Part 3: Functional safety fieldbuses - 
General rules and profile definitions (IEC 61784-3:2007) 

EN 61918, Industrial communication networks - Installation of communication networks in industrial premises 
(IEC 61918) 

EN ISO 13849-1, Safety of machinery – Safety-related parts of control systems – Part 1: General principles 
for design 
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ISO 11898-1, Road vehicles - Controller area network (CAN) – Part 1: Data link layer and physical signalling 

3 Terms, definitions, symbols, abbreviated terms and conventions 

For the purposes of this document, the following terms and definitions apply. 

3.1 Terms and definitions 

For the purposes of this document, the terms and definitions given in EN 61784–3, EN 50325-4 and the 
following apply. 

3.1.1 
logical device 
representation of a program in terms of its objects from one device profile segment (see EN 50325-4) and 
behaviour as viewed through a network 

3.1.2 
SR application object 
application object in accordance with EN 50325-4 that includes all necessary measures to ensure its integrity 
with the requirements of EN 61508 series 

3.1.3 
SR communication profile and protocols 
communication profile and protocols that include all the necessary measures to ensure safe transmission of 
data and the necessary measures to ensure safe configuration with the requirements of EN 61508 series 

3.1.4 
SR device 
composition of regular communication profile and protocols as defined in EN 50325-4, SR communication 
profile and protocols, regular logical devices and SR logical devices 

3.1.5 
SR logical device 
logical device that includes all necessary measures to ensure safe operation with the requirements of 
EN 61508 series 

3.2 Symbols and abbreviated terms 

For the purposes of this document, the following abbreviations apply. 

3.2.1 Common symbols 

CAN Controller Area Network [ISO 11898-1] 

CAN-ID CAN Identifier [ISO 11898-1] 

COB Communication Object [EN 50325-4] 

COB-ID COB Identifier [EN 50325-4] 

CRC Cyclic Redundancy Check  

DLL Data Link Layer [ISO/IEC 7498-1] 

E/E/PE Electrical/Electronic/Programmable Electronic [EN 61508-4] 

EMC Electromagnetic Compatibility  

EUC Equipment Under Control [EN 61508-4] 

FAL Fieldbus Application Layer [EN 61784–3] 

FCS Frame Check Sequence  

FSCP Functional Safety Communication Profile [EN 61784–3] 
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NMT Network Management [EN 50325-4] 

NSR Non-safety-related  

PDU Protocol Data Unit [ISO/IEC 7498-1] 

PES Programmable electronic system [EN 61508 series] 

PFD Average probability of failure on demand [EN 61508-6] 

PFH Probability of failure per hour [EN 61508-6] 

PhL Physical Layer [ISO/IEC 7498-1] 

RTR Remote Transmission Request [ISO 11898-1] 

SCL Safety Communication Layer [EN 61784–3] 

SFRT Safety Function Response Time [EN 61784–3] 

SIL Safety Integrity Level [EN 61508 series] 

SR Safety-related  

3.2.2 Additional symbols 

GFC Global Failsafe Command  

PDO Process Data Object  

SCT Safeguard Cycle Time  

SDO Service Data Object  

SRCP Safety-related communication profile and protocols  

SRD SR device  

SRDO SR Data Object  

SRLD SR logical device  

SRVT SR Validation Time  

3.3 Conventions 

The conventions used for the descriptions of objects, services and protocols are described in EN 50325-4 
and EN 61784–3. 

This document follows the document structure as proposed in EN 61784–3, Annex C. 

As appropriate this standard uses diagrams in accordance with EN 50325-4. 

“Mandatory” categorizes functionalities that shall be used or implemented; “optional” categorizes 
functionalities that may be used or implemented. 

4 Overview of CANopen Safety 

CANopen defines communication profiles based on ISO 11898-1. 

The basic profiles are defined in EN 50325-4. The SRCP (CANopen Safety) is based on the basic profiles in 
EN 50325-4 and the SCL specification defined in this standard. 

The SRCP is based on the producer/consumer model.  The pairing of producers and consumers is an 
important part of the relationship that provides the high integrity needed for SRLD. 

The SCL is specified using SR data objects (SRDO). These objects are serving as the interface between the 
SR application objects and the link layer connections, as shown in Figure 4. An SRDO ensures the integrity 
of the safety data transfers. 
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