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INFORMATION TECHNOLOGY -
UPNP DEVICE ARCHITECTURE -

Part 1: UPnP Device Architecture Version 1.0

FOREWORD

1) ISO (International Organization for Standardization) and IEC (International Electrotechnical Commission) form the
specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate in
the development of International Standards Their preparation is entrusted to technical committees; any ISO and

No liability shaH
and members

ISO and IEC take no pusition concerning the evidence, validity and scope of the putative patent rights. The holders
of the putative patent rights have assured IEC and ISO that they are willing to negotiate free licences or licences
under reasonable and non-discriminatory terms and conditions with applicants throughout the world. In this respect,
the statements of the holders of the putative patent rights are registered with IEC and ISO.

Intel Corporation has informed IEC and ISO that it has patent applications or granted patents.
Information may be obtained from:

Intel Corporation

Standards Licensing Department

5200 NE Elam Young Parkway

MS: JFS-98

USA — Hillsboro, Oregon 97124

Microsoft Corporation has informed IEC and ISO that it has patent applications or granted patents as listed below:

6101499 / US; 6687755 / US; 6910068 / US; 7130895 / US; 6725281 / US; 7089307 / US; 7069312 / US;
10/783 524 /US
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Information may be obtained from:

Microsoft Corporation

One Microsoft Way

USA — Redmond WA 98052
Philips International B.V. has informed IEC and ISO that it has patent applications or granted patents.
Information may be obtained from:

Philips International B.V. — IP&S

High Tech campus, building 44 3A21

NL — 5656 Eindhoven

NXP B.V. (NL) has informed IEC and ISO that it has patent applications or granted patents.

Information may be obtained from:

NXP B.V. (NL)

High Tech campus 60

NL — 5656 AG Eindhoven
Matsushita Electric Industrial Co. Ltd. has informed IEC and ISO that it hag pate
Information may be obtained from:

Matsushita Electric Industrial Co. Ltd.

1-3-7 Shiromi, Chuoh-ku
JP — Osaka 540-6139

Hewlett Packard Company has informed IEC<a
below:

ibations or granted patents as listed

5 956 487 / US; 6 170 007 / US; 6 139
466 / US

8/ US; 6 470 339/ US; 6 571 388 / US; 6 205

Information may be obtained frg

Samsung Electronics t ! i d ISO that it has patent applications or granted patents.

rights.

ISO/IEC 29341-1 was prepared by UPnP Implementers Corporation and adopted, under the PAS procedure, by
joint technical committee ISO/IEC JTC 1, Information technology, in parallel with its approval by national bodies of
ISO and IEC.

The list of all currently available parts of the ISO/IEC 29341 series, under the general title Universal plug and play
(UPnP) architecture, can be found on the IEC web site.

This International Standard has been approved by vote of the member bodies, and the voting results may be
obtained from the address given on the second title page.
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ORIGINAL UPNP DOCUMENTS
(informative)

Reference may be made in this document to original UPnP documents. These references are retained in order to
maintain consistency between the specifications as published by ISO/IEC and by UPnP Implementers Corporation.
The following table indicates the original UPnP document titles and the corresponding part of ISO/IEC 29341:

UPnP Document Title

UPNP Device Architecture 1.0

UPnP Basic:1 Device

UPnP AV Architecture:1

UPNnP MediaRenderer:1 Device
UPnP MediaServer:1 Device

UPNP AVTransport:1 Service

UPNP ConnectionManager:1 Service
UPNP ContentDirectory:1 Service
UPNP RenderingControl:1 Service
UPnP MediaRenderer:2 Device
UPnP MediaServer:2 Device

UPnP AV Datastructure Template:1
UPnP AVTransport:2 Service

UPnP ConnectionManager:2 Service
UPNP ContentDirectory:2 Service
UPNP RenderingControl:2 Service
UPNP ScheduledRecording:1

UPNP DigitalSecurityCamera:1 Device

UPnP DigitalSecurityCamerah

UPNnP WANCableLinkConfig:1 Service

UPnP WANCommonlnterfaceConfig:1 Service

UPnP WANDSLLinkConfig:1 Service

UPNnP WANEthernetLinkConfig:1 Service

UPnP WANIPConnection:1 Service
UPnP WANPOTSLinkConfig:1 Service
UPnP WANPPPConnection:1 Service
UPNnP WLANConfiguration:1 Service
UPNP Printer:1 Device

UPnP Scanner:1.0 Device

UPNP ExternalActivity:1 Service
UPnP Feeder:1.0 Service

UPnP PrintBasic:1 Service

UPnP Scan:1 Service

UPnP QoS Architecture:1.0

UPnP QosDevice:1 Service

UPNP QosManager:1 Service

UPNP QosPolicyHolder:1 Service
UPnP QoS Architecture:2

UPnP QOS v2 Schema Files

UPnP QosDevice:2 Service

ISO/IEC 29341 Part

ISO/IEC 29341-1
ISO/IEC 29341-2
ISO/IEC 29341-3-1
ISO/IEC 29341-3-2
ISO/IEC 29341-3- 3

29341-5-12
JAEC 29341-6-1

ISO/IEC 29341-6-2

ISO/IEC 29341-6-10
ISO/IEC 29341-6-11
ISO/IEC 29341-6-12
ISO/IEC 29341-6-13
ISO/IEC 29341-6-14
ISO/IEC 29341-6-15
ISO/IEC 29341-6-16
ISO/IEC 29341-6-17
ISO/IEC 29341-7-1

ISO/IEC 29341-7-2

ISO/IEC 29341-7-10
ISO/IEC 29341-7-11
ISO/IEC 29341-8-1

ISO/IEC 29341-8-2

ISO/IEC 29341-8-3

ISO/IEC 29341-8-4

ISO/IEC 29341-8-5

ISO/IEC 29341-8-10
ISO/IEC 29341-8-11
ISO/IEC 29341-8-12
ISO/IEC 29341-8-13
ISO/IEC 29341-8-14
ISO/IEC 29341-8-15
ISO/IEC 29341-8-16
ISO/IEC 29341-8-17
ISO/IEC 29341-8-18
ISO/IEC 29341-8-19
ISO/IEC 29341-8-20
ISO/IEC 29341-8-21
ISO/IEC 29341-9-1

ISO/IEC 29341-9-2

ISO/IEC 29341-9-10
ISO/IEC 29341-9-11
ISO/IEC 29341-9-12
ISO/IEC 29341-9-13
ISO/IEC 29341-10-1
ISO/IEC 29341-10-10
ISO/IEC 29341-10-11
ISO/IEC 29341-10-12
ISO/IEC 29341-11-1

ISO/IEC 29341-11-2

ISO/IEC 29341-11-10
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UPnP Document Title

UPNnP QosManager:2 Service

UPNP QosPolicyHolder:2 Service
UPNnP RemoteUIClientDevice:1 Device
UPnP RemoteUlServerDevice:1 Device
UPnP RemoteUIClient:1 Service

UPNP RemoteUlServer:1 Service
UPNP DeviceSecurity:1 Service

UPNP SecurityConsole:1 Service

ISO/IEC 29341 Part

ISO/IEC 29341-11-11
ISO/IEC 29341-11-12
ISO/IEC 29341-12-1

ISO/IEC 29341-12-2

ISO/IEC 29341-12-10
ISO/IEC 29341-12-11
ISO/IEC 29341-13-10
ISO/IEC 29341-13-11

@%

N
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Introduction

What is UPnP Technology?

UPnP technology defines an architecture for pervasive peer-to-peer network connectivity of intelligent appliances, wireless
devices, and PCs of all form factors. It is designed to bring easy-to-use, flexible, standards-based connectivity to ad-hoc or

unmanaged networks whether in the home, in a small business, public spaces, or attached to the Internet. UPnP technology

provides a distributed, open networking architecture that leverages TCP/IP and the Web technolog enable seamless

proximity networking in addition to control and data transfer among networked devices.

The technologies leveraged in the UPnP architectureN
the Internet, contracts are based on wire protocols

Using internet protocols is a strong

UPnP architecture has been e

accommodates medi@

from running IP.

customers’ needs.

UPnP Forum

The UPnP Forum is an industry initiative designed to enable easy and robust connectivity among stand-alone devices and PCs
from many different vendors. The UPnP Forum seeks to develop standards for describing device protocols and XML-based

device schemas for the purpose of enabling device-to-device interoperability in a scalable networked environment.

The UPnP Implementers Corporation (UIC) is comprised of UPnP Forum member companies across many industries who
promote the adoption of uniform technical device interconnectivity standards and testing and certifying of these devices.
The UIC develops and administers the testing and certification process, administers the UPnP logo program, and provides
information to UIC members and other interested parties regarding the certification of UPnP devices. The UPnP device
certification process is open to any vendor who is a member of the UPnP Forum and UIC, has paid the UIC dues, and has

devices that support UPnP functionality. For more information, see http://www.upnp-ic.org.
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The UPnP Forum has set up working committees in specific areas of domain expertise. These working committees are charged
with creating proposed device standards, building sample implementations, and building appropriate test suites. This

document indicates specific technical decisions that are the purview of UPnP Forum working committees.

UPnP vendors can build compliant devices with confidence of interoperability and benefits of shared intellectual property
and the logo program. Separate from the logo program, vendors may also build devices that adhere to the UPnP Device
Architecture defined herein without a formal standards procedure. If vendors build non-standard devices, they determine

technical decisions that would otherwise be determined by a UPnP Forum working committee.

In this document

throughout this document to indicate where each protocol element is defined):

UPnP vendor [purple-italic]
UPnP Forum [red-italic]
UPnP Device Architecture [g
SSDP [blue

HTTPMU (multicast) [black] |[HTT)
UDP [black]
IP [black]

stack, vendor content'@
above are hosted in UPnR4specifi

en-bold]

Two general classifications of devices are defined by the UPnP architecture: controlled devices (or simply “devices”), and

control points. A controlled device functions in the role of a server, responding to requests from control points. Both control
points and controlled devices can be implemented on a variety of platforms including personal computers and embedded

systems. Multiple devices, control points, or both may be operational on the same network endpoint simultaneously.

The foundation for UPnP networking is IP addressing. Each device must have a Dynamic Host Configuration Protocol (DHCP)
client and search for a DHCP server when the device is first connected to the network. If a DHCP server is available, i.e., the
network is managed, the device must use the IP address assigned to it. If no DHCP server is available, i.e., the network is
unmanaged, the device must use Auto IP to get an address. In brief, Auto IP defines how a device intelligently chooses an IP

address from a set of reserved addresses and is able to move easily between managed and unmanaged networks. If during the
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DHCP transaction, the device obtains a domain name, e.g., through a DNS server or via DNS forwarding, the device should use

that name in subsequent network operations; otherwise, the device should use its IP address.

Given an IP address, Step 1 in UPnP networking is discovery. When a device is added to the network, the UPnP discovery
protocol allows that device to advertise its services to control points on the network. Similarly, when a control point is added
to the network, the UPnP discovery protocol allows that control point to search for devices of interest on the network. The
fundamental exchange in both cases is a discovery message containing a few, essential specifics about the device or one of

its services, e.g., its type, identifier, and a pointer to more detailed information. The section on Discovery below explains

how devices advertise, how control points search, and details of the format of discovery messages.

Step 3 in UPnP netway

send actions to a device's

Step 4 in UPnP networkingi§ eventing. A UPnP description for a service includes a list of actions the service responds to and a
list of variables that model the state of the service at run time. The service publishes updates when these variables change,
and a control point may subscribe to receive this information. The service publishes updates by sending event messages.
Event messages contain the names of one of more state variables and the current value of those variables. These messages
are also expressed in XML. A special initial event message is sent when a control point first subscribes; this event message
contains the names and values for all evented variables and allows the subscriber to initialize its model of the state of the
service. To support scenarios with multiple control points, eventing is designed to keep all control points equally informed
about the effects of any action. Therefore, all subscribers are sent all event messages, subscribers receive event messages
for all evented variables that have changed, and event messages are sent no matter why the state variable changed (either in

response to a requested action or because the state the service is modeling changed). The section on Eventing below explains

subscription and the format of event messages.
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Step 5 in UPnP networking is presentation. If a device has a URL for presentation, then the control point can retrieve a page
from this URL, load the page into a browser, and depending on the capabilities of the page, allow a user to control the device
and/or view device status. The degree to which each of these can be accomplished depends on the specific capabilities of

the presentation page and device. The section on Presentation below explains the protocol for retrieving a presentation page.
Audience

The audience for this document includes UPnP device vendors, members of UPnP Forum working committees, and anyone

else who has a need to understanding the technical details of UPnP protocols.

These basic features must be implement 3 Architecture. The phrases “must not”
3 the implementation is not in
compliance.
Recommended (or Should).

recommended,
Optional (or May).

These feat

implemented,

Acronyms

Acronym Acronym Meaning
ARP SOAP Simple Object Access Protocol
CcpP SSDP Simple Service Discovery Protocol
DCP Device Control Protocol UDA UPnP Device Architecture
DHCP Dynamic Host Configuration Protocol UPC Universal Product Code
DNS Domain Name System URI Uniform Resource Identifier
GENA General Event Notification Architecture URL Uniform Resource Locator
HTML HyperText Markup Language URN Uniform Resource Name
HTTP Hypertext Transfer Protocol uuiD Universally Unique Identifier
HTTPMU HTTP (Multicast over UDP) XML Extensible Markup Language
HTTPU  HTTP (Unicast over UDP)
References and resources
RFC 2616

HTTP: Hypertext Transfer Protocol 1.1. <http://www.ietf.org/rfc/rfc2616.txt>.
RFC 2279

UTF-8, a transformation format of ISO 10646 (character encoding). <http://www.ietf.org/rfc/rfc2279.txt>.
XML
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Extensible Markup Language. W3C recommendation. <http://www.w3.org/TR/2000/REC-xml-20001006>.

Each section in this document contains additional information about resources for specific topics.
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