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lntroduct ion 

The calculation described in this International Standard is similar to that used in 
IS0 8731 - 1 and in the American ANSI X9.9 standard, except that it is defined in 
terms of an algorithm using n-bit data blocks and an m-bit check value. Thus 
the calculations of cryptographic check-values described in IS0 8731 and ANSI 
X9.9 are subsets of this International Standard with n=64 and m=32 using DEA 
(see ANSI X3 : 1981). 
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I INTERNATIONAL STANDARD ISO/IEC 9797 : 1989 (E) 
I 

l Data cryptographic techniques - Data integrity 
mechanism using a cryptographic check function 
employing a block cipher algorithm 

I 

1 Scope 

This International Standard specifies a method of using a 
key and n - bit algorithms in block cipher mode to calculate 
an m-bit cryptographic check value that can be used as a 
data integrity mechanism to detect that data has not been 1) altered in an unauthorised manner. The degree of integrity 
of the data is dependent on the key length and its secrecy, 
on the nature of the cryptographic algorithm, and on m, the 
length of the check value. 

This International Standard can be applied to the security 
services of any security architecture, process, or 
application. 

This International Standard refers to the check value as a 
MAC. 

4 Requirements 

The value m will be less than or equal to the block size n. 
The result of the calculation and any optional process is an 
information block of the size n. The cryptographic check 
value is the left-most m bits of the final n-bit block. 
Assuming an adequate strength in the algorithm, the larger 
the m value, the greater the protection. 

5 Calculation of the MAC 
2 Normative references 

The following standards contain provisions which, through 
reference in this text, constitute provisions of this 
International Standard. At the time of publication, the 
editions indicated were valid. All standards are subject to 
revision, and parties to agreements based on this 
International Standard are encouraged to investigate the 
possibility of applying the most recent editions of the 
standards listed below. Members of IEC and IS0 maintain 
registers of currently valid International Standards. 

IS0 8731 - 1 : 1987, Banking - Approved algorithms for 
message authentication - Part 01: DEA 

ANSI X3.92 : 1981, Data Encryption Algorithm. 

ANSI X9.9 : 1986, Financial Institution Message 
Authentication. 

3 Terminology 

The cryptographic check value is variously described as 
a Message Authentication Code (MAC), 
a Message Integrity Code (MIC), or 
a Modification Detection Code (MDC). 

5.1 
The MAC is calculated as illusirated in figure 1. The data 
bits on D,, for which the cryptographic check value is to be 
calculated, are divided into n - bit blocks, D,, D2, . . . , O,-, 
followed by a possibly incomplete block D4. 

The n -bit cryptographic algorithm 

5.2 The cryptographic key 
The key should be randomly or pseudo randomly 
generated. The key should be changed periodically. If the 
same algorithm is used for encipherment of the message, 
the key used for the calculation of the MAC should be 
different from that used for encipherment. 

5.3 The initial stage 
The input register I ,  is initialised with the first n bits of data 
Dl This input I, is passed through the algorithm, which 
uses the key K to produce n bits in the output register O,. 

5.4 Subsequent stages up to the final stage 
The second n bits of the data D, are bitwise exclusive 
or’ed with the n bits in the output register O, and the result 
loaded into the input register as 12. This process continues 
until n bits or fewer of the data for which the cryptographic 
check value is being calculated remain. 
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5.5 The final stage 
The remaining bits are left justified and the final block, D, 
of n bits is obtained by adding a "1" and as many zero 
bits as necessary. This block is then bitwise exclusive or'ed 
with the result in the output register Oq-j. The Result IQ is 
passed through the algorithm to produce the final output 
block of n bits O,. If zero bits are added the recipient must 
either know the number needed beforehand or receive that 
number in a manner which ensures its integrity. 

1 

-I 

.6 Optional Process 
t this stage, O, can be subject to further optional 
rocessing. For example, ANSI X9.9, using the same 
Igorithm, deciphers O, under a different secret key and 

f rther enciphers the result under the original key. I I ftmost m- bits of the final n- bit block. 

.7 Truncation for m< = n  
he cryptographic check value is derived by taking the 

Stage 2 

I I ... i 
---> I I* 

K-> I-A-I 
7' 

) 

-I 

Stage q 

K-> 1 ~ ~ ~ 1  optional 

truncate 

MAC 

algorithm 
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Annex A 
(informative) 
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