SLOVENSKI STANDARD
SIST-TS TS 102 165-2 V4.1.1:2004

01-april-2004

Harmonizacija telekomunikacij in internetnega protokola prek omrezij (TIPHON), 4.
izdaja - Definicija okvira protokola - Varnostne metode in protokoli - 2. del:
Protiukrepi

Telecommunications and Internet Protocol Harmonization Over Networks (TIPHON)
Release 4; Protocol Framework Definition; Methods and Protocols for Security; Part 2:
Counter Measures

Ta slovenski standard je istoveten z: TS 102 165-2 Version 4.1.1

ICS:

33.020 Telekomunikacije na sploSno Telecommunications in
general

SIST-TS TS 102 165-2 V4.1.1:2004 en

2003-01.Slovenski institut za standardizacijo. RazmnoZevanje celote ali delov tega standarda ni dovoljeno.



SIST-TS TS 102 165-2 V4.1.1:2004

iTeh STANDARD PREVIEW
(standards.iteh.ai)

SIST-TS TS 102 165-2 V4.1.1:2004
httpsy//standards.iteh.ai/catalog/standards/sist/ 390b8678-0b12-4edd- 8 7fb-
7731773745b8/sist-ts-ts-102-165-2-v4-1-1-2004




ETS| TS 102 165-2 V4.1.1 (2003-02)

Technical Specification

Telecommunications and Internet Protocol
Harmonization Over Networks (TIPHON) Release 4;
Protocol Framework Definition;

Methods and Protocols for Security;

Part 2: Counter Measures

D




2 ETSI TS 102 165-2 V4.1.1 (2003-02)

Reference
DTS/TIPHON-08005-2R4

Keywords
IP, protocol, security, VolP

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - NAF 742 C
Association a but non lucratif enregistrée a la
Saus-PRréfectlre de Grasse (06) N°7803/88

Important notice

Individual copies of the present document can be downloaded from:
http://www.etsi.org

The present document may be made available in more than one electronic version or in print. In any case of existing or
perceived difference in contents between such versions, the reference version is the Portable Document Format (PDF).
In case of dispute, the reference shall be the printing on ETSI printers of the PDF version kept on a specific network drive
within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
http://portal.etsi.org/tb/status/status.asp

If you find errors in the present document, send your comment to:

editor@etsi.org

Copyright Notification

No part may be reproduced except as authorized by written permission.
The copyright and the foregoing restriction extend to reproduction in all media.

© European Telecommunications Standards Institute 2003.
All rights reserved.

DECT™, PLUGTESTS ™ and UMTS™ are Trade Marks of ETSI registered for the benefit of its Members.

TIPHON™ and the TIPHON logo are Trade Marks currently being registered by ETSI for the benefit of its Members.
3GPP™is a Trade Mark of ETSI registered for the benefit of its Members and of the 3GPP Organizational Partners.

ETSI



3 ETSI TS 102 165-2 V4.1.1 (2003-02)

Contents

Intellectual Property RIGNES.........oo et 6
0 L= V1T (o S 6
1 o010 SRS 7
2 L= = 10 S 7
3 Definitions and abbreViatiONs............ccoe ittt e e s ae e re e re e re e s aeesneeenne s 7
31 D= T aT] (0] PO P TP PR UPTPRUSUSII 7
3.2 ADDIEVIBLIONS ...ttt et b b h ekt e e e e se e e bt e bt eh e eh e et e e e bt e b e e Rt e Re e e e e e besheebenneeneennen 8
4 Provision of counter-measureSin TIPHON ..........ccoooiiiiie ettt s 8
4.1 REQUITE SECUNTY SEIVICES.....eiiiiiitireeie ettt b bbb e a e b h e b e h e b e bt b e et b e et et e e e 8
4.2 Location of standardization Of SECUFLY SEIVICES ........ccueiiieiiiireee et see e sre e neeneens 9
5 AULheNti CatiON COUNLEN-IMEASUIES..........coieiieiieeteesteesteeseeeteesteesteestessseeateastesssessssesseessesssessssessesssessneenn 9
51 [T 0o o L1 o 1o o W OSSR SOOI 9
51.1 1S o) SRS 9
5.2 Keying POICY IN TIPHON .......ooiiiieiiece ettt ettt et e te s e s s reesaeeneesneesseesseesseesseeseeseensennennnns 10
521 S L= S OSSP 10
5211 REVIEW Of SEIVICE @LITIDULES.......ecueieeeeee et sr e sb e neen 11
522 REIEASE 5 @NG FULUME. ...ttt b et b e et b e s bt bt et et e e e se e besaesb e e e ennennens 11
6 A1 = Authentication:of thetermimnal o . .t m . b o o E B T T B T Je e rresree e sreeee e ee e eeeene s 11
6.1 PUIMPOSE......e e L L 11
6.2 DEfINITION ool n o rmen e D e sns e ot e sn B e asn 6+ B e e etesaeesaeesreeseenbeeaseeseesteesseesbeenseensesanesnns 11
6.3 DTS o ] o1 o T e Py SRS 11
6.4 PIOCEAUIES....... ettt e bbbkt a e s e e b e s h e eh e e b e eheea e e e e a b se e b e s Rt eh e e ne e e e b sheebesaeene e e ennenes 12
6.4.1 Provision/withdrawal ...........aLe ko LU 00 . VA L LU0 12
6.4.2 Normal procedures:ndards.leh.ailcalalogsindands/aa/3200307 8 0h L2 4add8 U] (o SN 13
6.4.2.1 Invocation and operation /.. /4ahd siskatsntsn 020 L00a 2k L La 2004 e, 13
6.4.3 (o= o0 7= 00 oo U =P 13
6.4.3.1 Activation/deactivation/registrati On/iNterrogation ............ccvecveeesiereereee e se s e e seeeeeens 13
6.4.3.2 [NVOCELION @NO OPEFALTON.......eeeieite ettt ettt b et b e et b e bbbt b e bbb e et b et e 13
6.5 Interactions With Other TIPHON SEIVICES .......ocviiiicieteeteee ettt s sb e et e eb et e e be e be e reenesneeenes 13
6.6 INEErWOIKIiNG CONSIAEIATONS......c.evieeeterteeeeert ettt b et b et b e e b e et b e e et b e s s b b e e b e e nns 13
6.7 FUNCLION@l @NEITY MOGE! .......oouiiii bbbt b e b e b e bbbt e ens 14
6.7.1 DeSCription OF MOUE! ..ottt b et b et b e bbb et b e et sb e e e 14
6.8 INFOMMEETON TIOWS ...ttt b ettt e et et b ae bt et et et sh e ebesaeene e e e e es 14
6.8.1 Definition of iNfOrMation FIOWS........c.oiuiiiiiie bbb 14
6.8.1.1 LR E 0] 115 1T N - RS 14
6.8.1.1.1 WA WANU L g e T e = oot o ) 14
6.8.1.1.2 ATLAUINRESUIT ...ttt et sttt st et sa et et e st e ebesbeneebesae e nteseeentens 15
6.8.1.2 [ e 0] 1 T 1 o S 15
6.8.1.2.1 ALChEIENGEREGUESL .......coeitieeiiitereeieete ettt ettt b et b e et b e e e e b b e e et e sae e ebesbeneeneas 15
6.9 INFOrMatiON FlOW SEOUENCES ......vieiictiit ettt b bbb bt b et b bbb ens 16
6.9.1 INFOrMAatioN FIOWS TN AL ...ttt e r e e e ae e b et e e s be e be e beebeenresnreenns 17
6.9.11 NOIMEI BENAVIOUL ...ttt e et e et e e e e ae e eaeeeaeeebeeabeeatesaeesaeesreesanas 17
6.9.1.2 EXCEPLIONE] DENAVIOUI ..ottt b bt b bbb e b e e b b e ene 18
6.9.1.2.1 Userld not recognized DY AL-FE3.........ccooiiiieeeee et 18
6.9.1.2.2 Keyisnot available at AL-FEL.......co ittt e 19
6.9.2 FUNCLION@l ENLITY GCLIONS........ei ettt e e e s e e saeesre et e e s teesbe e seeseeneeeneesnns 19
6.9.2.1 ACHONS OF AL-FEL ...ttt et bt a et e e b e e b e s bt bt e st e e e neesb e besaeeb e e e ennees 20
6.9.2.2 ACHONS OF AL-FE2.......oie ettt e b h et be e b s bt bt e st et e e e sbeebesaeebe e e ennees 20
6.9.2.3 ACHIONS OF AL-FES......ooie ittt et bbbt be e e b s bt e b e e st e e e eesbenbesaeebe e e enneee 20
6.9.3 Functional entity DENAVIOUI ..........cccciiiiiee bbb et 20
6.9.3.1 BENAVIOUN OF AL-FEL........oiiieeeeceeeee ettt ettt s e st e e s te et e e be et e e aeeeaeeebeenseenseeaeesaeesreesrnas 21
6.9.3.2 BENAVIOUN OF AL-FE2...... oottt ettt st te et e et e et e e aeeeaeeebeenteentesaaesaeestaesanas 22
6.9.3.3 BENaVIOUN OF AL-FES...... .ottt ettt st e st e e s te e b e et e eateeaeeeaeesbeenseeneesaeesaeesreesanas 23

ETSI



4 ETSI TS 102 165-2 V4.1.1 (2003-02)

6.9.4 Allocation of functional entitieS to dOMAINS..........coiiiiiririre e 23
7 A2 = Authentication Of thE FEQISIIAN..........ccci i re e 23
7.1 PUIDOSE. ...ttt ettt b e s bt e ekt e et e e e b et e ke e oAb et be e oAb et e b e e e Ee e e Re e e be e e bee e beeenbeeenbaeenaaeen 23
7.2 D= 1] o TR (1o ] o [OOSR 23
7.3 DL o ] o1 o BTSSP 24
74 PIOCEUUIES ...ttt ettt e e st e s te e ste e beeaeeeaeeebeaabeeabeeabeeasesaeesheesbeebeenseenteeaseeseesteesbaesbeensesnsenaeesans 25
74.1 ProvisiOn/WItNArAWEL ...........c.ooiiiieiee ettt e te e be et e e ae e sbeesbe e be e beenbeennesnnesaes 25
742 NOIMAl PrOCEOUIES...... ettt ettt ettt b et b et b e bbbt b e s b et bt e b et et b e ne et b e se et ebe s neee 25
7421 [NVOCELION @GN OPEFALTON.......e.eceeite ettt b et b et b e bbbt b e et b e e et b e e 25
74.3 (o= o 0] 7= 00 oL (U =P 25
7431 Activation/deactivation/registrati On/iNterrogation ............ccvecveeeriereereee e se s sreeeeens 25
7432 (FgiZo o= Lo g Ir="aTe e o< = 1 o o USSR 25
75 Interactions With Other TIPHON SEIVICES ......couiiuirieieiereee sttt e s 25
7.6 INtErWOrKiNg CONSIAEIALIONS.........eeieeieeieeie sttt ettt e s e e s e e st e e teeeesaeeeseasse e teenseeneesseesseeseensennsenneesnns 25
7.7 FUNCLIONE €NLILY MOTEL ........eciecee e e st e et e s e e saeesae e eseesseesseesseenseensenneennns 25
7.7.1 DeSCription OF MOUE! ..ot et b et b bbbt b et b e et eb e e e 25
7.8 INFOIMALION TIOWS.....cceeicee ettt ettt e b e st e s saeesbeeabeeabesaseebeesbeesbeesbeenseensesnnenans 26
781 Definition of iNformation fIOWS..........cui ittt e re e e 26
7811 REBITONSNI T8ttt b bbb bt b e e bt s b e se bt b e st ebesb et ebesee e ebesbenene 26
7.8.1.1.1 AN 1o TSROSO 26
78112 A2AULNRESUIT ...ttt ettt e s e e e tesae e et e sae e eteste e etesaeseeseseeeetens 27
7.9 INFOrMation FIOW SBOUENCES .......c.eeveeieeie ettt ettt e st te st e s saeesaeete et e enaesseessaesseesseeseensennennnes 27
79.1 Information flow in A2, NOrmMal BENAVIOUN ............coiiiiie e 28
7.9.2 FUNCLION@l ENLITY GCLIONS........ei ettt e e e s e e saeesre et e e s teesbe e seeseeneeeneesnns 28
79.21 ACHONS OF AZ2-FEL ...ttt et b e e a et b e et b e s bt bt e st et e eesb e e b e saeeb e e e ennees 29
7.9.22 ACHIONS OF AZ2-FE2..... e rureqesesonstoegsege oo sasessomeat s earas e et saseas s pomadent e qm s s £ 45410828 eeseensensessessesassseesensenes 29
7.9.2.3 Actions of A2:FES ... o o e e Ve eV e 29
7.9.3 Allocation of functional entitieSto OMAINS. ... .ccurveiireerierargeeereee e et seeseeeeseeeesreeneeeeneeses 29
8 A3 and A4, A34 = Mutua authentication terminal and SPOA ... ..o 29
8.1 PUIMOSE. ... e s st s s e e s o252 b e s e e s ae e s ae e sae e see e e e e e e sae e sh e e she e sRe e eR e e ne s e e nane s 29
8.2 = 1T 0T (o e e e T PPt ety v SN et 30
8.3 D ST Pt ON ... e 30
831 Overall authentication exchange.: e 31
8311 TOKEN AEFINITIONS ...ttt e bbbt se b ae b e e st e b e e e e e e besbeebeeneenee e ennas 32
8.4 PIOCEAUIES....... ettt bbbkt ae e e e e b e s bt eh e e b e e heea e e e e st e se e e b e s Rt eh e e n e e s e b seeebesneene e e enrenes 33
84.1 ProvisiOn/WItRArAWEL ..........cc.ooiiiie et sae e be e te et e e aeesbeesbe e be e beenbesnnesnnesaes 33
842 NOIMA PrOCEOUIES.......ccvieeeeete ettt ettt sttt et b e bbbt b e s b e bt b et e bt b et e bt e b e e et ebese et ebe s ne e 33
8421 [NVOCELION @NO OPEFALTON.......e.eeieite ettt ettt bbb et b et eb e bbbt st e et b e e 33
84.3 EXCEPLIONAl PrOCEOUIES..... ..ottt ettt b e bbbt b e bbbt e bt b e e et bt e e eb e b 33
8431 Activation/deactivation/registrati On/iNtErrOgation ............ccceereiiiireie e 33
8432 [NVOCELION @NO OPEFALTON.......e.eeieite ettt ettt bbb et b et eb e bbbt st e et b e e 33
8.5 Interactions With Other TIPHON SEIVICES ......couiiuirieieieriee sttt et 33
8.6 INtErWOrKing CONSIAEIALIONS.........eeiteeeeieeie e see sttt e s e e e e teesteeeesseesseasse e teenseenaesseesseeseensennsesnensnes 33
8.7 FUNCLIONE €NLILY MOTEL ........eciecee e e st e et e s e e saeesae e eseesseesseesseenseensenneennns 34
8.7.1 DTS o g o100 o0 0T L= S 34
8.8 INFOMMEETON TIOWS ...ttt b ettt e b et bRt bt et e e et seeeb e e meene e e e e es 35
881 Definition of iNfOrmMation FIOWS..........ouiiiiiie bbb 35
8811 REBITONSNI T8 .ttt b bbb bt b e e bt b e se bt b e st ebese et et e sbe e ebesbennenen 35
88111 ASAUSEITOSPOAAULN ..ottt et b e st b e e b e b b e ebesre e b 35
88112 A34User TOSPOAAULNOZEAATIACH.........ceeieiec e 35
8812 REEITONSNIP D .ttt b et b et b e ettt sa e b b e ene 35
88121 A34SPOAWITNUSEIAULN. ...ttt sttt st sttt e e sesae e esesaennesens 35
8.8.1.3 [ e 0] 15 1T oSS 35
8.8.1.3.1 AS4SEATNGKEYREGUESL.......eeeetiiieieeiieie ettt et st sae et st et sae e besaeeeaesbeneeneas 35
8.9 INFOrMation FIOW SEBOUENCES ........eeiveeieeie ettt ettt et e te st e s saeesreete et e enaesseessaesseesseeseensenneennes 36
89.1 Information flow in A3, NOrmMal DENAVIOUN ............coiiii e 37
8.9.2 FUNCLION@l ENLITY GCLIONS........ei ettt e e e s e e saeesre et e e s teesbe e seeseeneeeneesnns 38
89.21 ACHONS OF ABA-FEL ... bbbt bttt e e et b sae b e e e e e e 38
8.9.2.2 ACHONS Of ABA-FE2 ...ttt et et et eebe e st e e beenbesatesaeesaeesaeesaeesseenseensenns 38
8.9.2.3 ACHONS Of ASA-FES ...ttt sttt e et e e ae e e be e s be e beeabesstesaeesaeesaeesaeesseenseensenns 38

ETSI



5 ETSI TS 102 165-2 V4.1.1 (2003-02)

8.9.24 ACHONS OF ABA-FEA ... e e bbbttt e e et b et e b e e e e e 39
9 A5 = Authentication of the SPOA Dy the regiStrar..........coeverereieir s 39
10 A6 = Authentication of the registrar by the SPOA...........cccooiiiiic s 39
11 CONFIAENTIBITY SEIVICE ...ttt b bt b et s e e e e e et bena e b e b e s e n e 39
111 PIOVIAEA SEIVICES..... ettt e b et a et b bbbt he e e e b e s e e eb e ebe e bt eb e e st ess e e e ab e besbeebesneennennen 39
11.1.1 E1 = Confidentiality of user communication on the access interface........c.coovvveveecvvesieesecse e 39
11.1.2 E2 = Confidentiality of signalling on the access iNterface..........ccovveiiecricisieseee e 39
11.1.3 E3 = Confidentiality of signalling between SPoA entities..........ccevveiiecieieesiese e 39
11.1.4 E6 = Confidentiality of TIPHON-id on signalling interfaCes .........ccccvevvrceceeseecece e 39
11.15 E7 = Confidentiality of signalling between SpoA and ReQiStrar.........ccvveereereecieeie e e 40
11.2 Confidentiality services E1 and E2 step B SPECITiCaLION .......ceiveieirieiiirieeee e 40
1121 (D= o ] o] o]  FH TSSOSO PSRV UR PR 40
11.2.2 ENCIYPtion MECHENISIM ..ot bbb et s b e et bbb e 41
11.3 Confidentiality services E3 and E7 step B SPECITiCaLION .......c.eiveiriiieiciirieeee s 41
11.31 (D= o ] o] o]  FH TSSOSO PSRV UR PR 41
11311 AlGorithm reqUIremMENES FOr EAT ..ottt et e 41
Annex A (nor mative): Boundary conditions of algorithms............cccocvirniiinicneeeeee 42
A1l AUthentication algOrTNMIS. .........iiiii et b e nb e n e e e 42
All AL R R R R R R R e R R e R R E R R R R R e R R e Rt R Rt e Rt e rene e 42
Al2 A2, R R R R R R R e R R e R SR e R R e R R e R R e R Rt R Rt e Rt e rene e 42
A.13 A L-3 R R R R R R R SR e R R R R R e R R R R R e R R e R Rt E bt e Rt e rene e 42
Al4 A2 bR R R R R R e R R R SR e R SR AE R R AR R R e R R e R Rt E Rt e Rt e rene e 42
A.l5 A 2o ettt he bt At e teea £t R teeh £ e b e e eEe e bt et e oAt e eRe e Rt e Eeeateenteeheenbeenbeebeeeeeneeanes 43
A.16 A2-3..veen 1 Q- L ANIDARE) PR E VB WY i, 43
Al7 N USSR 43
A.18 A34-2...viniritireeeeen L. STAN B AN AS JECI AT ) 43
A.19 N e TSRS 43
N 0t O N S USRS 44
ALLLL A B D ittt n ety r et Rt R e st eR oA EA AR L3RRS ER S AL AR R LA AR R Rt e R bR st e e R e ren s 44
ALLL2  ABL-Beieee i st ek e 1§ yaer e e RS e e oAt E e ARt AR £ e eg TR AR R 48R £t nR R e e R Rt R Rt e R Rt e e R e rene s 44
ALLL3  ABL-7 e e e e et ettt et R R et R Rt R Rt ee oAb AR AR R R Rt R R R Rt R Rt R Rt n e rene s 45
ALLTA  AB4-8.ieeee bR R R R R R R R R R R R R R R R Rt R Rt Rt e R ren s 45
ALLLE  AB4-0 bR E R AR R R R e R R R R R R R e R Rt R R e R Rt R R e rene s 45
ALLTLE  ABL-10. iR R R e R R e R R e R R R R e R Rt E Rt R R e R R ren s 45
A.2 Dimensioning of the CryptographiC ParamELersS ... ..o 45
A.21 TN -TOBNTITY ...ttt b bbbt b e bt b e s b et e bt s b e e eb e s b e e eb e s b e e eb e sbeneebeebenneneas 46
YN T o Tor Y/ o (T g I o (o] 0] o 1 P 46
A31 EA12 - Confidentiality @lgorithm..........ooeoeiieiee bbbt 46
A31l1 OVEIVIBW ..ottt b et b b8 h e E bR Rt E bR h R b e e R bR b et e b et e b e e nren s 46
A312 LGSO PRSPPSO PTPTRSPURN 46
A.3.13 EXtent Of StaNdardiZaHION ...........ooiieiieeee e bbb ne e 46
A3.14 Implementation and operational CONSIAErAIONS...........coeiiirieireeee e e 46
A.3.15 TYPE OF @IGOITNIM ... bbbt b et b et nb e e e 46
A.3.16 INterfaces to the Al GOITTNM ..o bbb 46
A316.1 L1 ST 46
A.3.16.2 YA TP PP PP PPPN 47
A.3.1.6.3 DIRECTION ...ttt stttk etk b bt st b bt e bt s b et e bt nn b n e 47
A.3164 LENGT H...c ettt bbbt s e Rt b et b bR b et b e n et 47
A.3.1.6.5 KEY STREAM ..ottt ettt bbbt b bt ne bbbt e bt e b n s 47
A.3.1.6.6 PLATNTEXT ettt bbb bbb h e bbbt e bR bt n b n e s 47
A.3.16.7 CIPHERTEXT <ottt b ettt bbbt enn et 48
Annex B (informative): Bibliography .......ooeee e e 49
[ TS 0] YRS 50

ETSI



6 ETSI TS 102 165-2 V4.1.1 (2003-02)

Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (http://webapp.etsi.org/| PR/home.asp).

All published ETSI deliverables shall include information which directs the reader to the above source of information.

Foreword

This Technical Specification (TS) has been produced by ETSI Project Telecommunications and Internet Protocol
Harmonization Over Networks (TIPHON).

The present document is part 2 of amulti-part deliverable covering Methods and Protocols for security in TIPHON
Release 4, asidentified below:

Part 1:  "Threat Analysis';

Part 2. " Counter Measures'.

ETSI



7 ETSI TS 102 165-2 V4.1.1 (2003-02)

1 Scope

The present document defines by means of an information model, a functional entity behavioural model, and by
validated SDL amodel of the abstract behaviour of each service and service capability identified as being essential in
TIPHON RA4.

The present document defines by means of meta-protocol, algorithm boundary conditions, and guidance text the
security countermeasures identified in TS 102 165-1 [1].

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

* References are either specific (identified by date of publication and/or edition number or version number) or
non-specific.

» For aspecific reference, subsequent revisions do not apply.
« For anon-specific reference, the latest version applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
http://docbox.etsi.org/Reference.

[1] ETSl TS'102:165-1:7" Telecommunications and [ nternetProtocol Harmonization over Networks
(TIPHON) Release 4; Protocol Framework Definition; Methods and Protocols for Security;
Part 1: Threat Analysis™.

[2] ETSI TR 101 877: "Telecommunications and Internet Protocol Harmonization Over Networks
(TIPHON),; Requirements Definition Study; Scope and Requirements for a Simple call".

[3] ETSI TS 101 878:"Telecommunications'and’Internet'Protocol Harmonization Over Networks
(TIPHON) Release 3; Service Capability Definition; Service Capabilities for asimple call”.

[4] ITU-T Recommendation 1.130: "Method for the characterization of telecommunication services
supported by an ISDN and network capabilities of an ISDN".

[5] I SO/IEC 9798-2: "Information technology - Security techniques - Entity
authentication - Part 2: Mechanisms using symmetric encipherment al gorithms".

[6] ISO/IEC 9798-3: "Information technology - Security techniques - Entity
authentication - Part 3: Entity authentication using a public key algorithm".

[7] ITU-T Recommendation Z.100: " Specification and description language (SDL)".

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions givenin TR 101 877 [2] and TS 101 878 [3] apply.

ETSI



8 ETSI TS 102 165-2 V4.1.1 (2003-02)

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in TR 101 877 [2], TS 101 878 [3] and the following
apply:

CK Cipher Key

FE Functional Entities

FFS For Further Study

KSG Key Stream Generator

KSS Key Stream Segment

MSC Message Sequence Chart

PDU Protocol Data Unit

RSO Random Seed

SDU Service Data Unit

SpoA Service point of Attachement

TpoA Transport point of Attachement

TVP Time Variant Parameter
4 Provision of counter-measures in TIPHON
4.1 Required security services

In TS 102 165-1 [1] the threats to a TIPHON system have been analysed and a set of recommended countermeasures
identified that when implemented will, reduice'the overall risk torusersiof TIPHON systems. A subset of these
countermeasures has been identified as essential to counter most threats.

The following security services are identified'in 1] as‘required to minimizetherisk to TIPHON to an acceptable level
and are required to be standardized.

- Al = Authentication,of the terminal.by;the registrar; (home of the user_profile);

- A2 = Authentication of the registrar-by theterminal;

- A3 = Authentication of the terminal by the Service point of Attachment (SpoA);

- A4 = Authentication of the SpoA by the terminal;

- A5 = Authentication of the SpoA by the registrar;

- A6 = Authentication of the registrar by the SpoA;

- C1-C5= Accesscontrol to services, to service datain databases, to datain terminals,
and to the service provider's software and hardware, respectively;

- E1 = Confidentiality of user communication on the access interface;

- E2 = Confidentiality of signalling on the access interface;

- E3 = Confidentiality of signalling between SpoA entities,

- E6 = Confidentiality of TIPHON-id on signalling interfaces;

- E7 = Confidentiality of signalling between SpoA and Registrar;

- P1=Bill limitations;

- P2 =Secure billing administration;

- P3 = Subscriber and terminal management;

- P9 = Security related reports to the service providers; and

- P10 = Secure subscription process.

The implementation method of these countermeasures can reduce the risk. However each countermeasure introduces
new threats to the system by adding complexity, and different implementations of the same conceptual countermeasure
may introduce different levels of risk. In some instances a specific countermeasure cannot be applied to a particular
technology.
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4.2 Location of standardization of security services

Not all security services are standardized in the present document. Table 1 identifies the location of standardized
countermeasures.

Table 1: Where counter-measures are provided in TIPHON specifications

Security service Form of standardization Location

Al Meta-protocol and algorithm specification The present document,
clause 6

A2 Meta-protocol and algorithm specification The present document,
clause 7

A3 Meta-protocol and algorithm specification The present document,
clause 8

Ad Meta-protocol and algorithm specification The present document,
clause 9

A5 Meta-protocol and algorithm specification The present document,
clause 10

A6 Meta-protocol and algorithm specification The present document,
clause 11

Cl Meta-protocol specification TS 101 882-2

C2-C4 FES TBD

E1l Algorithm specification and application guideline The present document,
clause 12

E2 Algorithm specification and application guideline The present document,
clause 12

E3 Algorithm specification and application guideline The present document,
clause 12

E6 Application guideline The present document,
clause 12

E7 Algorithm specification lahd application guideline The present document,
clause 12

P1, P2, P3, P9, P10 |Management framework requirements TS 101 303

Services Al and A5 are functionally identi cal’ andare 'described-only once.' In-bothicases the entity being authenticated
has direct access to the shared secret, whereas the entity performing the authentication (the registrar) maintains the key
to identity relationship through a third party (the authentication centre). The specific algorithmsinvoked in A1 and A5
may be different.

Services A2 and A6 are functionally identical and are described only once. The specific algorithmsinvoked in A2 and
A6 may be different.

Services A3 and A4 are described in the present document as a single mutual authentication service A34.

5 Authentication counter-measures

5.1 Introduction

51.1 Description

The primary purpose of the authentication service isto counter masquerade attacks. This may prevent attack on the
system by determining that the user islegitimate, and may prevent an attack on the user by determining that the system
is legitimate. The authentication services when successfully performed provide the first step in provision of access
control to services (C1).

The authentication services are specified with respect to the entities and identities shown in figure 1.
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User Registrant- | ™
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n
m
Service |4
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Registrar

A single user may be associated with many registrant-ids
A registrant-id shall be associated with only one user

A registrant-id shall be associated with only one registrar
A registrar may be associated with many registrant-ids

A service may be associated with many SpoAs

In any registration instance a service shall be associated with only one SpoA
An SpoA shall be associated with only one Service

A registrant-id may be associated with many Services

SpoA

Figure 1. Ordinal relations in TIPHON

Keying policy'in TIRHON

Release 4

In TIPHON Release 4 the policy towards keying will assume only symmetric keying methods. This method requires
pre-arrangement between the authenticating entities but ensures that the authentication framework is able to provide a
mapping to existing terminal s which employ strong authentication (e.g. GSM, 3GPP-UMTS, DECT, TETRA).

In order to consider the authentication of the principal participants of TIPHON the following constraints on keying arise

from the relations shown in figure 1.

. Registrant to Registrar shall use symmetric key authentication methods.

. Registrar to SpoA shall employ symmetric key authentication methods.

. Registrant to SpoA shall employ a symmetric session key to achieve authentication.

Registrar
User Registrant- (AuC)
id Secret Key K
PIN (A7) (A1&A2)
Secret
key
(AB&A6)
Session
key
exchange
(A38.A4) SpoA

Figure 2: Key relationships in TIPHON
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Asauser may have many registrant-ids the user should be able to identify which to use and access to the registrant-id
should be authenticated using a Personal Identification Number (PIN) or similar. The authentication service (A7) that
provides for this protection of thisidentity is not described in this edition of the present document.

The symmetric keying authentication methods will be based upon the provisions described in ISO/IEC 9798-2 [5].

5.2.1.1 Review of service attributes
The authentication protocol should have the following properties:

. Bi-directional challenge-response type;

Ableto beinitiated either explicitly or as part of the registration procedure;
. Ableto beinitiated by the terminal or the network;

. The recipient of the first authentication demand may instigate mutual authentication by use of a mutual
authentication indicator, and by sending its challenge together with the response to the first challenge; and

. Where authentication isinitiated as part of the registration the authentication timer TA shall always be less
than or equal in value to any registration timer.
5.2.2 Release 5 and future

In TIPHON Release 5 and onwards the policy towards keying will encompass both symmetric and asymmetric keying
methods.

The introduction of asymmetric méethads may better counter the threats imposed by soft' terminals and replace methods
currently available that are based upon weak authentication methods (e.g. user-name and password). The public keying
authentication methods will be based upon theqrovisians described'in ISQ/IEC 9798-3 [6].

6 Al = Authentication of the'terminal

6.1 Purpose

Service Al offers strong authentication of aterminal to minimize the risk of masquerade of atermina to the network.

6.2 Definition

The terminal shall contain a unique identity known to the registrar and authentication shall confirm this identity through
proof of knowledge of a secret shared by the registrar and the terminal. This countermeasure is the corollary of A2.

6.3 Description
NOTE: The mechanism hereis similar to the three pass authentication method defined in 1ISO/IEC 9798-2 [5].

The authentication method described is a symmetric secret key type using a challenge-response protocol. In this method
one secret, the authentication key (K-A1l), is shared by each of the authenticating parties, and there should be strictly
two parties with knowledge of the secret. Authentication is achieved by the parties proving to each other knowledge of
the shared secret. The authenticating parties are the authentication centre attached to the registrar and the terminal
representing the user.

The following sequence of eventsillustrates the requirement:
1) Theauthentication centre shall generate arandom challenge and send it to the terminal.

2) Both parties shall generate the intermediate result Intermediate-Result from algorithm A1-1 using the random
challenge and K-A1 asinputs.
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The terminal shall generate arandom seed for the second stage of the authentication exchange.

The terminal shall generate the cryptographic response response using algorithm A1-2 with inputs seed and
I ntermediate-Result.

The terminal shall send the random seed and the response to the authentication centre.

Upon receipt the authentication centre shall generate the expected cryptographic response using the received
random seed and the pre-determined I ntermediate-Result with algorithm A1-2. In addition A1-2 should
generate an encryption key derived in this exchange for usein later confidentiality services.

The authentication centre shall compare the expected cryptographic response and the received response, if
they are the same the terminal has proven knowledge of K-A1.

In addition to the above event sequence the protocol should be able to confirm randomness of the challenge and of the

second stage seed.
Terminal AuC
Received Generated
Challenge K-Al Challenge K-Al
| Al-1 | Challenge | Al-1 |
Generated Received
Seed Int-Result Seed int-Result
4 Seed, Response > 4
| Al-2 | | Al-2 |
Response CryptoKey < Result X-Response CryptoKey
l Response
i
| Al-3 |
v
Result
NOTE:  The split of the authentication algorithms allows K-Al and algorithm A1-1 to be stored and maintained
separately (remotely) from the location of A1-2.
Figure 3: Authentication service Al, algorithm invocations
6.4 Procedures
6.4.1 Provision/withdrawal

Authentication shall always be available.
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6.4.2 Normal procedures

Authentication shall always be activated.

6.4.2.1 Invocation and operation
Authentication may be invoked on one or more of the following events:
. on registration to TIPHON;
. on change of physical point of attachment;
. on change of logical point of attachment;
. on demand by the user through some terminal function; and
. on demand by the authentication centre.
The registration and service attachment service defined in TS 101 882-2may be used as the master service for

invocation of Al.

6.4.3 Exceptional procedures

6.4.3.1 Activation/deactivation/registration/interrogation
Not applicable.
6.4.3.2 Invocation and operation

If the expected response is not equal to the received response authentication is not proven and services A3, A4, A5 and
A6 shall not beinvoked. A network may reattempt; service Ad; however repeated failure may be considered as an attack
on the algorithms and should,bedeterred by denying accesstotheinitiator of the authentication.

6.5 Interactions with other TIPHON services

The authentication services are linked to the registration service and shall be operated in parallel to them.
The authentication services shall provide keying material for the confidentiality servicesE1, E2 and E7.

The authentication services shall provide the basis for the access control service C1.

6.6 Interworking considerations

The authentication a gorithms used by each of the participant entities have to be matched.
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