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INTERNATIONAL ELECTROTECHNICAL COMMISSION

PROCESS MANAGEMENT FOR AVIONICS -
COUNTERFEIT PREVENTION -

Part 1: Avoiding the use of counterfeit, fraudulent
and recycled electronic components

FOREWORD

this end and in addltlon to other activities, IEC publishes International
Technical Reports, Publicly Available Spe0|f|cat|ons (PAS) and Guijdes

governmental organizations liaising with the IEC also part|0|pate i
with the International Organization for Standardization (ISO
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters €xp

interested IEC National Committees.

3) IEC Publications have the form of recom
Committees in that sense. While all reasonab
Publications is accurate, IEC cannot be h
misinterpretation by any end user.

4) In order to promote internatjonal uniformit
the latter.

5) IEC itself does nof provide
assessment seryi i
services carried out by i

6) All users should ensute tha
7) No liability shall dtta

8) Attentio

9) Attention is draw possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

The main task of IEC technical committees is to prepare International Standards. In
exceptional circumstances, a technical committee may propose the publication of a technical
specification when

+ the required support cannot be obtained for the publication of an International Standard,
despite repeated efforts, or

» the subject is still under technical development or where, for any other reason, there is the
future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC/TS 62668-1, which is a technical specification, has been prepared by IEC technical
committee 107: Process management for avionics.
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The text of this technical specification is based on the following documents:

Enquiry draft Report on voting
107/165/DTS 107/177/RVC

Full information on the voting for the approval of this technical specification can be found in
the report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all the parts in the IEC 62668 series, published under the geg al title Process
management for avionics — Counterfeit prevention, can be found on the C website.

The committee has decided that the contents of this publication w mai anged until
the stability date indicated on the IEC web site under "http://u .lec. \the data

» transformed into an International standard,
* reconfirmed,

* withdrawn,

+ replaced by a revised edition, or

+ amended.

A bilingual version of this publication maybe issue

that it contalns colo i |dered to be useful for the correct
understanding Id therefore print this document using a
colour printer.
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PROCESS MANAGEMENT FOR AVIONICS -
COUNTERFEIT PREVENTION -

Part 1: Avoiding the use of counterfeit, fraudulent
and recycled electronic components

1 Scope

This Technical Specification defines requirements for avoiding the use of counterfeit, recycled

discretion.

2 Normative references

The following documents, in whole ori efenced in this document and
are indispensable for its application. Fo dat S ¢ the edition cited applies. For
undated references, & erenced document (including any
amendments) applies.

IEC/TS 62239, Process ms ¢ 3 O|Vi Preparation of an electronic components
management plan?2

IEC/PAS 62435 s —\Long-duration storage of electronic components —
Guidance for imp z

— Aerospace- Requirements for

AS/EN/JISQ 9120, Quality Management Systems — Requirements for Aviation, Space and
Defense Distributors

GEIA-STD-0016, Standard for Preparing a DMSMS Management Plan

IDEA-STD-1010B, Acceptability of electronic components distributed in the open market

1 Under consideration.

2 This Technical Specification will be superseded by IEC/TS 62239-1, Process management for avionics —
Management plan — Part 1: Preparation and maintenance of an electronic components management plan, which
is currently under study.
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SAE AS55533, Counterfeit Electronic Parts; Avoidance, Detection, Mitigation and Disposition
SEMI T20, Specification for authentication of semiconductors and related products

SEMI T20.1, Specification for object labelling to authenticate semiconductors and related
Products in an open market

SEMI T20.2, Guide for qualifications of authentication service bodies for detecting and
preventing counterfeiting of semiconductors and related products

3 Terms, definitions and abbreviations

3.1 Terms and definitions

3.11

after-market source

reseller who may or may not be under contract with"the ) porient manufacturer
(OCM), or is sometimes a component “re-manufactu ith the OCM

Note 1 to entry: The reseller accumulates inventories of gncaps & sncapsulated (wafer) components
: ¢n resold at a profit to fill a need

3.1.2
counterfeit
action to simulate, reprod 4ify 8 materia dor its packaging without authorization

are imitations or are fake goods or services. This
activity infringes the Intellectual R erty gh iginal manufacturer and is an illegal act. Counterfeiting

generally relates to W|fu| trade
3.1.3

Note 1 to eptry: INi Fre ity’or pedigree has been altered or misrepresented by its supplier

Identity =
warranty etc.

, part number, date code, lot number, testing, inspection, documentation or

Pedigree = Origin, ownership history, storage, handling, physical condition, previous use etc.

3.1.4

COTS

commercial off-the-shelf products

one or more pieces, mechanical or electrical, developed for multiple commercial consumers,
whose design and/or configuration is controlled by the supplier’s specification or industry
standard

Note 1 to entry: They can include electronic components, subassemblies, or top level assemblies. COTS
subassemblies include circuit card assemblies, power supplies, hard drives, and memory modules. Top-level COTS
assemblies includes a fully integrated rack of equipment such as raid arrays, file servers to individual switches,
routers, personal computers, or similar equipment.

3 This standard will be superseded by SAE AS5553A, Counterfeit Electronic Parts; Avoidance, Detection,
Mitigation and Disposition, which is currently under study.
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3.1.5

customer, user

original equipment manufacturer (OEM) who purchases electronic components, including
integrated circuits and/or semiconductor devices compliant to this technical specification, and
uses them to design, produce, and maintain systems

3.1.6

data sheet

document prepared by the manufacturer that describes the electrical, mechanical, and
environmental characteristics of the component

3.1.7
broker
individual or corporate organization that serves as an intermediary bet

strategic value or may rely on |nventor|es accumulated by another.
component exchange network.

3.1.8
customer device specification

3.1.9
fraudulent component

component whose productio
a design, disguised compo

etc.), component without inte
silicon die. @

3.1.10
franchised distrib

electronic component “wanufacturers to distribute and sell said components. Distribution agreements may be
stipulated according to the following criteria: geographical area, type of clientele (avionics for example), maximum
manufacturing lot size. Components sourced through this route are protected by the OCM’s warranty and supplied
with full traceability

3.1.11

non-franchised distributor

non-franchised or independent electronic component distributors are companies who do not
fall under one of the above mentioned categories (i.e. franchised distributor)

Note 1 to entry: These distributors may purchase components from component manufacturers, franchised
distributors, or through other supply channels (open markets). These distributors cannot always provide the
guarantees and support provided by the franchised distributor network; components sourced through this source
are usually protected by the source’s warranty only. However, some of them are able to purchase traceable
components and/or to provide traceability paperwork and/or are able to return stock for investigation to the OCM.
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3.1.12

purchasing agency

organization who groups the quantities of electronic components required by a series of
companies in order to constitute significant buying power and thereby obtain the best possible
supplier conditions for purchasing ( especially as regards pricing and purchasing conditions)
as well as for assistance with management, documentation , financing etc.

3.1.13
reseller
general supplier who offers a selection of electronic components to order from a catalog

3.1.14

microcircuit, component, device
electrical or electronic device that is not subject to disassembly wi estruction or
impairment of design use and is a small circuit having a high egii i
density which is considered as a single part composed of inter¢
within a single substrate to perform an electronic circuit function

3 On or

Note 1 to entry: This excludes printed wiring boards / printed circuit bogkds, i€s and modules
composed exclusively of discrete electronic components.

3.1.15

original equipment manufacturer (OEM)
manufacturer who defines the elecironic s
components or defines the componen$ used i

3.1.16
original component manufacturer (OCM)

company specifying and maqufacturing theron'

ponent

3.1.17
piracy

willful copyright @9

3.1.18

sourcing channe
various sourcing\ systen i ¥ to the electronic equipment manufacturer and its
subcontracto S c yrchase of electronic components directly from the original
, purchase through a franchised or non-franchised

3.1.19
semiconductor
electronic component in which the characteristic distinguishing electronic conduction takes
place within a semiconductor

Note 1 to entry: This includes:

(1) semiconductor diodes which are semiconductor devices having two terminals and exhibiting a nonlinear
voltage-current characteristic and

(2) transistors which are active semiconductor devices capable of providing power amplification and having
three or more terminals.

3.1.20

subcontractor for manufacturing electronic subassemblies

supplier manufacturing items in compliance with customer design data pack and drawings and
under the authority of the OEM

Note 1 to entry: This supplier can potentially procure all or part of the electronic components required to produce a
sub assembly and is often referred to as the contract electronic manufacturer (CEM) or electronics manufacturing
services (EMS).
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3.1.21

supplier

company which provides to another an electronic component which is identified by the logo or
name marked on the device

Note 1 to entry: A supplier can be an OCM, franchised distributor or agent, non-franchised distributor, broker,
reseller, OEM, CEM, and EMS etc.

3.1.22

traceability

ability to have for an electronic component its full trace back to the original component
manufacturer

Note 1 to entry: This traceability means that every supplier in the supply chain is prepared toNegally declare in

writing that they know and can identify their source of supply, which goes back to th nufacturer and
can confirm that the electronic components are brand new and were handled wi SD and MSL
handling precautions. This authenticates that the electronic components being su hrand new
components with no ESD, MSL or other damage. This ensures that the electronic d by any
manufacturer’s warranties, have all of their useful life remaining and function C ing Mo the  mantfacturer’'s

and product warranty.

3.1.23
untraceable

3.2 Abbreviations

AAIPT Alliance Against IP Theft
ACTA
ACTF
ADHP
ASIC application|sp
ATP acc
CATA China A
CB
COTS
CEM
CEPA
CQAE
CMOS complemegntary metal oxide semiconductor
DOD Department of Defence (US)

DMEA Defense MicroElectronics Activity

ounterfeit Task Force

DMSMS  diminishing manufacturing sources and material shortages
DSCC Defence Supply Centre Columbus

DLA Defense Logistics Agency (former DSCC)

EASA European Aviation Safety Agency

ECIA Electronic Components Industry Association

ECMP electronic component management plan

ECSN electronic component supplier network

EMS electronic manufacturing service

ERAI Electronic Reseller Association International (see http://www.erai.com)

ESD electrostatic discharge
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EOS electrical overstress

EU European Union

FAA Federal Aviation Administration
FAR Federal Avionic Regulations
FFF form, fit and function

FIT failures in time

FPGA field-programmable gate array

G-19 SAE Counterfeit Electronic Parts Committee

GAMS Government/Authorities meeting on Semiconductors
GIFAS French Aerospace Association

HAST highly accelerated stress test

HIS Hardware Intrinsic Security

HTOL high temperature operating life

ID independent distributors

IDEA Independent Distributors of Electronics Associati
ISP internet service provider

ITAR International Traffic in Arms Regulati
JIT just in time

JPO Japanese Patent Office

LTB last time buy

LDC lot date code

MBTF i Y i

MTTF

MSL

NEDA s Association
NOVRAM

OCM

OEM

OHIM ) onisation in the Internal Market (EU)
PCB i

PCN produst_change notice

PRC People’s Republic of China

RECS Reliable Electronic Component Suppler
PUF physical unclonable function

RFID radio frequency identity detection

RAM random access memory

ROM read only memory

SEE single event effect

SEU single event upset

SER soft error rate

SIA Semiconductor Industry Association

SRAM static random access memory

TAPO Trusted Access Program Office
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TSO Trading Standards Officers

UK United Kingdom

UKEA UK Electronics Alliance

UNG unique number generator

USA United States of America

WIPO World Intellectual Property Organization
WSC World Semiconductor Council

4 Technical requirements

4.1 General

This Technical Specification minimises counterfeiting, recycling an
maintaining intellectual property and purchasing traceable compgnen

en iities by

Minimum avionics OEM requirements are defined in 4.2.

e Annex C provid

A.9.3); <>
e Annex D provide

a) the definition of intelle groperty (see 4.3);
b) the limjtatie counterfeit (see 4.4);

d) what recycling
only (see 4.6);

and why the avionics industry minimises recycling to in-house activities

e) the use of original component manufacturers (OCMs) who protect their intellectual
property (see 4.7);

f) the use of approved franchised distributors or sources (see 4.10);

g) the use of risk management and component test processes when buying suspect
untraceable components from non-franchised distributors in accordance with
IEC/TS 62668-24 (see 4.12.12);

h) the protection of OEM intellectual property, throughout their product lifecycles including
management of all spares;

i) the reporting of violations of intellectual property through local law enforcement (see 4.14,
A.7.2, A.8 for useful contacts).

4 Under consideration.
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4.2 Minimum avionics OEM requirements
The avionics OEM shall:

a) Protect their intellectual property rights (see 4.3, 4.4, 4.5, 4.12 and 4.13);

b) Select components from original component manufacturers (OCMs) who control their
intellectual property rights (see 4.3, 4.7) and which includes unique configuration
controlled part numbers and physical part markings (see 4.7.6);

c) Have an anti-counterfeit, fraudulent and recycled component process, in compliance with
the requirements herein, which may include an anti-counterfeit management plan in
accordance with this specification or specifications such as SAE-AS5553A5 or others
similar (see 4.12.13) and shall flow this requirement down to lower level suppliers (see
4.12.13.3);

d) Have an AS/EN/JISQ 9100 process (see 4.12) to audit all

iginal component
manufacturers (OCM) (see 4.7.2) and franchised disthi 4.10) where the
RECS scheme operates, e.g. China and the(Far/E .2). See Annex C for a

2) e seable components:

ii) Direct from U Yol g (see 4.7.8) and/or from the USA
Trusted IC $ e i am (see 4.7.9) where required by customer

iii) In sitatiops v ; sonent is obsolete, purchase direct from the franchised
afterma * i ee¥%.12.9 and Annex B);

2) Who are also ISO 9001 approved as a minimum requirement (see 4.8);

3) Have additional procedures to ensure counterfeit, recycled or fraudulent
components do not enter the supply chain, e.g. use IDEA-STD-1010B (see
4.11).

f) Have an AS/EN/JISQ 9100 process which avoids the use of unapproved brokers (see
4.11.3);

g) In the rare event an avionics OEM considers it is necessary to purchase untraceable
components, the avionics OEM shall:

5 Under consideration.

6 Under consideration.



