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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
HIGH AVAILABILITY AUTOMATION NETWORKS -

Part 2: Media Redundancy Protocol (MRP)

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for s
all national electrotechnical committees (IEC National Committees). The obje

this end and in addition to other activities, IEC publishes International Standard Ni e |f|cat|ons
Technical Reports, Publicly Available Specifications (PAS) and Guides e : d “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any C il interested
in the subject dealt with may participate in this preparatory work. i tal and non-
governmental organizations liaising with the IEC also participate in thi . |E aborates closely
with the International Organization for Standardization (ISO) in accorda vi
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matt , possible, an international

consensus of opinion on the relevant subjects since eac
interested IEC National Committees.

Independent certification bodies provide conformity
marks of conformity. IEC is not responsible for any

of IEC technical compiittee 65: Industrial-process measurement, control and automation.

This standard cancels and replaces IEC 62439 published in 2008. This first edition constitutes
a technical revision.

This edition includes the following significant technical changes with respect to IEC 62439
(2008):
— adding a calculation method for RSTP (rapid spanning tree protocol, IEEE 802.1Q),

— adding two new redundancy protocols: HSR (High-availability Seamless Redundancy)
and DRP (Distributed Redundancy Protocol),

— moving former Clauses 1 to 4 (introduction, definitions, general aspects) and the
Annexes (taxonomy, availability calculation) to IEC 62439-1, which serves now as a
base for the other documents,

— moving Clause 5 (MRP) to IEC 62439-2 with minor editorial changes,
— moving Clause 6 (PRP) was to IEC 62439-3 with minor editorial changes,
— moving Clause 7 (CRP) was to IEC 62439-4 with minor editorial changes, and
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— moving Clause 8 (BRP) was to IEC 62439-5 with minor editorial changes,

— adding a method to calculate the maximum recovery time of RSTP in a restricted
configuration (ring) to IEC 62439-1 as Clause 8,

— adding specifications of the HSR (High-availability Seamless Redundancy) protocol,
which shares the principles of PRP to IEC 62439-3 as Clause 5, and

— introducing the DRP protocol as IEC 62439-6.

The text of this standard is based on the following documents:

FDIS Report on voting
65C/583/FDIS 65C/589/RVD

Full information on the voting for the approval of this standard can hb¢
voting indicated in the above table.

e.report on

This International Standard is to be read in conjunction witt : , Industrial
ral concepts

A list of the IEC 62439 series can be found, under the (@@éneral titte~ndustrial communication

networks — High availability automation networks; © e @/eb ite.

The committee has decided that the conte endment and the base publication will
remain unchanged until i e indicatéd on the IEC web site under
"http://webstore.iec.ch" in ¢ a pecific publication. At this date, the

publication will be

* reconfirmed,

* withdrawn, Q
* replaced by are

*+ amended.
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INTRODUCTION

The |IEC 62439 series specifies relevant principles for high availability networks that meet the
requirements for industrial automation networks.

In the fault-free state of the network, the protocols of the IEC 62439 series provide
ISO/IEC 8802-3 (IEEE 802.3) compatible, reliable data communication, and preserve
determinism of real-time data communication. In cases of fault, removal, and insertion of a
component, they provide deterministic recovery times.

These protocols retain fully the typical Ethernet communication capabilities as used in the
office world, so that the software involved remains applicable.

The market is in need of several network solutions each wit

either free of charge
applicants throughout the

is registered with EC.
Siemens AG
Gleiwitzerstr.
Ndrnberg 904

statement of the holder of this patent right
ained from:

Neckartenzlingen 72654
Germany

Attention is drawn to the possibility that some of the elements of this document may be the
subject of patent rights other than those identified above. IEC shall not be held responsible for
identifying any or all such patent rights.

ISO (www.iso.org/patents) and IEC (http://www.iec.ch/tctools/patent_decl.htm) maintain on-
line data bases of patents relevant to their standards. Users are encouraged to consult the
data bases for the most up to date information concerning patents.
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INDUSTRIAL COMMUNICATION NETWORKS -
HIGH AVAILABILITY AUTOMATION NETWORKS -

Part 2: Media Redundancy Protocol (MRP)

1 Scope

The IEC 62439 series is applicable to high-availability automation networks based on the
ISO/IEC 8802-3 (IEEE 802.3) (Ethernet) technology.

dSEed

This part of the IEC 62439 series specifies a recovery protocol b
designed to react deterministically on a single failure of an inter-

IEC 62439-1:2010 N ndustrial com 1 etworks — High availability automation networks
— Part 1: Genera ¢

ISO/IEC 8802-3; ) rati — Telecommunications and information
exchange betwee ocal-and metropolitan area networks — Specific requirements —
Part 3: Carrig access with collision detection (CSMA/CD) access method and

area networks

IEEE 802.1D:2004, IEEE standard for local Local and metropolitan area networks Media
Access Control (MAC) Bridges

3 Terms, definitions, abbreviations, acronyms, and conventions

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 60050-191, as well
as in IEC 62439-1, apply.

3.2 Abbreviations and acronyms

For the purposes of this document, the abbreviations and acronyms given in IEC 62439-1
apply, in addition to the following.

MRC Media Redundancy Client
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MRM Media Redundancy Manager
MRP Media Redundancy Protocol

3.3 Conventions

This document follows the conventions defined in IEC 62439-1.

4 MRP Overview

The Media Redundancy Protocol (MRP) specifies a recovery protocol based on a ring
topology.

MRP is designed to react deterministically on a single failure of an ixf
in the network.

MRP is based on functions of ISO/IEC 8802-3 (IEEE 802.3) 2
Filtering Data Base (FDB) and is located between the Data bi
(see Figure 1).

NOTE 1 Layering is assumed to be according to IEC 61158-1.

A compliant network shall have a ring topology x

NOTE 2 Additional ring ports may be used to connect to another ring.

Each node in the ring is able to detect the failure or recovery of an inter-switch link or the
failure or recovery of a neighboring node (see 5.1).

The MRP consists of a service and a protocol entity, see stack model in Figure 1.

The service entity specifies, in an abstract way, the externally visible service provided by the
Data Link Layer in terms of:

e primitive actions and events of the service,

e parameters associated with each primitive action and event, and the form which they take,
and

e interrelationship between these actions and events, and their valid sequences.

MRP defines the services provided to
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e the Application Layer at the boundary between the Application Layer and the Data Link
Layer, and

e the MRP Management at the boundary between the Data Link Layer and the MRP
Management.

Higher-Layer Entity

MRP MRP
Management
(Service) (Protocol)
Data 802.1
Link Bridge
Layer
802.3
Media
Acces&
Physical 802.3
Layer P

The MRM and 7@ c e failure or recovery of a link on a ring port with
mechanisms based o EEE 802.3).

The MRM and, MR ard MRP_Test frames, MRP_TopologyChange frames, and
MRP_LinkChange.f : ring ports.

e DISABLED:
All frames shall be dropped.

e BLOCKED:
All frames shall be dropped except the following:
e MRP_TopologyChange frames and MRP_Test frames.
e MRP_LinkChange frames from an MRC.

e Frames specified in IEEE 802.1D (2004) Table 7-10 to pass ports in “Discarding” state
(e.g. LLDP, IEC 61588 (IEEE 1588) PTP).

e Frames only produced or consumed by the higher layer entities of this node and never
forwarded.

¢ FORWARDING:
All frames shall be passed through according to the forwarding behavior of IEEE 802.1D.

NOTE |IEEE 802.1D refers to the port state corresponding to BLOCKED as “Discarding”.
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5.2 Media Redundancy Manager (MRM)

The first ring port of the MRM shall be connected to a ring port of an MRC. The other ring port
of that MRC shall be connected to a ring port of another MRC or to the second ring port of the
MRM, thereby forming a ring topology as shown in Figure 2.

end end end
node node ... | node
D Ll
il 1
MRM blocked
LAN
MRC MRC MRC
e
I I I | I I lied
end end [ ...| end end end | ...| en fs itching € end | | end
node node node node | | node node' d que node node node
. 3 \ . IEC 351/10
Figure 2 — MRP ring ogy with one a%\gg and clients
The MRM shall control the ring state by:
e sending MRP_Test frape riod in both directions of the ring;

e setting one ring port in RKORW ARDI : the other ring port in BLOCKED state if it
receives its own M i ; that the ring is closed, see Figure 2);

e setting both ring p i Gystate if it does not receive its own MRP_Test
frames withi confi ]

MRP_TSTNRma eans that the ring_is open, see Figure_3).

end end
node ... | node

' N
A\ 4
] g

MRC MRC

i | R

]
end
o e T | i Rl node T T 7
end end end end end end switching end end [ | end
node node node node node node end node node node node

IEC 352/10

Figure 3 — MRP open ring with MRM

The following mechanism supports synchronization between MRM and MRC in ring topology
changes.
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The MRM shall indicate changes in the ring state to the MRCs by means of
MRP_TopologyChange frames.

The MRM shall not forward MRP specific frames (MRP_Test frames, MRP_TopologyChange
frames, MRP_LinkChange frames) between its ring ports.

If the MRM receives an MRP_LinkUp or MRP_LinkDown frame, then the MRM shall reduce its
test monitoring time according to Table 33 to accelerate the detection of the open ring. When
the open ring is detected then the MRM shall send the MRP_TopologyChange frames through
both its ring ports.

Optionally the MRM shall send the MRP_TopologyChange frames throug
option is selected by setting the parameter REACT_ON_LINK_CHANGE, $

rlng ports. This

Each MRC shall send the configured delay in MRP_Intertze
and MRP_LinkDown frames to tell the MRM after whi i
state from BLOCKED to
(MRP_LinkDown frame).

il change_its port
to DISABLED

vice versa.

If the MRC dete
change by sendi

versa.

Each MRC shall vard opologyChange frames received on one ring port to the other
ring port, /and\vic ] ch MRC shall process these frames. It shall clear its FDB if
requestéd n M opologyChange frame in a given time interval (see Table 33,

MRP_TOPchgT):

5.4 Redundancy domain

The redundancy domain represents a ring. By default, al MRM and MRCs belong to the
default domain. A unique domain ID can be allocated as a key attribute, especially if an MRM
or an MRC is member of multiple rings. A node shall assign exactly two unique ring ports per
redundancy domain.

NOTE 1 A device may have other ports than the two assigned to MRP. These other ports are not influenced by
MRP.

NOTE 2 MRP ports should behave as if RSTP is disabled.
5.5 Usage with diagnosis and alarms

If the attribute Check Media Redundancy has the value TRUE, media redundancy events shall
cause diagnosis events and alarm notifications.
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