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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
HIGH AVAILABILITY AUTOMATION NETWORKS -

Part 3: Parallel Redundancy Protocol (PRP) and
High-availability Seamless Redundancy (HSR)

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organizatio tion comprising
all national electrotechnical committees (IEC National Committees). 5. to )promote
international co-operation on all questions concerning standardlzatlon in the-elestric ic fields. To
this end and in addition to other actlvmes ards, 1 pecifications
Technical Reports, € ed to as “IEC
Publication(s)”). Their preparation is entrusted to technical commlttes, an N atlonal Committee interested
in the subject dealt with may participate in this preparatory governmental and non-
governmental organizations liaising with the IEC also participate i is™p ian. [EC collaborates closely
with the International Organization for Standardization ( i e_ Wi onditions determined by
agreement between the two organizations

The formal decisions or agreements of IEC on as nearly as possible, an international
consensus of opinion on the relevant subjec tee has representation from all
interested IEC National Committees

IEC Publications have the form of recommenda S uSe and are accepted by IEC National
Committees in that sense. While all reasonable efforts made to ensure that the technical content of IEC

Publications is accurate, IEC cannot be 3 way in which they are used or for any
misinterpretation by any end

In order to promote internati i 2 al Committees undertake to apply IEC Publications
transparently to the maxi § [ i i ir mational and regional publications. Any divergence
between any IEC Publicatio i national or regional publication shall be clearly indicated in
the latter.

IEC itself does vie any ati € nf ity. Independent certification bodies provide conformity
assessment services and, N access to IEC marks of conformity. IEC is not responsible for any
services carried out by inde d ertificati i

All users should ensure ve the Jatest edition of this publication

No liability sha C onts directors, employees, servants or agents including individual experts and
members ofjts tech ttees and IEC National Committees for any personal injury, property damage or

other damage of any~x e whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenges arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable forthe cotrect application of this publication.

International Standard 62439-3 has been prepared by subcommittee 65C: Industrial Networks,
of IEC technical committee 65: Industrial-process measurement, control and automation.

This bilingual version (2016-07) corresponds to the English version, published in 2012-07.

This standard cancels and replaces IEC 62439 published in 2008. This first edition constitutes
a technical revision.

This edition includes the following significant technical changes with respect to IEC 62439
(2008):

— adding a calculation method for RSTP (rapid spanning tree protocol, IEEE 802.1Q),

— adding two new redundancy protocols: HSR (High-availability Seamless Redundancy)
and DRP (Distributed Redundancy Protocol),
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— moving former Clauses 1 to 4 (introduction, definitions, general aspects) and the
Annexes (taxonomy, availability calculation) to IEC 62439-1, which serves now as a
base for the other documents,

— moving Clause 5 (MRP) to IEC 62439-2 with minor editorial changes,
— moving Clause 6 (PRP) to IEC 62439-3 with minor editorial changes,
— moving Clause 7 (CRP) to IEC 62439-4 with minor editorial changes, and
— moving Clause 8 (BRP) to IEC 62439-5 with minor editorial changes,

— adding a method to calculate the maximum recovery time of RSTP in a restricted
configuration (ring) to IEC 62439-1 as Clause 8,

— adding specifications of the HSR (High-availability Seamless Redundancy) protocol,
which shares the principles of PRP to IEC 62439-3 as Clause 5, a

— introducing the DRP protocol as IEC 62439-6.

The text of this standard is based on the following documents:

FDIS Report on vobh\g \
65C/583/FDIS 65C/569/RVD.\
N\

Full information on the voting for the approval of this standard
voting indicated in the above table.

und in the report on

A list of the IEC 62439 serie k 1, under the general title Industrial communication
j rks, on the IEC website.

This publication has< ofdance with ISO/IEC Directives, Part 2.

The committee t the"contents of this amendment and the base publication will
remain indicated on the IEC web site under
"http://lw in the” data related to the specific publication. At this date, the

* reconfirmed
* withdrawn,
» replaced by a revised edition, or
+ amended.

IMPORTANT - The “colour inside” logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this publication using a colour printer.
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INTRODUCTION

The IEC 62439 series specifies relevant principles for high availability networks that meet the
requirements for industrial automation networks.

In the fault-free state of the network, the protocols of the IEC 62439 series provide
ISO/IEC 8802-3 (IEEE 802.3) compatible, reliable data communication, and preserve
determinism of real-time data communication. In cases of fault, removal, and insertion of a
component, they provide deterministic recovery times.

These protocols retain fully the typical Ethernet communication capabilities as used in the
office world, so that the software involved remains applicable.

The market is in need of several network solutions each wit

detection of redundant frames giveni
LANs given in 5.4 (patent pending).

applicants throughout
is registered wit .
ABB Switzerland

Corporate Res
Segelhofs

Attention is drawn t0 the possibility that some of the elements of this document may be the
subject of patent rights other than those identified above. IEC shall not be held responsible for
identifying any or all such patent rights.

ISO (www.iso.org/patents) and IEC (http://www.iec.ch/tctools/patent_decl.htm) maintain on-
line data bases of patents relevant to their standards. Users are encouraged to consult the
data bases for the most up to date information concerning patents.
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INDUSTRIAL COMMUNICATION NETWORKS -
HIGH AVAILABILITY AUTOMATION NETWORKS -

Part 3: Parallel Redundancy Protocol (PRP) and
High-availability Seamless Redundancy (HSR)

1 Scope

The IEC 62439 series is applicable to high-availability automation networks™based on the
ISO/IEC 8802-3 (IEEE 802.3) (Ethernet) technology.

For dated references, only the editio
of the referenced document (includinga

IEC 60050-191:1990, International El
and quality of service

— Telecommunications and information

IEEE 802.1Q, IEE fandards for local and metropolitan area network. Virtual bridged local
area networks

3 Terms, definitions, abbreviations, acronyms, and conventions

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 60050-191, as well
as in IEC 62439-1, apply, in addition to the following.

3.11
extended frame
frame that has been extended by a Redundancy Control Trailer

3.1.2

interlink
link that connects two network hierarchies
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3.1.3
RedBox
device allowing to attach single attached nodes to a redundant network

3.1.4

QuadBox
Quadruple port device connecting two peer HSR rings, which behaves as an HSR node in
each ring and is able to filter the traffic and forward it from ring to ring

3.1.5

HSR frame
frame that carries the HSR EtherType

3.2 Abbreviations and acronyms

For the purposes of this document, the following abbreviatjons as s\dpply, in
addition to those given in IEC 62439-1:

DANH Double attached node implementing HSR

DANP Double attached node implementing PRP,

ICMP Internet Control Message Protocol ( Ir@rne protocol suite)
RCT Redundancy Check Tag

SRP Serial Redundancy Protoco

VDAN Virtual Doubly £ isible through a RedBox)

3.3 Conventions

nodes operating according to PRP (DANPs).

A DANP is attached to two independent LANs of similar topology, named LAN_A and LAN_B,
which operate in parallel. A source DANP sends the same frame over both LANs and a
destination DANP receives it from both LANs within a certain time, consumes the first frame
and discards the duplicate.

Figure 1 shows a redundant network consisting of two switched LANs, which can have any
topology, e.g. tree, ring or meshed.
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SAN DANP DANP
A1 1 1] 1 1
0O
\

O \ LI TT111]
switched local switched local
area network area network
(ring) LAN_A (tree) LAN_B

= . -

switch u 0 switch switch switch

SAN
A2
\9\1 B2
T mm = |
DANP DANP DANP gef‘”z%
N =N
SA SA
R1 IEC 356/10

level, but they can differ in
performance and topology. Transmission delays™ma Q be different, especially if one of the
networks reconfigures itself, e.g. using\RS overcome an internal failure.

DANP

DANP

DANP DANP DANP DANP

111

—— LAN_A >
—— LAN_B =

Figure 2 — PRP example of redundant network as two LANs (bus topology)
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4.1.3 PRP LANs with ring topology

The two LANs can have a ring topology, as Figure 3 shows.

DANP DANP
[1 11 1

.

LITTT]
switch

—F switch q
[TTT1T11

F switch q
[T1111

F schh q‘

[TT1T11
[

|
a| DANP

|
5 DANP

u|
5 DANP

4.1.4

Each node has two ports
layers of the communicati
shows.

DANP node structure

[TTT1T1T1]
L

|
| DANP

|
5 DANP

\ ) DANP
edBox M SAN
/
M5V E
0 g L Hsan
IEC 358/10
s and DANPs

that are attached to the same upper

ink”Redundancy Entity (LRE), as Figure 4

UbP [ \VTCP

har
upper layers <>e\§‘\1i\ink
ac

Wk layer

DANP 2
hard UDP | TCP
real-time
stack network layer

>

'

S

| \\ink\Red\Lﬁdancy Entity

N

)

|

Link Redundancy Entity |

N

\‘ ort A = /portB portA | ] po?li
network »
adapters Tx Rx Tx Rx Tx Rx Tx Rx
transceivers V A V A V A V A
D
LAN_A
N
LAN_B

IEC 359/10

Figure 4 — PRP with two DANPs communicating

The Link Redundancy Entity (LRE) has two tasks: handling of duplicates and management of
redundancy. This layer presents toward its upper layers the same interface as the network
adapter of a non-redundant adapter.
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When receiving a frame from the node’s upper layers, the LRE sends the frame through both
its ports at nearly the same time.

The two frames transit through the two LANs with different delays, ideally they arrive at the
same time at the destination node.

When receiving frames from the network, the LRE forwards the first received frame of a pair
to the node’s upper layers and discards the duplicate frame (if it arrives).

For management of redundancy, the LRE can append a Redundancy Check Trailer (RCT)
including a sequence number to the frames it sends to keep track of duplicates. In addition,
the LRE periodically sends PRP_Supervision frames and evaluates th RP_Supervision
frames of the other DANPs.

4.1.5 PRP attachment of singly attached nodes

Singly attached nodes (SANs) can be attached in two ways:

e SANSs can be attached directly to one LAN only. SANg ommunicate with other
SANs on the same LAN. For instance, in Figure 1, SAN 7 9 ~ nicate with SAN A2,

e SANs can be attached over a RedBox (redundancy 5 s, as Figure 1 shows
for R1 and R2 (see also 4.1.9). Su i ith all SANs, for instance

In some applications, only avallablllty- riti ed a double attachment, for instance
the operator workplaces, )i eyices are SANs. Taking advantage of the
basic infrastructure of PRP ed to two different switches of the same
LAN (e.g. a ring) and ise p from/PRP to reconfigure the network in case of
failure. The DANP the -; ave itch.element according to IEEE 802.1D. For instance

the switch eleme 3 MRP protocol, the RSTP protocol, or a subset of RSTP,

where there is n tween the ports. These abilities are optional and not
detailed in this Interpatio ; ~The supported mode is specified in the PICS (see 6).
4.1.6

Singly att or instance maintenance laptops or printers that belong to one
LAN, ca cted o any LAN. A SAN connected to one LAN cannot communicate
directly to nnected to the other LAN. Switches are always SANs. These SANs are

not aware of PRP redundancy, so DANPs generate a traffic that these SANs understand. The
condition is however that the SANs ignore the RCT in the frames, which should be the case
since a SAN cannot distinguish the RCT from ISO/IEC 8802-3 (IEEE 802.3) padding.
Conversely, DANPs understand the traffic generated by SANs, since these do not append a
RCT. They only forward one frame to their upper layers since the SAN traffic uses one LAN
only. If a DANP cannot positively identify that the remote device is a DANP, it considers it as
a SAN.

4.1.7 Network management

A node has the same MAC address on both ports, and only one set of IP addresses assigned
to that address. This makes redundancy transparent to the upper layers. Especially, this
allows the Address Resolution Protocol (ARP) to work the same as with a SAN. Switches in a
LAN are not doubly attached devices, and therefore all managed switches have different IP
addresses. A network management tool is preferably a DANP and can access nodes and
switches as if they all belong to the same network. Especially, network management
implemented in a DANP is able to see SANs connected to either LAN.


https://standards.iteh.ai/catalog/standards/iec/88ee1ed8-b9bf-4218-86fa-decbe7b0ff30/iec-62439-3-2010

