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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
HIGH AVAILABILITY AUTOMATION NETWORKS -

Part 5: Beacon Redundancy Protocol (BRP)

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for s
all national electrotechnical committees (IEC National Committees). The obje

this end and in addition to other activities, IEC publishes International Standard Ni e |f|cat|ons
Technical Reports, Publicly Available Specifications (PAS) and Guides e : d “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any C il interested
in the subject dealt with may participate in this preparatory work. i , tal and non-
governmental organizations liaising with the IEC also participate in thi . |E aborates closely
with the International Organization for Standardization (ISO) in accorda vi
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matt possible, an international

consensus of opinion on the relevant subjects since eac
interested IEC National Committees.

3)

4)

5) Independent certification bodies provide conformity

marks of conformity. IEC is not responsible for any

6)

7) employees, servants or agents including individual experts and
C National Committees for any personal injury, property damage or
whether direct or indirect, or for costs (including legal fees) and

the publication, use of, or reliance upon, this IEC Publication or any other IEC

8) ormative references cited in this publication. Use of the referenced publications is

International
Networks, of IE
automation.

IEC 62439-5 has been prepared by subcommittee 65C: Industrial
echnical committee 65: Industrial-process measurement, control and

This standard cancels and replaces IEC 62439 published in 2008. This first edition constitutes
a technical revision.

This edition includes the following significant technical changes with respect to IEC 62439
(2008):
— adding a calculation method for RSTP (rapid spanning tree protocol, IEEE 802.1Q),

— adding two new redundancy protocols: HSR (High-availability Seamless Redundancy)
and DRP (Distributed Redundancy Protocol),

— moving former Clauses 1 to 4 (introduction, definitions, general aspects) and the
Annexes (taxonomy, availability calculation) to IEC 62439-1, which serves now as a
base for the other documents,

— moving Clause 5 (MRP) to IEC 62439-2 with minor editorial changes,
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— moving Clause 6 (PRP) was to IEC 62439-3 with minor editorial changes,
— moving Clause 7 (CRP) was to IEC 62439-4 with minor editorial changes, and
— moving Clause 8 (BRP) was to IEC 62439-5 with minor editorial changes,

— adding a method to calculate the maximum recovery time of RSTP in a restricted
configuration (ring) to IEC 62439-1 as Clause 8,

— adding specifications of the HSR (High-availability Seamless Redundancy) protocol,
which shares the principles of PRP to IEC 62439-3 as Clause 5, and

— introducing the DRP protocol as IEC 62439-6.

The text of this standard is based on the following documents:

FDIS Report on voting
65C/583/FDIS 65C/589/RVD

Full information on the voting for the approval of this standar
voting indicated in the above table.

The committee has de |de ; amendment and the base publication will
remain unchanged ~ i indicated on the IEC web site under
"http://webstore.iee.ch ated\.to the specific publication. At this date, the
publication will b@

* reconfirmed,
* withdrawn,

+ replaced ¢ , or

IMPORTANT - The “colour inside” logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this publication using a colour printer.
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INTRODUCTION

The |IEC 62439 series specifies relevant principles for high availability networks that meet the
requirements for industrial automation networks.

In the fault-free state of the network, the protocols of the IEC 62439 series provide
ISO/IEC 8802-3 (IEEE 802.3) compatible, reliable data communication, and preserve
determinism of real-time data communication. In cases of fault, removal, and insertion of a
component, they provide deterministic recovery times.

These protocols retain fully the typical Ethernet communication capabilities as used in the
office world, so that the software involved remains applicable.

The market is in need of several network solutions each wit

/ Switching between the ports
corrects for single faults in a two-way redundants This is given in Clauses 5 and 6.

The holder of this pat

either free of charge
applicants thro
right is registered with

o |EC that he/she is willing to negotiate licences
d non-discriminatory terms and conditions with
spect, the statement of the holder of this patent
ay be obtained from:

Attention is drawn to the possibility that some of the elements of this document may be the
subject of patent rights other than those identified above. IEC shall not be held responsible for
identifying any or all such patent rights.

ISO (www.iso.org/patents) and IEC (http://www.iec.ch/tctools/patent_decl.htm) maintain on-
line data bases of patents relevant to their standards. Users are encouraged to consult the
data bases for the most up to date information concerning patents.
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INDUSTRIAL COMMUNICATION NETWORKS -
HIGH AVAILABILITY AUTOMATION NETWORKS -

Part 5: Beacon Redundancy Protocol (BRP)

1 Scope

The IEC 62439 series is applicable to high-availability automation networks based on the
ISO/IEC 8802-3 (IEEE 802.3) (Ethernet) technology.

network connection capability enables single attached end nodes\tobe connected on either of

the two networks.

2 Normative references

IEC 60050-191, Internatio
quality of service

IEC 62439-1:2010 L
— Part 1: Gener

between systems\— a ) etropolitan area networks — Specific requirements — Part 1:
Overview of Local A Standards (IEEE 802.1)

nformation technology — Telecommunications and information
— Local and metropo//tan area networks — Specific requirements —

physical /ayer specifications

IEEE 802.1D, IEEE standard for local Local and metropolitan area networks Media Access
Control (MAC) Bridges

IEEE 802.1Q, IEEE standards for local and metropolitan area network. Virtual bridged local
area networks

3 Terms, definitions, abbreviations, acronyms, and conventions

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 60050-191, as well
as in IEC 62439-1, apply.
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3.2 Abbreviations and acronyms

For the purposes of this document, the abbreviations and acronyms given in IEC 62439-1,
apply, in addition to the following:

BRP Beacon Redundancy Protocol

DANB Double attached node implementing BRP

3.3 Conventions

This part of the IEC 62439 series follows the conventions defined in IEC 62439-1.

4 BRP overview

node.

5 BRP principle of operation

5.1 General

Subclauses 5.2 to 5.4 are an explanatio 3 stions performed by the BRP state
machine. If a difference i . een these subclauses and the state

5.2 Network topol

The BRP netwo described as two interconnected top switches, each
heading an underlying to e, or ring. Beacon end nodes shall be connected to
the top switches 2 » inear and ring BRP networks are shown in Figure 1,
Figure 2 and Figu ti
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Figure 1 — st twork example
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Figure 2 — BRP linear network example
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E switch ﬂ
]
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node

interswitch link

interswitch
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IEC 387/10

Figure'3 — R\P\r/%g network example

layer 2 switches compliant with IEEE 802.1D and
0 support of the BRP protocol in switches is required.

e of a BRP star network in the 2-way redundancy mode. It uses two
sets of netwo ructure A and B (shown in two different colours). The number of levels
of switches and nber of switches on each level are dependent only on application
requirements. Even with three levels of hierarchy it is possible to construct very large
networks. For example, a BRP star network built from switches with eight regular ports and
one uplink port can contain 500 nodes maximum. Two switches at the top level shall be
connected to each other with one or more links providing sufficient bandwidth. With link
aggregation capability, traffic is shared among bundle of links and failure of one link does not
bring the network down. With such an arrangement infrastructures A and B form a single
network.

Two types of end nodes can be connected to the BRP network: doubly attached and singly
attached. A doubly attached end node can function as a BRP end node or a BRP beacon end
node. A BRP beacon end node is a special case of a doubly attached end node that is
connected directly to the top switches. Though doubly attached BRP end nodes have two
network ports they use only one MAC address.

At any given point in time a BRP end node actively communicates through only one of its
ports, while blocking all transmit and receive traffic on its other port, with the exception of
received beacon messages and Failure_Notify messages. Fault tolerance is achieved in a
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