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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
PROFILES -

Part 3-3: Functional safety fieldbuses —
Additional specifications for CPF 3

FOREWORD

this end and in addltlon to other activities, IEC publishes International Standa
Technical Reports, Publicly Available Specifications (PAS) and Guides

governmental organizations liaising with the IEC also partlmpate i
with the International Organization for Standardization (ISO
agreement between the two organizations.

the latter.

5) IEC itself does nof provide
assessment seryi i
services carried out by i

International Standard IEC 61784-3-3 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial process measurement, control and
automation.

This second edition cancels and replaces the first edition published in 2007. This edition
constitutes a technical revision. The main changes with respect to the previous edition are
listed below:

— updates in relation with changes in IEC 61784-3;

— introduction of a secondary watchdog timer (F_WD_Time_2) to cover the use cases
‘configuration-in-run’, or 'maintenance of fault tolerance systems', or both (7.1.3, 7.2.3,
7.2.6,8.1.1,8.1.4, 8.1.6.2);

— missing GSDL definitions conveyed from other approved documents (8.3.2.1);

— missing CRC signature calculation for a GSD conveyed from other approved
documents (8.3.3.3);


https://standards.iteh.ai/catalog/standards/iec/3ccc65d6-59ce-4baa-ace0-5650cb656c38/iec-61784-3-3-2010

61784-3-3 © IEC:2010 -9-

— constraints for the parameter value assignment of the primary watchdog timer
'F_WD_Time' (9.3.3);

— identification of the safety parameterization state of an F-Device or F-Module via field
IM4 (signature) within the &M functions (9.6.2);

— updated documents in bibliography.

This bilingual version (2012-02) corresponds to the monolingual English version, published in
2010-06.

The text of this standard is based on the following documents:

FDIS Report on voting
65C/591A/FDIS 65C/603/RVD

Full information on the voting for the approval of this standar
voting indicated in the above table.

in the report on

The French version of this standard has not been voted

publication will remain unchanged until
der "http://webstore.iec.ch" in the data

. reconfirmed,@
* withdrawn,

* replaced by a
*+ amended.

AN
IMPORTA N&eWr inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of-its contents. Users should therefore print this document using a
colour printer.
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0 Introduction

0.1 General

The IEC 61158 fieldbus standard together with its companion standards IEC 61784-1 and
IEC 61784-2 defines a set of communication protocols that enable distributed control of
automation applications. Fieldbus technology is now considered well accepted and well
proven. Thus many fieldbus enhancements are emerging, addressing not yet standardized
areas such as real time, safety-related and security-related applications.

This standard explains the relevant principles for functional safety communications with
reference to IEC 61508 series and specifies several safety communication/Tayers (profiles and
corresponding protocols) based on the communication profiles a
IEC 61784-1, IEC 61784-2 and the IEC 61158 series. It does not ¢ i safety and
intrinsic safety aspects.

Figure 1 shows the relationships between this standard an ty and fieldbus
standards in a machinery environment.

Product standards / [\

| 150121004 and 1S0 14121
IEC 61496 || IEC 61131-6 || IEC 61800-5-2 || 1SO10218- || | ]\ Safety of machinery — Principles for
Safety f. e.g. Safety for PLC Safety funceti/zﬁx\ Safel quitements | | design and risk assessment
light curtains | |(under consideration) for drives for robots ! N
> ‘ ”””””””” Kj ) 4

IEC 61784-4 IEC 62443 ! sign of safety-related electrical, electronic and program-
Security Security : makle electronic control systems (SRECS) for machinery
(profile-specific) (common part) (
4 ‘ SIl: based ‘ PL based

4
IEC 61784-5 IEC 61918
Installation guide stallation gui
(profile-specw (commo aﬁ%

Llad

A 4

IEC 60204-1 IS0 138491, 2 | -

AL
il EC\61000- | Safety of electrical Safe}y—relat_ed S
; f t of machinery
Methqdology EMG/& FS| | CHIDIC (SRPCS)
\lEg;gggg'i's‘l : 3 Non-electrical
| | US:NFPA 79 Electrical
ke ‘ (2006)
: A 4 A\ 4 A4
> IEC 62061
IEC 61158 series / _ } F‘;gf:f:jiiﬁzfrf,ty
IEC 61784-1, -2 IEC 61508 series [ (SRECS)
Fieldbus for use in Functional safety (FS) | - (including EMC for
industrial control systems (basic standard) ; industrial environment)

X

ey
[ ] (yellow) safety-related standards
[ ] (blue) fieldbus-related standards
[«

dashed yellow) this standard

NOTE Subclauses 6.7.6.4 (high complexity) and 6.7.8.1.6 (low complexity) of IEC 62061 specify the relationship
between PL (Category) and SIL.

Figure 1 — Relationships of IEC 61784-3 with other standards (machinery)
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Figure 2 shows the relationships between this standard and relevant safety and fieldbus
standards in a process environment.

777777777777777777777777777777777777777

Product standards

IEC 61496 || IEC 61131-6 || IEC 61800-5-2 || ISO 10218-1 S|

Safety f. e.g. Safety for PLC Safety functions | [Safety requirement
light curtains | |(under consideration) for drives for robots

IEC 61784-4 IEC 62443
Security Security .
(prefleapeeile) | feamien g See safety standards for machinery

IEC 61784-5 IEC 61918
Installation guide | Installation guide
(profile-specific) [ (common part)

—

IEC 61326-3-2%

EMC and
IEC 61784-3 functional safety

Functional safety ¢

communication

(Figure 1)

profiles
us:
51\1j b [C777 (3Is¢t R ood(f”d

series parts = modifie

IEC 61158 series / unctiol fety — IEC 61511)
IEC 61784-1, -2 i Safety instrumented
i s i systems for the
industria contol sy industry sector |« -~ DE: VDI 2180
ystems Part 1-4

Safety communication layers which are implemented as parts of safety-related systems
according to IEC 61508 series provide the necessary confidence in the transportation of
messages (information) between two or more participants on a fieldbus in a safety-related
system, or sufficient confidence of safe behaviour in the event of fieldbus errors or failures.

Safety communication layers specified in this standard do this in such a way that a fieldbus
can be used for applications requiring functional safety up to the Safety Integrity Level (SIL)
specified by its corresponding functional safety communication profile.

The resulting SIL claim of a system depends on the implementation of the selected functional
safety communication profile within this system — implementation of a functional safety
communication profile in a standard device is not sufficient to qualify it as a safety device.


https://standards.iteh.ai/catalog/standards/iec/3ccc65d6-59ce-4baa-ace0-5650cb656c38/iec-61784-3-3-2010

-12 - 61784-3-3 © IEC:2010

This standard describes:

— basic principles for implementing the requirements of IEC 61508 series for safety-
related data communications, including possible transmission faults, remedial
measures and considerations affecting data integrity;

— individual description of functional safety profiles for several communication profile
families in IEC 61784-1 and IEC 61784-2;

— safety layer extensions to the communication service and protocols sections of the
IEC 61158 series.

0.2 Patent declaration

The International Electrotechnical Commission (IEC) draws attentio
claimed that compliance with this document may involve the use 0
functional safety communication profiles for family 3 as follo
indicates the holder of the patent right:

EP1267270-A2 [S1] Method for data transfe
WOO00/045562-A1 [S1]

WO099/049373-A1  [SI]
EP1686732 [SI]
EP1802019 [SI]
EP1921525-A1

IEC takes no position

The holders of these patents
licences under asona

throughout the world

iscriminatory terms and conditions with applicants
statement of the holders of these patent rights are

IAAS FATC
76187 Karlsruhe
GERMANY

Attention is drawn to the possibility that some of the elements of this document may be the
subject of patent rights other than those identified above. IEC shall not be held responsible for
identifying any or all such patent rights.
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