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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
PROFILES -

Part 3-3: Functional safety fieldbuses —
Additional specifications for CPF 3

FOREWORD

this end and in addltlon to other activities, IEC publishes International Standa
Technical Reports, Publicly Available SpeC|f|cat|ons (PAS) and Guides

governmental organizations liaising with the IEC also participate i
with the International Organization for Standardization (ISO) 4

the latter.

5) IEC itself does nof provide
assessment servi i
services carried out by i

8) Attention~i 0 to ative references cited in this publication. Use of the referenced publications is
indispensabte_for the correet application of this publication.

International Standard IEC 61784-3-3 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial process measurement, control and
automation.

This second edition cancels and replaces the first edition published in 2007. This edition
constitutes a technical revision. The main changes with respect to the previous edition are
listed below:

— updates in relation with changes in IEC 61784-3;

— introduction of a secondary watchdog timer (F_WD_Time_2) to cover the use cases
‘configuration-in-run', or 'maintenance of fault tolerance systems', or both (7.1.3, 7.2.3,
7.2.6,8.1.1,8.1.4, 8.1.6.2);

— missing GSDL definitions conveyed from other approved documents (8.3.2.1);

— missing CRC signature calculation for a GSD conveyed from other approved
documents (8.3.3.3);
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— constraints for the parameter value assignment of the primary watchdog timer
'F_WD_Time' (9.3.3);

— identification of the safety parameterization state of an F-Device or F-Module via field
IM4 (signature) within the &M functions (9.6.2);

— updated documents in bibliography.

The text of this standard is based on the following documents:

FDIS Report on voting
65C/591A/FDIS 65C/603/RVD

Full information on the voting for the approval of this standard can be
voting indicated in the above table.

e report on

This publication has been drafted in accordance with the ISO/I

related to the specific publication. At th

* reconfirmed,

* withdrawn,

* replaced by a revised<«ditign/or
*+ amended.

IMPORTANT - Th
that it contai
understanding o
colour printér.

NS
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0 Introduction

0.1 General

The IEC 61158 fieldbus standard together with its companion standards IEC 61784-1 and
IEC 61784-2 defines a set of communication protocols that enable distributed control of
automation applications. Fieldbus technology is now considered well accepted and well
proven. Thus many fieldbus enhancements are emerging, addressing not yet standardized
areas such as real time, safety-related and security-related applications.

This standard explains the relevant principles for functional safety communications with

reference to IEC 61508 series and specifies several safety communicatio ers (profiles and
corresponding protocols) based on the communication profiles a ol layers of
IEC 61784-1, IEC 61784-2 and the IEC 61158 series. It does not ¢ i safety and

intrinsic safety aspects.

Figure 1 shows the relationships between this standard an and fieldbus
standards in a machinery environment.

Product standards / /\ |

J\Safe ofmachmery Principles for

IEC 61496 || IEC 61131-6 || IEC 61800-5-2 || 1SO/10218-+ ||

Safety f. e.g. Safety for PLC Safety funcet%oﬁ\\ Safetysfequikemen

light curtains || |(under consideration) for drives for'robots | N
> ”””””””” \J v

IEC 61784-4 IEC 62443 ! of safety-related electrical, electronic and program-
Security Security i makhle electronic control systems (SRECS) for machinery
(profile-specific) (cpmmon part) (
4 ‘ SIL: based L PL based

IEC 61784-5 61\618 N S— '
Installation guide salaion 9U' Kool | _.]._.]._ | _ _Design objective
(profile- specnf (commol Applicable standards
) < ‘f\ Y

\ ? IEC 60204-1 ISO 13849-1, -2

1000 | Safety of electrical Safe}y-relar:_ed parts
et dology EMG/& FS| equipment  SRPCS).
| (SRPCS)

\LV\e;Bi%g-I?S‘I : Non-electrical
k US: NFPA 79 Electrical
(2006)
A 4 A\ 4 A4
s IEC 62061
IEC 61158 series / } F?gf};":;:iﬁae@ty
IEC 61784-1, -2 IEC 61508 series |[—> (SRECS)
Fieldbus for use in Functional safety (FS) | . (including EMC for
industrial control systems (basic standard) ; industrial environment)
Key

[ ] (yellow) safety-related standards
[ ] (blue) fieldbus-related standards
[ ] (dashed yellow) this standard

NOTE Subclauses 6.7.6.4 (high complexity) and 6.7.8.1.6 (low complexity) of IEC 62061 specify the relationship
between PL (Category) and SIL.

Figure 1 — Relationships of IEC 61784-3 with other standards (machinery)
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Figure 2 shows the relationships between this standard and relevant safety and fieldbus
standards in a process environment.

Product standards

IEC 61496 || IEC 61131-6 || IEC 61800-5-2 || ISO 10218-1 S|

Safety f. e.g. Safety for PLC Safety functions | [Safety requirement
light curtains | |(under consideration) for drives for robots

IEC 61784-4 IEC 62443
Security Security .
(prefiespceiic) | (eamimei oy ) See safety standards for machinery

(Figure 1)

IEC 61784-5 IEC 61918
Installation guide | Installation guide
(profile-specific) | (common part)

l l . wheneve

IEC 61326-3-22
EMC and

IEC 61784-3 functional safety

Functional safety ¢ |

communication
profiles

US:
<«--»| ISA-84.00.01
(3 parts = modified

IEC 61511)

N\
511 series?
unctiol fety —

IEC 61158 series /

IEC 61784-1, -2 IEC 61508 series U A
Fieldbus for use in Functional safety ( industry sector |« - - DE: VDI 2180

industrial control systems (basic standard Part 1-4

Key

[ ] (yellow) sre :

[ ] (blue) fieldbus“retated standards

[ ] (dashed yello stand
@ For specified electromaghetice onments; otherwise IEC 61326-3-1.
b ENra

Safety communication layers which are implemented as parts of safety-related systems
according to IEC 61508 series provide the necessary confidence in the transportation of
messages (information) between two or more participants on a fieldbus in a safety-related
system, or sufficient confidence of safe behaviour in the event of fieldbus errors or failures.

Safety communication layers specified in this standard do this in such a way that a fieldbus
can be used for applications requiring functional safety up to the Safety Integrity Level (SIL)
specified by its corresponding functional safety communication profile.

The resulting SIL claim of a system depends on the implementation of the selected functional
safety communication profile within this system — implementation of a functional safety
communication profile in a standard device is not sufficient to qualify it as a safety device.
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This standard describes:

— basic principles for implementing the requirements of IEC 61508 series for safety-
related data communications, including possible transmission faults, remedial
measures and considerations affecting data integrity;

— individual description of functional safety profiles for several communication profile
families in IEC 61784-1 and IEC 61784-2;

— safety layer extensions to the communication service and protocols sections of the
IEC 61158 series.
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