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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
PROFILES -

Assessment guideline for safety devices using IEC 61784-3
functional safety communication profiles (FSCPs)

FOREWORD

this end and in addltlon to other activities, IEC publishes International
Technical Reports, Publicly Available Specifications (PAS) and Guides

governmental organizations liaising with the IEC also partlmpate i
with the International Organization for Standardization (ISO
agreement between the two organizations.

interested IEC National Committees.

3) IEC Publications have the form of recom and are accepted by IEC National
Committees in that sense. While all reasonab t re that the technical content of IEC
Publications is accurate, IEC cannot be ) the way in which they are used or for any
misinterpretation by any end user.

the latter.

5) IEC itself does nof _provide
assessment serw i
services carried out by i

8) AttentionN ¥ to ative references cited in this publication. Use of the referenced publications is
indispensabte_forthe sorreef application of this publication.

9) Attention is draw possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shalil not be held responsible for identifying any or all such patent rights.

The main task of IEC technical committees is to prepare International Standards. However, a
technical committee may propose the publication of a technical report when it has collected
data of a different kind from that which is normally published as an International Standard, for
example "state of the art".

IEC 62685, which is a technical report, has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This bilingual version (2013-04) corresponds to the monolingual English version, published in
2010-12.
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The text of this technical report is based on the following documents:

Enquiry draft Report on voting
65C/610/DTR 65C/626/RVC

Full information on the voting for the approval of this technical report can be found in the
report on voting indicated in the above table.

The French version of this standard has not been voted upon.

The committee has decided that the contents of this publication wi i changed until
the stability date indicated on the IEC web site under "http://web Nec. i e data

* reconfirmed,

* withdrawn,
» replaced by a revised edition, or
+ amended. & G

IMPORTANT - The 'colour inside' logo on t verpage of this publication indicates
that it contains colours which \are ( cansidered to be useful for the correct
understanding of its c nts e d therefore print this document using a
colour printer. W\

N

@@V
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INTRODUCTION

During the development of IEC 61784-3:2010, the need was recognized for a separate
document covering environmental tests, proofs and information checks, which were currently
specified in the German document GS-ET-26 [37]1. This document has been one of the
starting points for IEC 61784-3 and most of its contents have been already taken into account
in [EC 61784-3. The material related to environmental tests, proofs and information checks
has been transformed, updated and supplemented into this new document.

NOTE IEC 61784-3 explains the relevant principles for functional safety communications with reference to
IEC 61508 series and specifies several safety communication layers (profiles and corresponding protocols) based
on the communication profiles and protocol layers of IEC 61784-1, IEC 61784-2 and the IEC 61158 series.

Further benefits can be achieved, if the environmental conditi
harmonized for FSCP devices.

fulfill environmental and deployment conditions.
manufacturers, assessment bodies, and test laboratorig

ental requirements.

EMC for FS

------ N —
PA device '
eg Exi
IEC 2535/10

igure 1 — Environmental view on safety functions

1 Numbers in square brackets refer to the Bibliography.

2 In this Technical Report, “IEC 61508” is used for “IEC 61508 series”.
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INDUSTRIAL COMMUNICATION NETWORKS -
PROFILES -

Assessment guideline for safety devices using IEC 61784-3
functional safety communication profiles (FSCPs)

1 Scope

This Technical Report provides information about the assessment ects of safe

communication such as test beds, proof of increased interferencé
functional safety), electrical safety, and other environmental requirepra

are developed according to IEC 61508 and IEC 61784-3.

NOTE This document does not cover the more complex aspects
the field and migration from safety rules before IEC 61508.

2 Normative refere

The following re@ ¢

IEC 60300-3-2, Depghdability management — Part 3-2: Application guide — Collection of
dependability data from the field

IEC 60721-3 (all parts)3, Classification of environmental conditions — Part 3 Classification of
groups of environmental parameters and their severities

IEC 60721-3-1, Classification of environmental conditions — Part 3 Classification of groups of
environmental parameters and their severities — Section 1. Storage

IEC 60721-3-2, Classification of environmental conditions — Part 3: Classification of groups of
environmental parameters and their severities — Section 2: Transportation

3 Relevant parts of the series depend on the context — see detailed requirements in the following clauses.
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IEC 60721-3-3, Classification of environmental conditions — Part 3-3: Classification of groups
of environmental parameters and their severities — Stationary use at weatherprotected
locations

IEC/TS 61000-1-2, Electromagnetic compatibility (EMC) — Part 1-2: General — Methodology
for the achievement of functional safety of electrical and electronic systems including
equipment with regard to electromagnetic phenomena

IEC 61000-4-3, Electromagnetic compatibility (EMC) — Part 4-3: Testing and measurement
techniques — Radiated radio-frequency electromagnetic field immunity test

IEC 61000-4-6, Electromagnetic compatibility (EMC) — Part 4-6: Testing

and measurement
techniques — Immunity to conducted disturbances, induced by radio-frequg i

felds

IEC 61000-6-2, Electromagnetic compatibility (EMC) - Part 6, 3 1 dards -
Immunity for industrial environments

IEC 61010 (all parts)4, Safety requirements for electrical equip e ment, control,
and laboratory use

EMC requirements

IEC 61326-1, Electrical

requirements — Part 1:

IEC 61326-3-1, j surement, control and laboratory use — EMC
requirements — h ¢ ments for safety-related systems and for equipment
intended to perfon ategd\ functions (functional safety) — General industrial
applications

IEC 61326-352, ent for measurement, control and laboratory use — EMC
requireme 2:Nmmuwnity requirements for safety-related systems and for equipment
intended afetyxrelated functions (functional safety) — Industrial applications with

IEC 61496-1, Safety’of machinery — Electro-sensitive protective equipment — Part 1: General
requirements and tests

IEC 61496-1, Amendment 1 (2007)

IEC 61508 (all parts), Functional safety of electrical/electronic/programmable electronic
safety-related systems

IEC 61508-2:2010, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 2: Requirements for electrical/electronic/programmable electronic
safety-related systems

IEC 61508-3:2010, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 3: Software requirements

4 Relevant parts of the series depend on the context — see detailed requirements in the following clauses.
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IEC 61511 (all parts), Functional safety — Safety instrumented systems for the process
industry sector

IECEx 61779-x (all parts), IECEx Test Report for IEC 61779-x (1998) ed 1.0 — Electrical
apparatus for the detection and measurement of flammable gases

IEC 61784-3 (all parts)5, Industrial communication networks — Profiles — Functional safety
fieldbuses

IEC 61784-3:2010, Industrial communication networks — Profiles — Part 3: Functional safety
fieldbuses — General rules and profile definitions

IEC 62013 (all parts)®, Caplights for use in mines susceptible to firedamp

3.1 Terms and definitid

AN

For the purposes of thissxdoct

3.1.1 Q
communication <

[IEC 61508-4:2010]{IEC 61158]

NOTE 1 Errors may be due to design mistakes within hardware/software and/or corrupted information due to
electromagnetic interference and/or other effects.

NOTE 2 Errors do not necessarily result in a failure or a fault.

3.1.3

failure

termination of the ability of a functional unit to perform a required function or operation of a
functional unit in any way other than as required

NOTE 1 The definition in IEC 61508-4 is the same, with additional notes.
[IEC 61508-4:2010, modified], [ISO/IEC 2382-14.01.11, modified]

5 Relevant parts of the series depend on the context — see detailed requirements in the following clauses.
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NOTE 2 Failure may be due to an error (for example, problem with hardware/software design or message
disruption).

3.1.4

fault

abnormal condition that may cause a reduction in, or loss of, the capability of a functional unit
to perform a required function

NOTE IEV 191-05-01 defines “fault” as a state characterized by the inability to perform a required function,
excluding the inability during preventive maintenance or other planned actions, or due to lack of external
resources.

[IEC 61508-4:2010, modified], [ISO/IEC 2382-14.01.10, modified]

3.1.5

fieldbus
communication system based on serial data transfer and used i
process control applications

3.1.6

hazard
state or set of conditions of a system that, together with
lead to harm to persons, property or environment

3.1.7
message
ordered series of octets intended to co

[ISO/IEC 2382-16.02.01, modified]

3.1.8
performance level (P
discrete level used to spe { i S elated parts of control systems to perform a

3.1.9
risk

3.1.10

safety communication layer (SCL)

communication layer that includes all the necessary measures to ensure safe transmission of
data in accordance with the requirements of IEC 61508

3.1.11
safety data
data transmitted across a safety network using a safety protocol

NOTE The safety communication layer does not ensure safety of the data itself, only that the data is transmitted
safely.

3.1.12

safety device

device designed in accordance with IEC 61508 and which implements the functional safety
communication profile
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3.1.13

safety function

function to be implemented by an E/E/PE safety-related system or other risk reduction
measures, that is intended to achieve or maintain a safe state for the EUC, in respect of a
specific hazardous event

NOTE The definition in IEC 61508-4 is the same, with an additional example and reference.

[IEC 61508-4:2010, modified]

3.1.14

safety function response time
worst case elapsed time following an actuation of a safety sensor conne
before the corresponding safe state of its safety actuator(s) is achieved
errors or failures in the safety function channel

ed to a fieldbus,
he presence of

NOTE This concept is introduced in IEC 61784-3:2010, 5.2.4 and addressed \b
communication profiles defined in the other parts of the IEC 61784-3 series.

safety

3.1.15
safety integrity level (SIL)
discrete level (one out of a possible four), correspondi
where safety integrity level 4 has the highest level g ity and safety integrity level
1 has the lowest

capable of supporting safet

[IEC 61 508-4:201?

3.1.16

safety measure
<this standard> possible communication errors that is designed and
implemented i sgmplignce v the requirements of IEC 61508

3.1.17
safety-related application

programs designed in accordance with IEC 61508 to meet the SIL requirements of the
application

3.1.18
safety-related system
system performing safety functions according to IEC 61508

3.2 Symbols and abbreviations
EMC Electromagnetic Compatibility
EMF Electromagnetic Field

ESD Electrostatic Discharge
EUC Equipment Under Control [IEC 61508-4:2010]
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EUT Equipment Under Test

E/E/PE Electrical/Electronic/Programmable [IEC 61508-4:2010]
Electronic

FS Functional Safety

FSCP Functional Safety Communication Profile

IP Ingress Protection

PC Performance Criterium

PDS Power Drive System

PL Performance Level
RF Radio Frequency
SIL Safety Integrity Level
SR Safety Relevant

4 General

IEC 61131-2 is such a standard that i A i Imum requirements for non-
safety and for safety fieldbus devices, as wel as fordevices_combining non-safety and safety

]
> B
/ k\ ;ﬁ k\ /ﬁ L
Head Non safety- Safety-
station related 1/0 related 1/0
modules modules
N ) \
Y Y
IEC 61131-2/ IEC 61131-2/
IEC 61010 IEC 61010 +
IEC 6xxxx/WDC

IEC 2536/10

NOTE The relative positions of safety and non safety modules shown here are only examples.

Figure 2 — Example of a mixed module remote 1/0

This guideline applies to general industrial environments such as defined in IEC 61131-2 or
IEC 61000-6-2 and process automation environments such as those covered in the IEC 61326
series (see Table 1).
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Table 1 — Overview of the environmental tests for safety devices

Issue

Factory automation
(machinery, industrial
environments such as

defined in IEC 61000-6-2)

Process automation
(specified
electromagnetic
environment)

Remarks

Test bed and operations

See Clause 5

See Clause 5

Extensions of the test bed
for intrinsically safe
fieldbus physics

Concepts include but are
not limited to barriers,

FISCO (Fieldbus Intrinsi-
cally Safe Concept), etc.

General test conditions

See Clause 6

See Clause 6

Depending on the
deployment area: See
classification in the
IEC 60721-3 series

Climatic tests

See Clause 7

See Clause 7,
classifications in
IEC 60721-3-3

N>

Mechanical tests

See Clause 8, IEC 61131-2

See Clause 8,
classificatio
IEC 60721-3-

%

Markings and
identification

See Clause 9

See Clause 9

N\

>

User manual

See Clause 10

@
NN

Electromagnetic
immunity

See Clause 11

IEC 61326-3-1 with s
requirements in

ecia

é\ee Clause 11
C 61326-3-

See Figure 4 for selection
of the appropriate
standard

IEC 61496-1 ~
Electrical safety See/C{{use}Z\ \ \ &eeb@bsém

Ingress protection (IP)

sean2.2\
NN

~SedZ 2, type "field
device" shall be > IP65,
other types > IP20

Insulation rating (X §ee 12.2 \/ See NOTE
Electrical shock Mseet2.4 N\ N\ D See 12.4
Clearance and creepage SeeN 2. See NOTE
distances

Flame-retardané \gee\i%GX See NOTE
smtability/of\o({n\s(meg\m \ sép\ Cladée 13 See Clause 13
Simple cir&mv\em \ See Clause 14

Explosive atmosRh\QQ

\{ee lause 14

See Clause 15

Field verification

See Clause 16

SIL2 devices designed to
achieve SIL3 via e.g.
1002 shall have software
designed for SIL3

Product, sector and
application specific
requirements

See Annex B

See Annex B

NOTE Usually no requirements, exceptions possible depending on deployment.

5 Test bed and operations

As far as feasible, all parts of a safety bus system shall be tested together. Otherwise, parts
of a safety bus system can be tested separately. In this case, reference systems (test beds)
or simulators shall be defined by the particular FSCPs and made available. Effectiveness of
all implemented safety measures as well as conformance to a particular FSCP shall be proved

by the test bed softwa

re.




