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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS —
PROFILES

Part 3-18: Functional safety fieldbuses —
Additional specifications for CPF 18

FOREWORD

this end and in addition to other activities, IEC publishes International
Technical Reports, Publicly Available Specifications (PAS) and Guides

governmental organizations liaising with the IEC also participate i
with the International Organization for Standardization (ISO)

2) The formal decisions or agreements of IEC on technical matters ASs possible, an international
consensus of opinion on the relevant subjects since €at i nittee has representation from all

3) IEC Publications have the form of recom and are accepted by IEC National
Committees in that sense. While all reasonable effqQrts Y re that the technical content of IEC
Publications is accurate, IEC cannot be he I the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote internatiopal uniformit
the latter.

5) IEC itself does nof _provide
assessment sery i
services carried oyt by |

6) All users should en
7) No liability shall tta

8) AttentionN M to ative references cited in this publication. Use of the referenced publications is
indi et application of this publication.

This consolidated version of the official IEC Standard and its amendments has been
prepared for user convenience.

IEC 61784-3-18 edition 1.2 contains the first edition (2011-04) [documents 65C/639/FDIS
and 65C/649/RVD], its amendment 1 (2016-07) [documents 65C/851/FDIS and
65C/854/RVD] and its amendment 2 (2021-04) [documents 65C/1083/FDIS and
65C/1087/RVD].

In this Redline version, a vertical line in the margin shows where the technical content
is modified by amendments 1 and 2. Additions are in green text, deletions are in
strikethrough red text. A separate Final version with all changes accepted is available
in this publication.
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International Standard IEC 61784-3-18 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial process measurement, control and
automation.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts of the IEC 61784-3 series, published under the general title Industrial
communication networks — Profiles — Functional safety fieldbuses, can be found on the IEC
website.

The committee has decided that the contents of the base publication and its amendments will
remain unchanged until the stability date indicated on the IE eb site under
"http://webstore.iec.ch" in the data related to the specific publicatig \s date, the
publication will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or
e amended.

is publication indicates
useful for the correct
e pyint this document using a

IMPORTANT — The 'colour inside' lg on

that it contains colours which\are nS|d red
understanding of its contents. Users_shqu

colour printer.

Q&




IEC 61784-3-18:2011+AMD1:2016 -7 -
+AMD2:2021 CSV © IEC 2021

0 Introduction

0.1 General

The IEC 61158 fieldbus standard together with its companion standards IEC 61784-1 and
IEC 61784-2 defines a set of communication protocols that enable distributed control of
automation applications. Fieldbus technology is now considered well accepted and well
proven. Thus many fieldbus enhancements are emerging, addressing not yet standardized
areas such as real time, safety-related and security-related applications.

This standard explains the relevant principles for functional safety communications with
reference to IEC 61508 series and specifies several safety communicationrTayets (profiles and
corresponding protocols) based on the communication profiles a

intrinsic safety aspects.

Figure 1 shows the relationships between this standard an d fieldbus
standards in a machinery environment.

Product standards ( a

dlol 12 1 and I1SO 14121
IEC 61496 || IEC 61131-6 || IEC 61800-5-2 || 1SOT0228:2° J| | I\ Safety of machinery  Principles for
Safety f. e.g. Safety for PLC || Safety funcgaﬁs\ SafetyNequikementd | de3ign and risk assessment
light curtains | |(under consideration) for drives for rokots ! N

sign of safety-related electrical, electronic and program- |
$a e electronjc control systems (SRECS) for machinery |

IEC 61784-4 IEC 62443
Security Security T
(profile-specific) (cpmmon part) g:
4 < 4 \ SIP based PL based
IEC 61784-5 IES 61918 A
Installation guide talation gui Design objective
(proﬂle-specps)\ (@ommanygar) N\ [\ o L. 1. 4. _”_Abﬁli'égbie_'s‘tghd_a{rd_s' ‘

Nl N

AN _~ | IEC 60204-1 ISO 13849-1, -2
of machinery

v ,;\ C%61000-1 Safety of electrical Safety-related parts
Methodology E & FS (SRPCS)

3 equipment
IEC 61784> \Eg 326-3-1 | | % Non-electrical
st !

C&FS v

US: NFPA 79
(2006)

Electrical

A 4 A 4 A

N1
Y

IEC 62061
Functional safety

IEC 61158 series / . ! for machinery
IEC 61784-1, -2 IEC 61508 series [—> (SRECS)
Fieldbus for use in Functional safety (FS) | (including EMC for

industrial control systems (basic standard) | industrial environment)

Key
[ ] (yellow) safety-related standards
[ ] (blue) fieldbus-related standards

[ ] (dashed yellow) this standard IEC 768/11




-8- IEC 61784-3-18:2011+AMD1:2016
+AMD2:2021 CSV © IEC 2021

IEC 61918 IEC 61784-5 - - -

Installation guide | Installation guide Design of safet)_/—related electrical, electronic and program-
(common part) (profile-specific) mable electronic control systems (SRECS) for machinery
IEC 62443 IEC 61010-2-201 SlL based PL based

Security Requirements
(common part) for electrical safety R S S _ Design objective
l Yyvy Applicable standards
IEC 61000-6-7
Generic EMC and FS ISO 13849
IEC 61326-3-1 Safety-related parts
EMC and FS IEC 62061 of machinery
IEC 61784-3 Functional safety (SRPCS)
Functional safety IEC 61000-1-2 for machinery Non-electrical
communication Methodology for FS (SRECS) :
Electrical
T ITTT ] [
' _________________________________________________________

i AN
Example produ\stéQd\aQs \/

IEC 61158 IEC 61508
 61784-1,-2 Functional safety (FS) IEC 61496 || IEC 61131 1 18 -5-)\ 1ISO 10218-1
_ Fieldbus for use in (basic standard) Safety function, || |Functional-Safe Safety~functions ety requirements
industrial control systems e.g. light curtains forj’%.& \for drives for robots
AN

N\ AN
Key 1 (yellow) safety-related standards

— (blue) fieldbus-related standards

7 (dashed yellow) this standard

A —B document A is referenced in dod

A---+B documentAis cited in or influenced

Figure 2 showsre
standards in a proce
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Product standards

IEC 61496
Safety f. e.g.
light curtains

IEC 61131-6
Safety for PLC

(under consideration)

IEC 61800-5-2
Safety functions
for drives

ISO 10218-1
Safety requirement
for robots

IEC 61784-4
Security
(profile-specific)

Security

IEC 62443

(common part)

IEC 61784-5
Installation guide
(profile-specific)

IEC 61918
Installation guide
(common part)

,,,,,,,,

| 1

IEC 61326-3-2%

funeotional cafaty
HHRCHORA-S

EMC and

See safety standards for machinery
(Figure 1)

IEC 61784-3

arety

Functional safety
communication

— |

profiles

IEC 61158 series /
IEC 61784-1, -2
Fieldbus for use in

industrial control systems

IEC 6150 ries
Functional Safe S)<
(basic standard)

AN

process industry)sector

US:
ISA-84.00.01
(3 parts = modified
IEC 61511)

« - - >

DE: VDI 2180
Part 1-4

Key
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IEC 61918 IEC 61784-5
Installation guide | Installation guide
(common part) | (profile-specific)

See safety standards for machinery
IEC 62443 IEC 61010-2-201 (Figure 1
Security - Relqutlr_en]ent];s ;
(common part) or electrical satety Valid also in process industries,
l whenever applicable
vyvYyvy

IEC 61326-3-22
EMC and

IEC 61784-3 functional safety

Functional safety

communication

_ IEC 61511 %R\Kro&c\th
IEC 61158 series/ IEC 61508 Functional safety —

. 61784-1, -2 . Functional safety —»  Safety instrumented \ 61131-6
_ Fieldbus for use in (basic standard) systems for the “Ct' al Safety
industrial control systems i for LC

process industry sect; \ N

Key ] (yellow) safety-related standards
] (blue)fieldbus-related standards
A7 (dashed yellow) this standard

A —»B document A is referenced in docdment B (rérm

ative

IEC 769/ :”éC

specified by~Nts carrespording functional safety communication profile.

The resulting SIL claim of a system depends on the implementation of the selected functional
safety communication profile within this system — implementation of a functional safety
communication profile in a standard device is not sufficient to qualify it as a safety device.
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This standard describes:

— basic principles for implementing the requirements of IEC 61508 series for safety-
related data communications, including possible transmission faults, remedial
measures and considerations affecting data integrity;

— individual description of functional safety profiles for several communication profile
families in IEC 61784-1 and IEC 61784-2;

— safety layer extensions to the communication service and protocols sections of the
IEC 61158 series.

0.2 Patent declaration

The International Electrotechnical Commission (IEC) draws attention tp theact that it is

indicates the holder of the patent right:

DE 10 2008 007 672.4-31 [PI] Verfahren und Vorricht
Daten in einem Netz '

either free of charge or under reaso
applicants throughout the world. In thi
right is registered with IEC. Information

Attention is dra
subject of paten

data bases for thexmnaost up to date information concerning patents.

INTRODUCTION to Amendment 2

This Amendment 2 introduces several editorial and informational corrections in the context of
Edition 4 of IEC 61784-3.
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