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INTERNATIONAL ELECTROTECHNICAL COMMISSION

SECURITY FOR INDUSTRIAL AUTOMATION
AND CONTROL SYSTEMS —

Part 2-4: Security program requirements
for IACS service providers

FOREWORD

all national electrotechnical committees (IEC National Committees). The_ /0bjes is te_ promote
international co-operation on all questions concerning standardization in the ele 1l
this end and in addition to other activities, IEC publishes International &ta e
Technical Reports, Publicly Available Specifications (PAS) and Guides gafte “IEC
Publication(s) "). Their preparation is entrusted to technical committeess \ Y

IEC Publications have the form of recomm
Committees in that sense. While all reason
Publications is accurate,

In order to promote intern
transparently to the maxi
between any IEC Publica{i
the latter.

IEC itself does ngt\provi
assessment ser$ 2
services carried ot/b

All users should e S

Attention is drawn e possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

This consolidated version of the official IEC Standard and its amendment has been prepared
for user convenience.

IEC 62443-2-4 edition 1.1 contains the first edition (2015-06) [documents 65/545/CDV and.
65/561A/RVC] and its corrigendum 1 (2015-08), and its amendment 1 (2017-08) [documents
65/637A/CDV and 65/661/RVC].

In

this Redline version, a vertical line in the margin shows where the technical

content is modified by amendment 1. Additions are in green text, deletions are in
strikethrough red text. A separate Final version with all changes accepted is
available in this publication.
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International Standard IEC 62443-2-4 has been prepared by IEC technical committee 65:
Industrial-process measurement, control and automation.

This publication contains an attached file in the form of an Excel 97-2003 spreadsheet version
of Table A.1. This file is intended to be used as a complement and does not form an integral
part of the publication.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 62443 series, published under the general title Security for
industrial automation and control systems, can be found on the IEC website.

Future standards in this series will carry the new general title as cited ahg fles of existing

standards in this series will be updated at the time of the next edition,

remain unchanged until the stability date indicated of |te under
"http://webstore.iec.ch" in the data related to the specifi s date, the
publication will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or
e amended.

IMPORTANT - The 'colo page of this publication indicates
that it contains colotys ich c igered to be useful for the correct
understanding of itshcontents. @s ould therefore print this document using a

colour printer.
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INTRODUCTION

This standard is the part of the IEC 62443 series that contains security requirements for
providers of integration and maintenance services for Industrial Automation and Control
Systems (IACS). It has been developed by IEC Technical Committee 65 in collaboration with
the International Instrumentation Users Association, referred to as the WIB from its original

and now obsolete Dutch name, and ISA 99 committee members.

Figure 1 illustrates the relationship of the different parts of IEC 62443 being developed. Those
that are normatively referenced are included in the list of normative references in Clause 2,
and those that are referenced for informational purposes or that are in development are listed

in the Bibliography.
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Figure 1 — Parts of the IEC 62443 Series

IEC


https://standards.iteh.ai/catalog/standards/iec/b28d3b8d-c920-41d9-82f1-4a9e76f4e71e/iec-62443-2-4-2015

-6 — IEC 62443-2-4:2015+AMD1:2017 CSV
© IEC 2017

SECURITY FOR INDUSTRIAL AUTOMATION
AND CONTROL SYSTEMS —

Part 2-4: Security program requirements
for IACS service providers

1 Scope

This part of IEC 62443-2-4 specifies a comprehensive set of requirements
capabilities for IACS service providers that they can offer to the Na
integration and maintenance activities of an Automation Solut

requirements apply to all industry groups and organizations, Subcla

for security
ner during

NOTE 2 In general, these security capabilities|are poticy, praced
Figure 2 illustrates how nten nce capabilities relate to the IACS and

the control system prqdu
capabilities reference

must ensure are supparted i iON Solution (either included in the control system
product or sepa added tg th ioh Solution).

\) Industrial Automation and Control System (IACS)

Asset Operational and maintenance
peate L L
capabilities (policies and

\> procedures)
+

) o Automation Solution

: ration capabilities lp| [Basic Process | iSafety  Complementary!

(design and deployment) Control System | iInstrumented hardware and '
! 1

(BPCS) 'System (SIS) i

v

System
Integrator

software i

IACS environment / project specific

Includes a configured instance of the Jontrol System Product
I

Control System Product as a combination of

\4

Product
Supplier

develops Supporting Embedded Network Host
lApplications | [devices components devices

v

Independent of IACS environment

IEC
Figure 2 — Scope of service provider capabilities


https://standards.iteh.ai/catalog/standards/iec/b28d3b8d-c920-41d9-82f1-4a9e76f4e71e/iec-62443-2-4-2015

IEC 62443-2-4:2015+AMD1:2017 CSV -7 -
© IEC 2017

In Figure 2, the Automation Solution is illustrated to contain a Basic Process Control System
(BPCS), optional Safety Instrumented System (SIS), and optional supporting applications,
such as advanced control. The dashed boxes indicate that these components are “optional”.

NOTE 3 The term “process” in BPCS may apply to a variety of industrial processes, including continuous
processes and manufacturing processes.

NOTE-5 4 Automation Solutions typically have a single control system (product), but they are not restricted to do
so. In general, the Automation Solution is the set of hardware and software, independent of product packaging, that
is used to control a physical process (e.g. continuous or manufacturing) as defined by the asset owner.

2 Normative references

The following referenced documents are indispensable for the apg
For dated references, only the edition cited applies. For undated.reft
of the referenced document (including any amendments) applie

“None”

3 Terms, definitions, abbreviated terms a

3.1 Terms and definitions

For the purposes of this document, the

3.1.1
asset owner
individual or organizatip

Note 1 to entry:
Note 2 to entry:

Note 3 to entry:

3.1.2
attack suxfa

Note 1 to entry: The Sizg’ of the attack surface for a software interface is proportional to the number of methods
and parameters defined for the interface. Simple interfaces, therefore, have smaller attack surfaces than complex
interfaces.

Note 2 to entry: The size of the attack surface and the number of vulnerabilities are not necessarily related to
each other.

3.1.3

Automation Solution

control system and any complementary hardware and software components that have been
installed and configured to operate in an IACS

Note 1 to entry: Automation Solution is used as a proper noun in this part of IEC 62443.

Note 2 to entry: The difference between the control system and the Automation Solution is that the control system
is incorporated into the Automation Solution design (e.g. a specific number of workstations, controllers, and
devices in a specific configuration), which is then implemented. The resulting configuration is referred to as the
Automation Solution.

Note 3 to entry: The Automation Solution may be comprised of components from multiple suppliers, including the
product supplier of the control system.
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3.1.4

basic process control system

system that responds to input signals from the process, its associated equipment, other
programmable systems and/or an operator and generates output signals causing the process
and its associated equipment to operate in the desired manner but does not perform any
safety integrated functions (SIF)

Note 1 to entry: Safety instrumented functions are specified in the IEC 61508 series.

Note 2 to entry: The term “process” in this definition may apply to a variety of industrial processes, including
continuous processes and manufacturing processes.

3.1.5

consultant
subcontractor that provides expert advice or guidance to the integ
service provider

aintenance

3.1.6
control system
hardware and software components used in the design and

an optional SIS.

3.1.7
handover
act of turning an Automation Solution

Note 1 to entry: Handover ¢ sibility for operations and maintenance of an
Automation Solution from the_i i i ider to the asset owner and generally occurs after successful

completion of system test, gftex re pce Test (SAT)

3.1.8 < >

industrial automatig

collection of person ardw softwadre, procedures and policies involved in the operation
of the industrial pfoc - ffect or influence its safe, secure and reliable operation
Note 1 to entry:\ The components that are not installed at the asset owner’s site

Note 2 to efinition of IACS was taken from in IEC-62443-3-3 and is illustrated in Figure 2. Examples
of IACSs in ontrol Systems (DCS) and Supervisory Control and Data Acquisition (SCADA)

systems. IEC 62443- 2 4 also defines the proper noun “Solution” to mean the specific instance of the control system
product and possibly~additipnal components that are designed into the IACS. The Automation Solution, therefore,
differs from the controlNgystem since it represents a specific implementation (design and configuration) of the
control system hardware and software components for a specific asset owner.

3.1.9

integration service provider

service provider that provides integration activities for an Automation Solution including
design, installation, configuration, testing, commissioning, and handover

Note 1 to entry: Integration service providers are often referred to as integrators or Main Automation Contractors
(MAC).

3.1.10
maintenance service provider
service provider that provides support activities for an Automation Solution after handover

Note 1 to entry: Maintenance is often considered to be distinguished from operation (e.g. in common colloquial
language it is often assumed that an Automation Solution is either in operation or under maintenance).
Maintenance service providers can perform support activities during operations, e.g. managing user accounts,
security monitoring, and security assessments.
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3.1.11

portable media

portable devices that contain data storage capabilities that can be used to physically copy
data from one piece of equipment and transfer it to another

Note 1 to entry: Types of portable media include but are not limited to: CD / DVD / BluRay Media, USB memory
devices, smart phones, flash memory, solid state disks, hard drives, handhelds, and portable computers.

3.1.12
product supplier
manufacturer of hardware and/or software product

Note 1 to entry: Used in place of the generic word vendor to provide differentiation.

3.1.13
remote access
access to a control system through an external interface of the contxol &

Note 2 to entry: In general, remote access applications and the
security zones as determined by the asset owner. See IEC 62443
the Automation Solution by the asset owner.

3.1.14
safety instrumented system
system used to implement functional

Note 2 to entry: Not all industr
and it is used generically to re

3.1.15

security comprgmise
violation of the s ri

Note 1 to entry: S i epresents a breach of the security of a system or an infraction of its
security policieg? It 15\ impact or potential impact to the system.

3.1.16

is of some significance to the asset owner or failed attempt to

compromise the>systgm whose result could have been of some significance to the asset

owner

Note 1 to entry: The term “of some significance’ is relative to the environment in which the security compromise is
detected. For example, the same compromise may be declared as a security incident in one environment and not in
another. Triage activities are often used by asset owners to evaluate security compromises and identify those that
are significant enough to be considered incidents.

Note 2 to entry: In some environments, failed attempts to compromise the system, such as failed login attempts,
are considered significant enough to be classified as security incidents.

3.1.17
security patch
software patch that is relevant to the security of a software component

Note 1 to entry: For the purpose of this definition, firmware is considered software.

Note 2 to entry: Software patches may address known or potential vulnerabilities, or simply improve the security
of the software component, including its reliable operation.
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3.1.18

security program

portfolio of security services, including integration services and maintenance services, and
their associated policies, procedures, and products that are applicable to the IACS

Note 1 to entry: The security program for IACS service providers refers to the policies and procedures defined by
them to address security concerns of the IACS.

3.1.19

service provider
individual or organization (internal or external organization, manufacturer, etc.) that provides
a specific support service and associated supplies in accordance with an agreement with the
asset owner

Note 1 to entry: This term is used in place of the generic word “vendor” to provide diffé

3.1.20

subcontractor

service provider under contract to the integration or mainte : i ovider or to
another subcontractor that is directly or indirectly unde tegration or

maintenance service provider

3.1.21
system

Note 2 to entry: In practice, the interpretation of i

ea
such as control system. In the gcontext of a gontr
elements.

3.1.22

verify

check that the s@

3.1.23

vulnerability

flaw or weakness implementation, or operation and management of a

system assets:

3.2 Abbreviations
AES GCM Advanced Encryption Standard Galois/Counter Mode

BPCS Basic Process Control System

BR Base Requirement

CEF Common Event Format

DCOM Distributed Common Object Model

DCS Distributed Control System

EWS Engineering Workstation

IACS Industrial Automation and Control System
RE Requirement Enhancement

RDP Remote Desktop Protocol

RFC Request For Comment

RFQ Request For Quote
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