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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
PROFILES -

Part 3: Functional safety fieldbuses —
General rules and profile definitions

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for, ation comprising
all national electrotechnical committees (IEC National Committees) i HE to promote
international co-operation on all questions concerning standardization in the elg y fields. To
this end and in addition to other activities, IEC publishes International Standards \ pecifications,
Technical Reports, Publicly Available Specifications (PAS) and Guidge ¢ { g as “IEC
Publication(s)”). Their preparation is entrusted to technical committees;
in the subject dealt with may participate in this preparatory work \ i mental and non-
governmental organizations liaising with the IEC also participate ip”thi gpakra IEE§ collaborates closely
with the International Organization for Standardization (ISO) i C ce WA{F cond| ions determined by

agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matfers exp ) 3 possible, an international
consensus of opinion on the relevant subjects since ez 2yl as representation from all

4) In order to promote |nternat|ona| uniformi \ | Qmpiittees undertake to apply IEC Publications
transparently to the maximu s | and regional publications. Any divergence
between any IEC Publication_ and\he i i ot regional publication shall be clearly indicated in
the latter

5) IEC itself does not proyidexagn ti ity. Independent certification bodies provide conformity

g IEC marks of conformity. IEC is not responsible for any

assessment servies
services carried .

6) All users should ensupé thk edition of this publication.

This redline versioh of the official IEC Standard allows the user to identify the changes
made to the previous edition. A vertical bar appears in the margin wherever a change
has been made. Additions are in green text, deletions are in strikethrough red text.


https://standards.iteh.ai/catalog/standards/iec/92e9164c-77ae-4943-80d7-f28d2dc2f55f/iec-61784-3-2016

IEC 61784-3:2016 RLV © |IEC 2016 -9-

International Standard IEC 61784-3 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This third edition cancels and replaces the second edition published in 2010. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous

edition:

e clarifications and additional explanations for requirements, updated references;

e deletion of technical overviews of profiles (Clauses 6 to 13), and asseciated dedicated
subclauses for terms, definitions, symbols and abbreviations;

e addition of profiles for Communication Profile Families 8, 17 and
e clarifications of models in Annex A;
¢ Annex B changed from informative to normative;

e addition of a new informative Annex E describing maqd
mechanisms;

total residual error rate;
e updates in parts for CPF 1, CPF 2,

hsport on voting
) 65C/848/RVD

Full information
voting indicated i

| of this standard can be found in the report on

This publication ; a i cordance with the ISO/IEC Directives, Part 2.

website.

The committee hasdécided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC website under "http://webstore.iec.ch” in the data
related to the specific publication. At this date, the publication will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside’' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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0 Introduction

0.1 General

The IEC 61158 fieldbus standard together with its companion standards IEC 61784-1 and
IEC 61784-2 defines a set of communication protocols that enable distributed control of
automation applications. Fieldbus technology is now considered well accepted and well
proven. Thus-many fieldbus enhancements-are-emerging continue to emerge, addressing-ret
yet-standardized applications for areas such as real time, safety-related and security-related
applications.

This standard explains the relevant principles for functional safety communications with
reference to IEC 61508 series and specifies several safety communication’layexs (profiles and
corresponding protocols) based on the communication profiles apd layers of
IEC 61784-1, IEC 61784-2 and the IEC 61158 series. It does not cover el i afety and
intrinsic safety aspects.

standards in a machinery environment.

IEC 61158

IEC 62061 «
IEC 617841 IEC 61508 :
IEC 61784-2 Functional safety (FS) . FL;';?A_?:SA;Z‘;‘;‘Y

(basic standard)

Fieldbus for use in (SRECS)

industrial control systems

Product standards : i

: \/?so 12100 .

IEC 61496 [|IEC 61131-6|| IEC 61800-3-2 IS 2&8/% eneral principles for design — i
Safety f. e.g. Safety for Safety functio Saf req rémerits G RisRassessment and risk reduction '
light curtains PLC for drive{”\ ots | !
\ '\' - ' N I h 4 |

IEC 61784-4 IEC 62443 : of safety-related electrical, electronic and program- '
Security Security : m Ie lectronic control systems (SRECS) for machinery '
(profile-specific) (comgx}Q part) \ 3 !
4 i IL based PL based !
IEC 61784-5 EC 19}5 , |
Installation guide | Installationguide R .| _| _. | _Designobjective |
(proﬁle-spemﬁ}k (e0 v Applicable standards |

\/ \ ! v :

I 00 ' IEC 60204-1 :

SO 1 | Safety of electrical 1ISO 13849 !

v v Ar : equipment Safety-related parts [ 1
IEG-61000-6-7 | | of machinery | |

IEC 61 3 \&gneric EMC&FS | | * (SRPCS) l
IEC/TR : ¥ Non-electrical :
Fanotfo O MEC 61326-3-1 | | [us:nFPAT79 :

i ati > EMC & FS | (2012) Electrical !

N : 1

[ 1

I 1

I 1

: A 4 :

I :

I 1

I I

] 1

I 1

I 1

I 1

I I

I 1

Key |:| (yellow) safety-related standards
|:| (blue) fieldbus-related standards

|:| (dashed yellow) this standard IEC

NOTE Subclauses 6.7.6.4 (high complexity) and 6.7.8.1.6 (low complexity) of IEC 62061 specify the relationship
between PL (Category) and SIL.

Figure 1 — Relationships of IEC 61784-3 with other standards (machinery)
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Figure 2 shows the relationships between this standard and relevant safety and fieldbus
standards in a process environment.

Product standards .:
IEC 61496 ||IEC 61131-6|/( IEC 61800-5-2 1ISO 102181 E
Safetyf. e.g. Safety for Safety functions Safety requirements ]
light curtains PLC for drives for robots :
IEC 61784-4 . :
Security_ Security .
(profile-specific) | _ (common part) See safety standards for machinery

IEC 61784-5 IEC 61918
Installation guide | Installation guide
(profile-specific) (common part)

_____

R

IEC 61326-3-2%

EMC and
IEC 61784-3 functional safety
IEC/TR 62685
Functional safety
communication
profles  J——— | 00 AT N 7Aoot !
Us:
- ISA-84.00.01
IEC 61158 IEC 615110 © ™™™ (3 parts = modified
IEC 61784-1 Functional safety — IEC 61511)
IEC 61784-2 IEC 61508 Q > afely instrumented
Fieldbus for use in Fungtional safety ystes for the __ DE: VDI 2180
industrial control systems S CERE ) >ocess industry sector &=~ Part 1-4
N

Key |:| (yellowy safety-
|:| (bluus elated stand
|:| (dashedyelloV js.standard
2  For specified electtomagne Wi emds; otherwise IEC 61326-3-1 or IEC 61000-6-7.
b EN ratified.

IEC

Safety communjcation layers which are implemented as parts of safety-related systems
according to IEC61208 series provide the necessary confidence in the transportation of
messages (information) between two or more participants on a fieldbus in a safety-related
system, or sufficient confidence of safe behaviour in the event of fieldbus errors or failures.

Safety communication layers specified in this standard do this in such a way that a fieldbus
can be used for applications requiring functional safety up to the Safety Integrity Level (SIL)
specified by its corresponding functional safety communication profile.

The resulting SIL claim of a system depends on the implementation of the selected functional
safety communication profile (FSCP) within this system — implementation of a functional
safety communication profile in a standard device is not sufficient to qualify it as a safety
device.

This standard describes:


https://standards.iteh.ai/catalog/standards/iec/92e9164c-77ae-4943-80d7-f28d2dc2f55f/iec-61784-3-2016

-12 - IEC 61784-3:2016 RLV © IEC 2016

e basic principles for implementing the requirements of IEC 61508 series for safety-related
data communications, including possible transmission faults, remedial measures and
considerations affecting data integrity;

o individual—deseription—of functional safety communication profiles for several
communication profile families in IEC 61784-1 and IEC 61784-2, including safety layer

extensions to the communication service and protocols sections of the IEC 61158 series.
0.2 Transition from Edition 2 to extended assessment methods in Edition 3

This edition of the generic part of the standard includes additional extended models for future
use when estimating the total residual error rate for an FSCP. This value can be used to
determine if the FSCP meets the requirements of functional safety appllcatlons up to a given
SIL. These extended models for qualitative and quantitative safety determinatign methods are
detailed in Annex E and Annex F.

However, because of the typical duration of the assessment pro
prior to or concurrently with this new edition of the generic part

3 Edition 2 it Edition 4

2 Dlin 5.6 in 5 | TADI in 5.8 Ed.4

o g Qi (Dl in inf. Annex F) BN

o & Pub. 13 CD/CDV/FDIS

FSCP with DI (5.6) ith DI (5.8) | Pub.IS
FSCP with TADI | &siilelpE=l

X (Annex F) Amd.

[al

Q

&2

| FSCP with TADI (5.8) Pub.IS
> Maintenance period for FSCP to adopt TADI >
IEC

Key
DI Data Integrity
TADI Timeliness, Authenticity, Data Integrity

Figure 3 — Transition from Edition 2 to Edition 3 assessment methods

0.3 Patent declaration

The International Electrotechnical Commission (IEC) draws attention to the fact that it is
claimed that compliance with this document may involve the use of patents concerning
functional safety communication profiles for families 1, 2, 3, 6, 8, 12, 13, 14, 17 and 18 given
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