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INTERNATIONAL ELECTROTECHNICAL COMMISSION

OPEN SYSTEMS DEPENDABILITY

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and in
addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may participate in this preparatory work. International, governmental and non-governmental organizations liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum éxtent possible,in‘theit national and fegional publications. Any divergence between
any IEC Publication and the ‘corresponding national or regional publication shall“be clearly indicated in the latter.

IEC itself does not provide any attestationyof conformity.ylndependent)certification bodies provide conformity
assessment services and, in some\areas, access to 1EC ‘marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest'edition’of'this publication.

No liability shall attach to’'[EC“or its-'directors,“employees, servants-or ‘agents'including individual experts and
members of its technical committees and IEC) Nationhal Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and expenses
arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent
rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 62853 has been prepared by IEC technical committee 56:
Dependability.

The text of this International Standard is based on the following documents:

FDIS Report on voting
56/1772/FDIS 56/1776/RVD

Full information on the voting for the approval of this International Standard can be found in the
report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.
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The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under “http://webstore.iec.ch” in the data related to
the specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

IMPORTANT - The ‘colour inside’ logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

Open systems are systems whose boundaries, functions and structure change over time and
which are recognized and described differently from various points of view. The dependability of
open systems is a key attribute for the life cycle of a system that operates for an extended period
of time in a real-world environment. Open systems dependability is the ability of open systems to
accommodate changes in purpose, objectives, environment and actual performance and to
continuously maintain accountability from stakeholders, in order to provide expected services as
and when required. The attributes of dependability, including availability, reliability,
maintainability and supportability, are the same for open systems as conventional systems but
they have to be considered in the context that no single stakeholder has a full understanding of
the system or its risks.

For open systems, security is especially important since the systems are much exposed to
attack by malware. Since an open system changes continuously through its life, the design
process, e.g. modelled by the spiral product development model, will to some extent continue
during the whole lifetime of the system.

This document elaborates on IEC 60300-1 by providing additional guidance for dependability
management of open systems.

This document provides guidance on open systems dependability by using the four process
views, each of which selects and combines system life cycle processes, activities and tasks of
ISO/IEC/IEEE 15288: 2015.

e Change Accommodation process view;
e Accountability Achievement process view;

o Failure Response process view;

e Consensus Building‘process'view:

A dependability case that assures these process views is crucial for stakeholders to understand
and agree on the boundaries of their responsibilities, to assign accountability for implementation
and to duly manage changes in achieving open systems dependability.

The intended audience for this document ranges from users, owners and customers to
organizations involved in and responsible for ensuring that open systems dependability
requirements are being met. Organizations include all types and sizes of corporations, public
and private institutions such as government agencies, business enterprises and non-profit
associations.
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OPEN SYSTEMS DEPENDABILITY

1 Scope

This document provides guidance in relation to a set of requirements placed upon system life
cycles in order for an open system to achieve open systems dependability.

This document elaborates on IEC 60300-1 by providing details of the changes needed to
accommodate the characteristics of open systems. It defines process views based on
ISO/IEC/IEEE 15288:2015, which identifies the set of system life cycle processes.

This document is applicable to life cycles of products, systems, processes or services involving
hardware, software and human aspects or any integrated combinations of these elements.

For open systems, security is especially important since the systems are particularly exposed to
attack.

This document can be used to improve the dependability of open systems and to provide
assurance that the process views specific to open systems achieve their expected outcomes. It
helps an organization define the activities and tasks that need to be undertaken to achieve
dependability objectives inan openisystem;iincluding dependability/related communication,
dependability assessment and evaluation of dependability throughout system life cycles.

2 Normative references

The following documents are referred to in:;thetextin.ssuch a,way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 60050-192, International Electrotechnical Vocabulary — Part 192: Dependability (available
at http://www.electropedia.org/)

IEC 60300-1, Dependability management — Part 1: Guidance for management and application

ISO/IEC/IEEE 15288:2015, Systems and software engineering — System life cycle processes

3 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 60050-192 and the
following apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp
3.1

accountability

state of being answerable for decisions and activities to the organization’s governing bodies,
legal authorities and, more broadly, its stakeholders
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Note 1 to entry: Accountability includes answerability to society in general.

Note 2 to entry: Description in 1ISO 26000:2010 [1]: Accountability involves an obligation on management to be
answerable to the controlling interests of the organization and on the organization to be answerable to legal
authorities with regard to laws and regulations. Accountability for the overall impact of its decisions and activities on
society and the environment also implies that the organization’s answerability to those affected by its decisions and
activities, as well as to society in general, varies according to the nature of the impact and the circumstances.

Note 3 to entry: The definition in ISO 15489-1:2001 [2]: principle that individuals, organizations and the community
are responsible for their actions and may be required to explain them to others.

[SOURCE: ISO 26000:2010, 2.1, modified — Notes to entry have been added.]

3.2

assurance case

reasoned, auditable artefact created that supports the contention that its top-level claim (or set
of claims) is satisfied, including systematic argumentation and its underlying evidence and
explicit assumptions that support the claim(s)

Note 1 to entry: An assurance case contains the following and their relationships:

— one or more claims about properties;

— arguments that logically link the evidence and any assumptions to the claim(s);

— a body of evidence and possibly assumptions supporting these arguments for the claim(s);

— justification of choice of top-level claim and the method of reasoning.

Note 2 to entry: An assurance case can be understood as a reasoned and compelling argument, supported by a body
of evidence, that a system; 'service ok organization Will. opérate as’intended for [a 'defined application in a defined
environment and defined lifetime:

[SOURCE: ISO/IEC 15026-1:2013 [3],"3.1.3,'madified"— Note' 2 to entry has been added.]

3.3

change accommodation

set of activities which modify and“adaptl@lsystem tolchanges in its purpose, objectives,
environment or actual performance that require re-establishment of stakeholders’ consensus on
the system

3.4

consensus

general agreement, characterized by the absence of sustained opposition to substantial issues
by any important part of the concerned interests and by a process that involves seeking to take
into account the views of all parties concerned and to reconcile any conflicting arguments

Note 1 to entry: Consensus need not imply unanimity.

[SOURCE: ISO/IEC Guide 2:2004 [4], 1.7]

3.5

dependability case

evidence-based, reasoned, traceable argument created to support the contention that a defined
system does and/or will satisfy the dependability requirements

Note 1 to entry: A dependability case is an assurance case whose top-level claim is about dependability.

[SOURCE: IEC 62741:2015, 3.1.1, modified — Note 1 to entry has been added.]

3.6

dependability communication

continual and iterative process that a stakeholder conducts to provide, share or obtain
information, and to engage in dialogue with other stakeholders regarding the management of
dependability
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Note 1 to entry: The role of dependability communication in the management of open systems dependability is not
unlike that of risk communication in risk management.

Note 2 to entry: See the definition of the term “communication and consultation” in ISO Guide 73:2009 [5], 3.2.1.

3.7
environment
<system> context determining the setting and circumstances of all influences upon a system

[SOURCE: ISO/IEC/IEEE 42010:2011 [6], 3.8]

3.8

failure response

set of activities initiated immediately when a failure is predicted or detected in order to prevent
the failure or minimize its effect, to analyse its causes and prevent its recurrence and to fulfil
accountability

3.9

frame of reference

set of conventions for the construction, interpretation and use of documents describing a
common understanding of and explicit agreements on a system, its purpose, objectives,
environment, actual performance, life cycle and changes thereof

3.10

interaction error

error that occurs due folthe interactions/ between items despite.each item’s performance
meeting the specification

3.1
monitoring
determining the status:.of-acsystem;iaprocessioriansactivity

Note 1 to entry: To determine the status there may be a need to check, supervise or critically observe.

[SOURCE: [S0O 22301:2012 [7], 3.29]

3.12

open system

system whose boundaries, functions and structure change over time and is recognized and
described differently from various points of view

Note 1 to entry: Changes include not only adaptation with specific purpose but also spontaneous evolution. For
example, they include spontaneous and uncoordinated changes within a system that spans multiple domains with
different authorities.

Note 2 to entry: An open system’s boundaries, functions and structure are not only changing with time but can be
vague at any point in time and recognized differently by different stakeholders. This refines the definition of system in
IEC 60050-192 for a given level of abstraction and a given viewpoint. A boundary can have a clear definition at one
level of abstraction, but it could become more vague at a more detailed level. The level of details necessary for a
purpose or for a stakeholder need not be predetermined nor guaranteed to be attainable.

Note 3 to entry: An open system exchanges resources over its boundary with other systems or the environment,
possibly changing the boundary itself.

Note 4 to entry: Every substantial system has aspects of both an open system and of a conventional system. The
term open system is not used for classification of systems. The term applies to a system when its open aspects are
significant for the discussion at hand about the system.

Note 5 to entry: The fact that a software system can be “open source” is irrelevant to being an open system, except
that being open source software necessarily brings in aspects of open systems such as lack of centralized authority.
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3.13

open systems dependability

ability to accommodate changes in purpose, objectives, environment and actual performance
and to achieve accountability continually, so as to provide expected services as and when
required

3.14
process
set of interrelated or interacting activities that use inputs to deliver an intended result

Note 1 to entry: Whether the “intended result” of a process is called output, product or service depends on the
context of the reference.

Note 2 to entry: Inputs to a process are generally the outputs of other processes and outputs of a process are
generally the inputs to other processes.

Note 3 to entry: Two or more interrelated and interacting processes in series can also be referred to as a process.

Note 4 to entry: Processes in an organization are generally planned and carried out under controlled conditions to
add value.

Note 5 to entry: A process where the conformity of the resulting output cannot be readily or economically validated
is frequently referred to as a “special process”.

Note 6 to entry: This constitutes one of the common terms and core definitions for ISO management system
standards given in Annex SL of the Consolidated ISO Supplement to the ISO/IEC Directives, Part 1. The original
definition has been modified to prevent circularity between process and output, and Notes 1 to 5 to entry have been
added.

[SOURCE: [SO 9000:2015 [8], 3.4.1]

3.15

process view

collection of processes)-activitiesand.tasks:that providessa focus,forja stakeholder’s particular
concern about a system in a manner thaticuts)across;allor;parts of the life cycle

3.16
resilience
adaptive capacity in a complex and changing environment

Note 1 to entry: The definition of resilience in UNISDR Terminology on Disaster Risk Reduction [9]: the ability of a
system, community or society exposed to hazards to resist, absorb, accommodate to and recover from the effects of
a hazard in a timely and efficient manner, including through the preservation and restoration of its essential basic
structures and functions.

Note 2 to entry: The definition in [10]: the persistence of service delivery that can justifiably be trusted, when facing
changes.

[SOURCE: ISO Guide 73:2009, 3.8.1.7, modified — The definition has been made applicable to
items other than organizations and Notes to entry have been added.]

3.17

stakeholder

individual or organization having a right, share, claim, or interest in a system or in its possession
of characteristics that meet their needs and expectations

EXAMPLE End users, end user organizations, supporters, developers, producers, trainers, maintainers, disposers,
acquirers, supplier organizations and regulatory bodies.

Note 1 to entry: Some stakeholders can have interests that oppose each other or oppose the system.
Note 2 to entry: The term ‘interested party’ constitutes one of the common terms and core definitions for

ISO management system standards given in Annex SL of the Consolidated ISO Supplement to the ISO/IEC Directives,
Part 1. This document uses the admitted term ‘stakeholder’, following ISO/IEC/IEEE 15288:2015.

[SOURCE: ISO/IEC/IEEE 15288:2015, 4.1.44, modified — Note 2 to entry has been added.]
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4 Open systems dependability

4.1 Open systems
Open systems have the following characteristics [11].

— They are large, complex and interconnected.
— They can include black box components.

NOTE 1 A black box component is a component whose users do not know its implementation details and cannot
control its functionality and interface.

— Their purpose, objectives, environment and actual performance are not determined and
change through their lives. Unpredictable changes of user requirements, service objectives,
services received via network, black box components, technological basis, etc., are
commonplace.

— Their boundaries, functions and structure are ever-evolving and perceived differently by
different stakeholders. Preventing them from becoming vague requires particular effort.

— Accountability is vital in their system life cycle and for risk control, but it needs particular
effort to establish because of lack of effective central control.

— Understanding of the systems and their risks by their stakeholders is neither complete nor
certain at any given time.

— The possibility of failures due to an incomplete understanding of the systems, unanticipated
events and changes cannot be eliminated or predicted. Systems need to be resilient, need to
have risk controls including,error/proafing, need to be able to’'recover/ from failures and need
to be able to adapt to prevent recurrence.

— Achievement of dependability-requires an iterative-approach and depends on integration of
the system operation and development. Performing dependability activities throughout the
system life cycle and iterating them as ofteni:as! heeded is particularly important for open
systems.

NOTE 2 Some of these features are shared with so-called “system of systems” [12], [13] and “unbounded or weakly
bounded systems”.

NOTE 3 Depending on a particular point of view, most systems have these features to some, possibly negligible,
degree. A system is an open system when these features of the system are significant for the discussion at hand
regardless of its being a system of systems.

A system necessarily exchanges services with a wide variety of other interconnected,
independently managed systems. These surrounding systems are managed according to their
own principles and stakeholders, and their interfaces are subject to change for various reasons.
The system must serve diverse stakeholders. Each stakeholder has different objectives and
there might be no single authority over the system; moreover, the objectives of the system and
the surrounding systems change with time. The conditions for the system, such as requirements
and constraints, change frequently and unpredictably. Thus, there are uncertainty and
incompleteness about these conditions and they cannot be understood completely at any given
time.

Since an open system changes continuously through its life, the design process, as modelled by
the spiral product development model, will to some extent continue during the whole lifetime of
the system.

Moreover, uncertainty and incompleteness are also present within the system itself, such as
with respect to its functions, internal structure, and the boundary. Its subsystems are often
managed by different parties and those involved in integration and coordination of the system
boundaries might not have complete knowledge and control of them. Services and components
might be added to or removed from the system during its operation by/for various stakeholders.
This dynamic nature makes the system boundary, functions and structure ambiguous in practice,
even if there is no ambiguity in theory at any specific time from a specific point of view.
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For these reasons, as well as the sheer complexity and scale of the system, it is very difficult for
any stakeholder to specify, comprehend or control the system and its management to any
sufficient completeness and certainty. Unanticipated changes and failures of various degrees
are a part of the system’s nature. The use of the term open systems emphasises this aspect of
systems.

The true, implicit expectations for the system are always relative to the context of other
surrounding systems and stakeholders. The objectives of the various levels of systems
surrounding the target system should be taken into account. As the context changes, and as
incompleteness and uncertainty are resolved in one way or the other, the system should adapt
to the corresponding changes in the requirements and assumptions. These changes cannot be
fully anticipated or specified in advance.

4.2 Dependability issues specific to open systems

Open systems dependability aims to achieve service continuity over extended periods of time
notwithstanding changes and failures. Achieving service continuity places requirements on the
entire life cycle of the system and iteration thereof aided by enhancement activities.

Dependability management provided by IEC 60300-1 generally applies to open systems and this
document shall be used together with IEC 60300-1. IEC 60300-1 requires that sustained
improvement be ensured via planning and control of enhancement activities and appropriate
reviews of progress. Open systems dependability elaborates on this for open systems where
dependability directly depends on improvement with respect to frequent unpredictable changes.
An iterative approach:to' the lifecycle,can be applied jto ;accommodate such changes; see
Annex A.

The scope of dependability management of an open system is not trivial because of
characteristics explained in 4.1. Merely conforming, to explicit agreements is not sufficient
because agreements cannot adequately cover all ‘aspects of the system of interest, as no open
systems can be completely defined. Stakéeholders need to be prepared to act beyond the
agreements based on a common-understanding “of the system and its environment. As a
principle, open systems dependability strives for confidence and trust in the system even under
broken assumptions, requirements invalidated by changes, and eventual system failures.

The argument above highlights the importance of processes that continually review and revise
the scope of dependability management and that provide explicit documentation and an
agreement on the scope. The agreement on the scope by stakeholders needs to be backed by
agreements on accountability.

Unanticipated causes cannot be prevented. What can be done is to identify key functions,
anticipate possible consequences of losing the key functions and protect the key functions so
that they can be recovered quickly or covered by redundancy.

4.3 Objective

The objective of open systems dependability is to sustain a degree of service continuity of a
system in the context of surrounding systems, stakeholders and the environment, so far as
practicable under unanticipated events and changes due to incompleteness and uncertainty of
knowledge by stakeholders.

Systems are no longer taken as definite, but as open systems of which our knowledge cannot be
complete or certain. A system with open systems dependability should have the ability:

— to continuously remove factors which have the potential to cause failures and hence improve
itself;
— to take quick and appropriate action when a failure occurs;

— to prevent, minimize and mitigate damage;
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— to continuously provide the services anticipated by stakeholders as much as possible
(graceful degradation);

— to maintain the activities and tasks to achieve accountability for the system operations and
processes;

— to help understand and communicate the assumptions made when describing the system,
documenting these assumptions explicitly, and determining the system’s dependability
through the documentation and the authority for accepting it.

These abilities are expected for any dependable system even though they have particular
importance for an open system that has increased likelihood of being affected by changes in
other systems connected to it. Specificity of open systems dependability arises from the
incompleteness and uncertainty under which the stated abilities are to be attained. The
characteristic of open systems dependability lies in the process of achieving the stated ability,
and the open systems dependability is not different from conventional dependability.

4.4 Achieving open systems dependability

For an open system to be dependable, its life cycle should enable stakeholders to do the
following.

a) Establish a frame of reference understood by all stakeholders for addressing the system, its
purpose, its operation, its environment and changes thereof, and then establish a common
understanding and explicit agreements on those matters in that frame of reference.

b) Make transparent the relationship between a failure to fulfil an item in the stakeholder
agreement and its| implications, [for stakeholders -and ‘sacietyVin general, including
accountable stakeholders’ obligations to provide remedies, so as to motivate best efforts to
honour the agreement and to 'secure(availability of remedies for potential damage.

c) Plan and execute immediate actions against failures to provide expected services as much
as possible, with least possible disruptiomand damage, in the manner most expedient in the
context.

d) Organize activities that arise when édapting the system to changes in its environment,
purpose, agreement, etc., and to gain from experience with failures, so as to improve
dependability continuously.

These four practices work together and each depends on the others. Item a) provides the basis
of b), ¢) and d). Item b) helps to enforce the agreement in a) and promotes public confidence and
trust in the system by communicating the plans and activities executed according to ¢) and d).
Item c) gives necessary information to b), and triggers item d) for prevention of failure
recurrence. Item d) restarts a) to reflect time-dependent changes in the common understanding
and explicit agreements of a), which is always a provisional snapshot in need of continuous
updating.

The ways in which these four practices are combined and collaborate can be represented in life
cycle models. Annex A provides examples. An example of applying open systems dependability
to a concrete open system is given in Annex C.

4.5 Relationship to resilience and fault tolerance

The concept of resilience is very similar for open and conventional systems. Traditional
resilience (3.16 and its Note 1 to entry) emphasizes the ability to get back to normal operation
after disturbances, while open systems dependability embraces the fact that even the definition
of “normal operation” varies from time to time or from one point of view to another. A more recent
concept of resilience (Note 2 to entry in 3.16) considers a broader range of changes and
adaptations and shares the goal with open systems dependability. The difference is that open
systems dependability focuses on cases where changes and a need to adapt stem from
openness of systems, and hence on consensus and accountability in a system life cycle
approach.
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