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INTERNATIONAL ELECTROTECHNICAL COMMISSION

POWER SYSTEMS MANAGEMENT AND ASSOCIATED INFORMATION
EXCHANGE — DATA AND COMMUNICATIONS SECURITY -

Part 3: Communication network and system security —
Profiles including TCP/IP

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization f¢ di 30 comprising
all national electrotechnical committees (IEC National Committees). The 0bj i promote
international co-operation on all questions concerning standardization in the e C fields. To
this end and in addition to other activities, IEC publishes International 3ta shni Spefifications,

Technical Reports, Publicly Available Specifications (PAS) and Gui “IEC
Publication(s)”). Their preparation is entrusted to technical committees;
in the subject dealt with may participate in this preparatory wrk , goyernmental and non-
governmental organizations liaising with the IEC also participate in IEC)collaborates closely
with the International Organization for Standardization (ISO orditions determined by
agreement between the two organizations

2) The formal decisions or agreements of IEC on technical matters 8 as possible, an international

tee has representation from all

3) IEC Publications have the form of recommegndatispns\for in 9 and are accepted by IEC National
Publications is accurate, IEC cannot be i he way in which they are used or for any
misinterpretation by any end user.

4) In order to promote internoal unjfe

the latter.

5) IEC itself does nof\prow
assessment ser
services carried oM By 4

6) All users should engure
7) No liability shall a tac to

8) Attention
indispensableNor the cqrrect application of this publication.

9) Attention is drawn e possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

This consolidated version of the official IEC Standard and its amendment has been prepared
for user convenience.

IEC 62351-3 edition 1.1 contains the first edition (2014-10) [documents 57/1498/FDIS and
57/1515/RVD] and its amendment 1 (2018-05) [documents 57/1976/FDIS and 57/1990/RVD].

In this Redline version, a vertical line in the margin shows where the technical content is
modified by amendment 1. Additions are in green text, deletions are in strikethrough red text.
A separate Final version with all changes accepted is available in this publication.
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International Standard IEC 62351-3 has been prepared by IEC technical committee 57: Power
systems management and associated information exchange.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 62351 series, published under the general title Power systems
management and associated information exchange — Data and communications security, can
be found on the IEC website.

The committee has decided that the contents of the base publication and its amendment will
remain unchanged until the stability date indicated on the IEC web site under
"http://webstore.iec.ch" in the data related to the specific publication. At this date, the
publication will be

e reconfirmed,

e withdrawn,

o replaced by a revised edition, or
e amended.
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POWER SYSTEMS MANAGEMENT AND ASSOCIATED INFORMATION
EXCHANGE — DATA AND COMMUNICATIONS SECURITY -

Part 3: Communication network and system security —
Profiles including TCP/IP

1 Scope

1.1 Scope

This part of IEC 62351 specifies how to provide confidentiality, i
message level authentication for SCADA and telecontrol protocols

on the specification of the messages, \Ne Transport Layer Security
(TLS) (defined in RFC 5246) so that écontrol environment of the

referenced as a normative part of othex ;| at have the need for providing
security for their TCP/IP-based protocpl. : \p to the individual protocol security

This part of IEC 62351 “xefles BCuri dquirements of the IEC power systems
management protocols ¢ bring forward new requirements, this standard

may need to be reyise
1.2 Intended@
is intended to be experts developing or making use

of IEC protocol Wwer systems management and associated information
exchange. Fg gast described in this specification to take effect, they must be

that implement these protocols.

Portions of this specification may also be of use to managers and executives in order to
understand the purpose and requirements of the work.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the Ilatest edition of the referenced document (including any
amendments) applies.

IEC TS 62351-1:2007, Power systems management and associated information exchange —
Data and communications security — Part 1: Communication network and system security —
Introduction to security issues

IEC TS 62351-2:2008, Power systems management and associated information exchange —
Data and communications security — Part 2: Glossary of terms
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IEC-TFS 62351-9, Power systems management and associated information exchange — Data
and communications security — Part 9: Cyber security key management for power system
equipment *

ISO/IEC 9594-8:2017, Rec. ITU-T X.509 (2016), Information technology — Open Systems
Interconnection — The Directory — Part 8: Public-key and attribute certificate frameworks

RFC 4492:2006, Elliptic Curve Cryptography (ECC) Cipher Suites for Transport Layer
Security (TLS)

RFC 5246:2008, The TLS Protocol Version 1.22

RFC 5280:2008, Internet X.509 Public Key Infrastructure Certificate and Certificate
Revocation List (CRL) Profile

RFC 5746:2010, Transport Layer Security (TLS) Renegotiation Indicati
RFC 6066:2006, Transport Layer Security Extensions
RFC 6176:2011, Prohibiting Secure Sockets Layer (SSL) Vessio
3 Terms, definitions and abbreviations

3.1 Terms, definitions and abbreviations

For the purposes of this document, the terms
TS 62351-2, Glossary, apply .

abbreviations given in IEC

3.2 Additional abbreviations
CRL Certificate Revocation Lst
DER Distinguished

ECDSA Elliptic
ECGDSA Elliptic @
OCSP
PIXIT

4.1 Operational i epts affecting the use of TLS in the telecontrol environment

€ en\ironment has different operational requirements from many
Information F ) applications that make use of TLS in order to provide security
protection. The~most\differentiating, in terms of security, is the duration of the TCP/IP
connection for whichv§ecurity needs to be maintained.

Many IT protocols have short duration connections, which allow the encryption algorithms to
be renegotiated at connection re-establishment. However, the connections within a telecontrol
environment tend to have longer durations, often “permanent”. It is the longevity of the
connections in the field of power systems management and associated information exchange
that give rise to the need for special consideration. In this regard, in order to provide
protection for the “permanent” connections, a mechanism for updating the session key is
specified within this standard, based upon the TLS features of session resumption and
session re-negotiation while also considering the relationship with certificate revocation state
information.

1__ynderconsideration-
2 Thisis typically referred to as SSL/TLS.
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Another issue addressed within this standard is how to achieve interoperability between
different implementations. TLS allows for a wide variety of cipher suites to be supported and
negotiated at connection establishment. However, it is conceivable that two implementations
could support mutually exclusive sets of cipher suites. This standard specifies that referring
standards must specify at least one common cipher suite and a set of TLS parameters that
allow interoperability.

Additionally, this standard specifies the use of particular TLS capabilities that allow for
specific security threats to be countered.

Note that TLS utilizes X.509 certificates (see also ISO/IEC 9594-8 or RFC 5280) for
authentication. In the context of this specification the term certificates always relates to
public-key certificates (in contrast to attribute certificates).

NOTE It is intended that certificate management necessary to operate TLS be specifieg/ig nce with IEC TS
62351-9.

4.2  Security threats countered
See IEC TS 62351-1 for a discussion of security threats and atta
TCP/IP and the security specifications in this part
communication transport layers (OSI layers 4 and lowe

cover security functionality specific for the communic
above) or application-to-application security.

only to the
62351 does not

NOTE The application of TLS as profiled in tpr
TLS protected connection.

— Unauthorized acc
messages @
4.3 Attack me Os

The following secuity are countered through the appropriate implementation

ations in this part of IEC 62351.

— Man-in-the l\ his™t
s Or digital*signatures specified within this document.

— Eavesdropping:“¥his threat is countered through the use of encryption.

NOTE The actual performance characteristics of an implementation claiming conformance to this standard are
out-of-scope of this standard.

5 Mandatory requirements

5.1 Deprecation of cipher suites

Any cipher suite that specifies NULL for encryption shall not be used for communication
outside the administrative domain, if the encryption of this communication connection by other
means cannot be guaranteed.

NOTE 1 This standard does not exclude the use of encrypted communications through the use of cryptographic
based VPN tunnels. The use of such VPNs is out-of-scope of this standard.

If the communication connection is encrypted the following cipher suites may be used:

— TLS_RSA_NULL_WITH_NULL_SHA
— TLS_RSA_NULL_WITH_NULL_SHA256
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NOTE 2 The application of no-encryptng cipher suites allows for traffic inspection while still retaining an end-to-
end authentication and integrity protection of the traffic.

Implementations allowing TLS cipher suites with NULL encryption claiming conformance to
this part shall provide a mechanism to explicitly enable those TLS cipher suites. Per default,
non-encrypting TLS cipher suites are not allowed.

The support of SHA-1 is intended for backward compatibility. SHA-256 shall be supported and
is the preferred signature algorithm to be used.

SHA-1 is no longer recognized as secure with respect collision resistance and it is therefore
strongly recommended to perform a risk assessment before using this algorithm. If SHA-256
cannot be used, it is also recommended that additional security measures be taken. The
usage of SHA-1 will be disallowed in the next edition of this standard.

NOTE Recommendations regarding hash signature algorithms are reviewed constantly~Q e found in NIST

SP800-57, BNetzA (BSI), or the NSA Suite B.
The list of-deprecated disallowed suites includes, but is not limited

— TLS_NULL_WITH_NULL_NULL
— TLS_RSA-NULL WITH_NULL_MDS5
5.2 Negotiation of versions

supported. To ensure backward compatibility impte

initiating a TLS connection shall always\N
TLS handshake message. The applicatic

security events.
NOTE The option tog e

The proposal of

5.3 Sessi

running session or after a session has ended within a defined time period (TLS suggests not
more than 24 hours in RFC 5280). This specification follows this—appreach suggestion.
Session resumption should be performed-inless at least every 24 hours for active sessions or
not later than 24 hours for sessions that have ended;—but. The actual parameters should be
defined based on risk assessment from the referencing standard. Session resumption is
expected to be more frequent than session renegotiation.

Implementations claiming conformance to this standard shall specify that the symmetric
session keys-te shall be renewed within the maximum time period—and—maximum—alowed
number—of packets/bytes—sent.-These This resumption maximum timelbytes—constraints—are
constraint is expected to be specified in a PIXIT of the referencing standard. The maximum
time period for session resumption shall be aligned with the CRL refresh time.

Session resumption intervals shall be configurable, so long as they are within the specified
maximum time period.
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Clients shall initiate session resumption using the ClientHello message. A server initiated
update of session parameter shall use the HelloRequest message to trigger the client to send
a ClientHello message on the currently active connection.

NOTE According to RFC 5246 the HelloRequest is an optional message that the server may send to a client.

Session resumption may be initiated by either side,-se as long as the security policies for both
the client and the server—are-allowed-to-use-thisfeature-by-theirsecurity pelicy permit this. In
case of failures to resume a session, the failure handling described in TLS v1.2 shall be
followed.

Session resumption may be done based on the session identifier (native TLS according to
RFC 5246). Alternatively, session resumption may be done based on session tickets (RFC
5077). The latter option allows for avoiding server-side state for sessions, which can be

NOTE Application of session tickets to avoid the session specific storage on the
in environments that tear down a connection and reconnect after a specific time.
update the session key of an ongoing session, there may be no benefit.

5.4  Session renegotiation

Session renegotiation in TLS requires a complete re all asymmetric
operations and certificate checks must be perform 2SSi Yegaotiation will result in a
completely new session based upon both a fres % hegotiate ey and a new session
key During the TLS handshake phas cked for their validity and

Session renegotiation intervals shall be config ong as they are within the specified
maximum time period, and i ith\ the" CRL update period If the Onlme

CRLs, session renegotiati 3 ! ith"the OCSP response cache time. In any
case, for Iong Iastmg i) : g all be performed at least every 24 hours-fer

aximum time period—and—a—maximum—allowed—number—of
renegotiation maximum time/bytes constraints—are is expected
(Protocol Implementation eXtra Information for Testing) of the

TLS Clients shall initiate session renegotiation using the ClientHello message. A TLS server
initiated update of session parameter shall use the HelloRequest message to trigger the TLS
client to send a ClientHello message on the currently active connection.

NOTE According to RFC 5246 the HeIIoRequest is an optional message that the server may sent to a client.

Session renegotiation may be initiated by either side, so long as both the TLS client and TLS
server are allowed to use this feature by their security policy. In case of failures to renegotiate
a session, the failure handling described in TLS v1.2 shall be followed.

The calling entity is responsible for verifying that the TLS session renegotiation takes place at
the expected intervals. If the calling entity does not receive a TLS session renegotiation
request from the called entity at the expected interval, then the calling entity shall terminate
the connection. The termination of a connection due to a missed session renegotiation should
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raise a security event ("incident: session renegotiation interval expired"). Implementations
should provide a mechanism for announcing security events.
NOTE It is expected that client and server are configured with the same TLS security policy.

There shall be a timeout associated with the response to a change cipher request. A timeout
of the change cipher request shall result in the connection being terminated. The timeout
value shall be configurable.

To avoid weaknesses in session renegotiation, the session renegotiation extension defined in
RFC 5746 shall be used.
5.5 Message Authentication Code

pecified as an
and detecting

The Message Authentication Code shall be used. TLS has this capabjt
option. This standard mandates the use of this capability to aid in co
man-in-the-middle attacks. The specific algorithm is indicated by the

5.6  Certificate support
5.6.1 Multiple Certification Authorities (CAS)

An implementation claiming conformance to this standérd { more than one
Certificate Authority related trust anchor. The actual numherNs ex declared in the

available on an IED, it may be desirabl 3 estey to choose a certificate on the
IED side that matches the trusted anchot=< A) certificates available at the requester side.

y to influence the selection of the X.509
entication to enable the verification of the

include an
"extension_

Usted_ca_keys" in the (extended) server hello. The
gnsion shall be empty.

domains are to be supported, the TLS Trusted CA Indication extensmn

different administrative

shall be used.

Implementations claiming conformance to this standard using this extension shall specify the
selection of the requested CA issued certificates on the TLS server side. This needs to be
specified for the success and failure case of a matching CA issued certificate. It is a PIXIT
issue, of the referencing standard, to specify the constraints on the Trusted CA Indication
handling.

The failure of a matching CA issued certificate should raise a security event ("incident: CA not
found"). Implementations should provide a mechanism for announcing security events.

NOTE The option to remotely monitor security events is preferred.

5.6.2 Certificate size

A protocol specifying the use of this standard shall specify the maximum size of certificate
allowed to be used. It is recommended that this size shall be less than or equal to 8 192
octets.

NOTE 1 The certificate may also carry role information according to IEC TS 62351-8, which influences its final
size.
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