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INTERNATIONAL ELECTROTECHNICAL COMMISSION

ELECTRICITY METERING DATA EXCHANGE -
THE DLMS/COSEM SUITE -

Part 7-5: Local data transmission profiles for Local Networks (LN)

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

IEC Publications have the'form of 'recommendations forintefnational' usejlandYare’ accepted by IEC National
Committees in that sense. While 'all reasonable’efforts*are made to-ensure“that the technical content of IEC
Publications is accurate, IEC cannot be held responsible, for, the way in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible, in their .national and regional publications. Any divergence
between any IEC Publication and the corresponding-national or regional publication shall be clearly indicated in
the latter.

IEC itself does not provide any attestation of conformity.” Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

The International Electrotechnical Commission (IEC) draws attention to the fact that it is claimed that compliance
with this International Standard may involve the use of a maintenance service concerning the stack of protocols on
which the present standard IEC 62056-7-5 is based.

The IEC takes no position concerning the evidence, validity and scope of this maintenance service.

The provider of the maintenance service has assured the IEC that he is willing to provide services under
reasonable and non-discriminatory terms and conditions for applicants throughout the world. In this respect, the
statement of the provider of the maintenance service is registered with the IEC. Information may be obtained from:

DLMS User Association
Zug/Switzerland
www.dims.com

International Standard I|IEC 62056-7-5 has been prepared by technical committee 13:
Electrical energy measurement and control.



-6 - IEC 62056-7-5:2016 © IEC 2016

The text of this standard is based on the following documents:

CDhV Report on voting
13/1605/CDV 13/1650/RVC

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 62056 series, published under the general title Electricity metering
data exchange — The DLMS/COSEM suite, can be found on the IEC website.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

« reconfirmed,

* withdrawn,

» replaced by a revised edition, or

* amended.

IMPORTANT - The 'colour inside*“logo on the ‘cover'page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users shouldstherefore print this document using a
colour printer. (
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INTRODUCTION

As defined in IEC 62056-1-0, the IEC 62056 DLMS/COSEM suite provides specific
communication profile standards for communication media relevant for smart metering.

Such communication profile standards specify how the COSEM data model and the
DLMS/COSEM application layer can be used on the lower, communication media-specific
protocol layers.

Communication profile standards refer to communication standards that are part of the
IEC 62056 DLMS/COSEM suite or to any other open communication standard.

This International Standard specifies DLMS/COSEM communication profiles for transmitting
metering data modelled by COSEM interface objects through Local Data Transmission
Interfaces (LDTI). The LDTI may be part of a meter or of a Local Network Access Point
(LNAP) hosting a DLMS/COSEM server.

The specification of the communication profiles follows the rules defined in
IEC 62056-5-3:2016, Annex A.

A major driver for the introduction of smart metering is to provide the consumer with suitable
metering information to optimise his/her energy consumption and/or production. For that
purpose, smart meters are equipped with local interfaces providing metering data for the
consumer on consumer devices:

IEC 62056-21 and IEC 62056-3-1 are! communhication_standards that specify direct local data
exchange and data exchange through local networks. They provide protocol modes that
support the DLMS/COSEM application layer-and-thus the COSEM object model. They also
specify legacy modes that do not support the DLMS/COSEM application layer.

In order to allow connecting legacy consumer equipment to the LDTI, this International
Standard also specifies communication profiles using protocol modes that do not support the
DLMS/COSEM application layer.

It is assumed, however, that in all cases the metering application is modelled by COSEM
interface objects.

It is also assumed that the meter has interfaces that fully support DLMS/COSEM and allow
the configuration of the local data transmission interface by a DLMS/COSEM client.

The requirements on the physical type of the interface, the choice of the data transmitted and
the transmitting pattern highly depends on the markets and projects the meter is designed for.
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ELECTRICITY METERING DATA EXCHANGE -
THE DLMS/COSEM SUITE -

Part 7-5: Local data transmission profiles for Local Networks (LN)

1 Scope

This part of IEC 62056 specifies DLMS/COSEM communication profiles for transmitting
metering data modelled by COSEM interface objects through a Local Data Transmission
Interface (LDTI). The LDTI may be part of a meter or of a Local Network Access Point (LNAP)
hosting a DLMS/COSEM server.

The main body of this standard specifies the common aspects of the different communication
profiles for the LDTI interface.

The Annexes specify the communication protocol specific elements. The Annexes form an
integral part of this International Standard.

Annex A (normative) specifies a communication profile using the protocol specified in
IEC 62056-21. Clausey- Ax1 specifies ythe yeammunication ,yprofile; that supports the
DLMS/COSEM application-layer and Clause‘A.2 'specifies‘the communication profile using the
legacy Mode D. The physical interface is the optical interface specified in IEC 62056-21:2002,
4.3.

Annex B (normative) specifies a communication=profile using the protocol specified in
IEC 62056-3-1. Clause"“B.1"" specifies’” the “'communication profile'~that supports the
DLMS/COSEM application layer and-Clause/B.2-spécifies'the communication profile using the
legacy mode. The physical interface is twisted pair using carrier signalling known as the
Euridis Bus.

Annex C (normative) specifies a communication profile based on the DLMS/COSEM 3-layer,
connection oriented HDLC based profile specified in IEC 62056-7-6. The physical interface is
RS 485 or TIA-232-F.

Annex D (normative) specifies a communication profile using the physical layer specified in
EN 13757-2 and the HDLC based data link layer specified in IEC 62056-46. The physical
interface is twisted pair with baseband signalling.

Annex E (normative) species a communication profile using UDP/IP. The physical layer is out
of the scope of this International Standard.

The communication profiles in Clauses A.1, B.1, and Annexes C, D and E support the
DLMS/COSEM application layer.

Annex F (informative) specifies an LDTI configuration example.
Annex G (informative) provides encoding examples.

Additional communication profiles for other media/communication protocols may be added in
the future.

Table 1 shows the features of communication profiles using DLMS/COSEM compatible and
legacy protocol modes.
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Table 1 — Features of communication profiles using DLMS/COSEM
compatible and legacy protocol modes

Feature

Communication profiles supporting

DLMS/COSEM compatible modes

Legacy modes

Application model

COSEM interface objects; any attribute
value can be transmitted

COSEM interface objects; a limited set
of attribute values can be transmitted

Data formats

A-XDR encoded

Protocol specific
(typically ASCII strings)

DLMS/COSEM application

layer support

Yes (xDLMS APDUs)

No

Cryptographic protection

COSEM attributes and COSEM APDUs

Out of scope (protocol specific)

Time or event based, controlled by

Time or event based.

COSEM interface objects.

Data transmission triggers Interface specific restrictions may

Refresh rate can support time-critical
apply.

applications.

The consumer device may directly support the LDTlI communication protocol and data
formats. In this case the LDTI DLMS/COSEM client is part of the consumer device as shown
in Figure 1.

When the consumer device does not support the LDTI communication protocol and data
formats then a local adaptor,istnecessary ¢converting the communication medium and protocol
of the LDTI to the communication means of the consumer device. In this case, the local
adaptor may be part of the meterfon LNAP, as showm in Figure 2. The local adaptor and the
data exchange between the local adaptor and the consumer device are out of the scope of
this International Standard.

This difference is not relevant for this standard, so. the arrangement shown in Figure 1 is
assumed.

The consumer device is also out of the scope of this International Standard.

Consumer device

DLMS/COSEM — " LTl Consumer !
server LDTI l_: || PLMS/COSEM | | jiccation !
1
! client !
yL___e¢em | | __________!

In scope Not in scope

<+ —>

IEC

Figure 1 — LDTI DLMS/COSEM client as part of a consumer device

Local adaptor

N Consumer device
DLMS/COSEM LT e ! Consumer communication Fmmmmmm-oe ,
I LDTI r-=! i r==1 Consumer |
server o A medium oo '
LDTI |_' T DLMS/.COSEM :__ e }_ _: application '
: _____ Cc l'?rlt____ ___: e 2

In scope Not in scope

-— | —

IEC

Figure 2 — LDTI DLMS/COSEM client as part of a local adaptor
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The scope of these communication profiles is restricted to aspects concerning the use of
communication protocols in conjunction with the DLMS/COSEM data models. Data structures
specific to a communication protocol should be defined in the specific protocol standards. Any
project specific definitions of data structures and data contents shall be provided in project
specific companion specifications.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 60050-300, International Electrotechnical Vocabulary — Electrical and electronic
measurements and measuring instruments — Part 311: General terms relating to
measurements — Part 312: General terms relating to electrical measurements — Part 313:
Types of electrical measuring instruments — Part 314: Specific terms according to the type of
instrument

IEC 60950-1:2005, Information technology equipment — Safety — Part 1: General requirements
Amendment 1:2009
Amendment 2:2013

IEC TR 62051, Electricity metering 4 .Glassary of terms

IEC TR 62051-1, Electricity metering' ~! Data' exchange <fon meter reading, tariff and load
control — Glossary of terms — Part 1: Terms related to data exchange with metering equipment
using DLMS/COSEM

IEC 62052-31 Electricity metering‘equipment-(AC)-+General requirements, tests and test
conditions — Part 31: Product safety requirements and tests

IEC 62056-1-0, Electricity metering data exchange — The DLMS/COSEM suite — Part 1-0:
Smart metering standardization framework

IEC 62056-21:2002, Electricity metering — Data exchange for meter reading, tariff and load
control — Part 21: Direct local data exchange

IEC 62056-3-1:2013, Electricity metering data exchange — The DLMS/COSEM suite -
Part 3-1: Use of local area networks on twisted pair with carrier signalling

IEC 62056-46: 2002, Electricity metering — Data exchange for meter reading, tariff and load
control — Part 46: Data link layer using HDLC protocol
Amendment 1:2006

IEC 62056-4-7:2015, Electricity metering data exchange — The DLMS/COSEM suite -
Part 4-7: DLMS/COSEM transport layer for IP networks

IEC 62056-5-3:2016, Electricity metering data exchange — The DLMS/COSEM suite -
Part 5-3: DLMS/COSEM application layer

IEC 62056-6-1:2015, Electricity metering data exchange — The DLMS/COSEM suite -
Part 6-1: Object Identification System (OBIS)

IEC 62056-6-2:2016, Electricity metering data exchange — The DLMS/COSEM suite -
Part 6-2: COSEM interface classes



IEC 62056-7-5:2016 © IEC 2016 -1 -

IEC 62056-9-7, Electricity metering data exchange — The DLMS/COSEM suite — Part 9-7:
Communication profile for TCP-UDP/IP networks

ISO/IEC 13239:2002, Information technology - Telecommunications and information
exchange between systems — High-level data link control (HDLC) procedures

EN 13757-2, Communication systems for and remote reading of meters — Part 2: Physical and
link layer

3 Terms, definitions and abbreviations

For the purposes of this document, the terms and definitions in IEC 60050-300, IEC TR
62051, IEC TR 62051-1 as well as the following apply.

NOTE Where there is a difference between the definitions in the glossary and those contained in product
standards produced by TC 13, then the latter take precedence in applications of the relevant standard.

3.1 Terms and definitions

3.1.1
communication medium
physical medium to transmit signals carrying information

3.1.2

Local Data Transmission Interface

LDTI

interface providing data at the location of the DLMS/COSEM server device

3.2 Abbreviations

AA Application Association'

AARE A-Associate Response — an APDU of the ACSE
AARQ A-Associate Request — an APDU of the ACSE
AP Application Process

LDTI Local Data Transmission Interface

Sys-T System Title as defined in IEC 62056-5-3:2016

4 Targeted communication environments

This clause identifies the communication environment(s), for which the communication profiles
are specified.

Figure 4 shows the LDTI in the context of the smart metering architecture introduced in
IEC 62056-1-0. Typically the LDTI is part of the metering device and therefore covers the H1
interface.

NOTE The data transmitted via the LDTI is generic enough to support any consumer application; i.e. it is not
limited to ,Simple Consumer Displays®.

However, it is also possible that the LDTI becomes part of an LNAP supporting the H2
interface as shown in Figure 3 and Figure 4. For both cases the scope as defined in Clause 1
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applies. In particular, it is always assumed that the LDTI is part of a device including a
DLMS/COSEM server.
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Figure 3 — Entities and interfaces of a smart metering system
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Figure 4 — IEC 62056-7-5 LDTI interface in the context
of the smart metering architecture

5 Use of the communication layers for these profiles

5.1 Information related to the use of the standards specifying the lower layers

Detailed information on a particular, medium specific profile can be found in the
corresponding Annex.

5.2  Structure of the profile

Figure 5 shows the common reference model used for the local data transmission profiles. It
is based on the collapsed three layer architecture typically used in the IEC 62056 profiles.
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The Application Process, the application layer and the data link layer are specified in the
IEC 62056 standards referenced in Figure 5. HDLC is the default data link layer — other (link)
layers may be used for media specific profiles. The medium specific profiles are described in
the Annexes of this International Standard.

NOTE The box ,other layers® in Figure 5 may include UDP and IP.

Due to the limited functionality of the local data transmission interface some restrictions may
apply to the Application Process, the application layer and the data link layer as described in
Clauses 5, 7 and 9.

For interfaces based on “legacy operating modes” of IEC 62056-21:2002 and IEC 62056-3-
1:2013 — not supporting the transport of xDLMS-APDUs — the COSEM application process
just provides the functionality to select the data and the re-transmission period for the
interface (see 9.4).

COSEM Application Process
IEC 62056-6-1, IEC 62056-6-2 |-~~~ ~~~~~~=======°==7====°=~% !

A

DLMS/COSEM Application layer
IEC. 62056-5-3

XDLMS-APDUSs;
e General-Glo-Ciphering
e General-Block-Transfer
o DataiNotification

l l

B N N N e R N N ——e.e—-

HDLC based data link
layer Other
IEC 62056-46 layers
frame format type 3
"legacy operating modes"
i l of
IEC 62056-21
. e . e and
Medium specific Medium specific IEC 62056-3-1
lower layers lower layers

IEC

Figure 5 —Local data transmission reference model

5.3 Use of the lower layers
5.3.1 Overview

The profile specifications in the Annexes of this International Standard contain the relevant
information and the references to the appropriate standards for the lower layers. In order to
provide interoperability for the configuration of the different media, the corresponding COSEM
setup interface classes shall be considered. For new media the set of setup interface classes
in IEC 62056-6-2 will be extended.
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