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INTERNATIONAL ELECTROTECHNICAL COMMISSION

PROCESS MANAGEMENT FOR AVIONICS -
COUNTERFEIT PREVENTION -

Part 1: Avoiding the use of counterfeit, fraudulent
and recycled electronic components

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organizatio 3 dization comprising
all national electrotechnical committees (IEC National Committees). The j i5. to/ promote
international co-operation on all questions concerning standardization in ic fields. To
this end and in addition to other activities, IEC publishes International\Standard i 3pecifications,
Technical Reports, Publicly Available Specifications (PAS) and Guide =} red to as “IEC
Publication(s)”). Their preparation is entrusted to technical committ 9 N

in the subject dealt with may participate in this preparatory—w > ati oyernmental and non-
i C collaborates closely
with the International Organlzatlon for Standardization (I1SO) i e Wi onditions determined by

The formal decisions or agreements of IEC ¢ as nearly as possible, an international
consensus of opinion on the relevant subject mittee has representation from all
interested IEC National Committees

IEC Publications have the form of recomm international use and are accepted by IEC National
Committees in that sense. While all reasoriable effortshare.made_to ensure that the technical content of IEC
Publications is accurate way in which they are used or for any
misinterpretation by any end u

In order to promote internationa E ommittees undertake to apply IEC Publications
transparently to the maxi P ible_in the|r national and regional publications. Any divergence

between any IEC Publicati iohal or regional publication shall be clearly indicated in

the latter.
IEC itself does id conformity. Independent certification bodies provide conformity
vices and

assessment ser S ess to IEC marks of conformity. IEC is not responsible for any
services carried out, by i ication bodies.

All users should énsure ave the fatest edition of this publication

No liability sha s directors, employees, servants or agents including individual experts and
members o ttee and IEC National Committees for any personal injury, property damage or
other d , whether direct or indirect, or for costs (including legal fees) and
expenses a publlcatlon use of, or reliance upon, this IEC Publication or any other IEC
Publicati

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the cofrect application of this publication.

Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

The main task of IEC technical committees is to prepare International Standards. In
exceptional circumstances, a technical committee may propose the publication of a technical
specification when

the required support cannot be obtained for the publication of an International Standard,
despite repeated efforts, or

the subject is still under technical development or where, for any other reason, there is the
future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC/TS 62668-1, which is a technical specification, has been prepared by IEC technical
committee 107: Process management for avionics.
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This second edition cancels and replaces the first edition, published in 2012. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) Update of “fraudulent component” definition, addition of “recycled component” and
“suspect component” definitions, and updates of the concerned clauses accordingly.
b) Addition of counterfeit awareness training as a requirement.

c) Revision to update all references and web links in the annexes.

The text of this technical specification is based on the following documents;

Enquiry draft Report on voting
107/226/DTS 107/235/RVC <

Full information on the voting for the approval of this techni
the report on voting indicated in the above table.

e transformed into a

e reconfirmed,
e withdrawn, Q
e replaced by a

e amended.

A bilingua) version i blication may be issued at a later date.

IMPORTANT - TMolour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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PROCESS MANAGEMENT FOR AVIONICS -
COUNTERFEIT PREVENTION -

Part 1: Avoiding the use of counterfeit, fraudulent
and recycled electronic components

1 Scope

for avoiding
ce, defence
industries to

This part of IEC 62668, which is a Technical Specification, defines requiremen
the use of counterfeit, recycled and fraudulent components used in tf
and high performance (ADHP) industries. It also defines requireme

considered in IEC/TS 62668-2. Although developed for the avio s specification
may be applied by other high performance and high reliability indt \eir discretion.

ced in this document and
e edition cited applies. For
document (including any

are indispensable for its application. |
undated references, the Ilatest
amendments) applies.

IEC/PAS 62435, Electronic co sng-duration storage of electronic components —
Guidance for im s@-‘ '

at’systems — Requirements

Management Systems — Requirements for Aviation, Space and

AS/EN/JISQ 9110:2003, Quality Maintenance Systems — Aerospace — Requirements for
Maintenance Organizations

AS/EN/JISQ 9120, Quality Management Systems — Requirements for Aviation, Space and
Defense Distributors

GEIA-STD-0016, Standard for Preparing a DMSMS Management Plan
IDEA-STD-1010B, Acceptability of electronic components distributed in the open market
SAE AS5553A Counterfeit Electronic Parts; Avoidance, Detection, Mitigation and Disposition

SAE AS6081 Fraudulent/Counterfeit Electronic Parts: Avoidance, Detection, Mitigation and
Disposition — Distributors Verification Criteria
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SAE AS6174, Counterfeit Material: Detection, Mitigation and Disposition

3 Terms, definitions and abbreviations

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.11

aftermarket source
reseller which may or may not be under contract with the original component manufacturer
(OCM), or is sometimes a component “re-manufacturer”, under contract wi

Note 1 to entry: The reseller accumulates inventories of encapsulated or non-encapsulated
whose end of life date has been published by the OCM. These components are thenh rese ofit toxfill a need
within the market for components that have become obsolete.

3.1.2
broker
individual or corporate organization that serves as an int iary een buyer and seller

Note 1 to entry: In the electronic component sector a broker specifically seeks to~supply obsolete or hard to find
components in order to turn a profit. To do so it may accupulate an i veftory of components considered to be of

strategic value or may rely on inventories agcumulated
component exchange network.

3.1.3

COTS

commercial off-the-shelf products
one or more pieces, mechanical o i veloped for multiple commercial consumers,

activity infringes the intellectual property rights of the original manufacturer and is an illegal act. Counterfeiting
generally relates to wilful trademark infringement.

3.1.5

counterfeited component

material good imitating or copying an authentic material good which may be covered by the
protection of one or more registered or confidential intellectual property rights

Note 1 to entry: A counterfeited component is one whose identity or pedigree has been altered or misrepresented
by its supplier.

Identity = original manufacturer, part number, date code, lot number, testing, inspection, documentation or warranty
etc.

Pedigree = origin, ownership history, storage, handling, physical condition, previous use etc.

1 Although published this is being revised for material component only.
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3.1.6
customer device specification
device specification written by a user and agreed by the supplier

3.1.7

customer

user

original equipment manufacturer (OEM) which purchases electronic components, including
integrated circuits and/or semiconductor devices compliant with this technical specification,
and uses them to design, produce, and maintain systems

3.1.8

data sheet
document prepared by the manufacturer that describes the electrit
environmental characteristics of the component

nanical, and

3.1.9
franchised distributor or agent
individual or corporate organisation that is legally indepg

with full traceability.

3.1.10
fraudulent componen

a counterfeit component, a copy, an imitation, a full or partial substitute of brands;

(5) fraudulent designs, models , patents, software or copyright sold as being new and authentic, For example:
a component whose production and distribution are not controlled by the original manufacturer;

(6) unlicensed copies of a design;

(7) a disguised component (remarking of the original manufacturer’s name, reference date/code or other
identifiers etc.),which may be a counterfeit component; see Figure 1;

(8) a component without an internal silicon die or with a substituted silicon die which is not the original
manufacturer’s silicon die.

3.1.11

microcircuit

component

device

electrical or electronic device that is not subject to disassembly without destruction or
impairment of design use and is a small circuit having a high equivalent circuit element
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density which is considered as a single part composed of interconnected elements on or
within a single substrate to perform an electronic circuit function

Note 1 to entry: This excludes printed wiring boards/printed circuit boards, circuit card assemblies and modules
composed exclusively of discrete electronic components.

3.1.12
non-franchised distributor
companies which do not fall under a franchised distributor or OCM

Note 1 to entry: These distributors may purchase components from component manufacturers, franchised
distributors, or through other supply channels (open markets). These distributors cannot always provide the
guarantees and support provided by the franchised distributor network; components sourced through this source
are usually protected by the source’s warranty only. However, some of them are ablg urchase traceable
components and/or to provide traceability paperwork and/or are able to return stock for investigation to the OCM.

3.1.13

OCM

original component manufacturer

company specifying and manufacturing the electronic compone

3.1.14

OEM

original equipment manufacturer
manufacturer which defines the electronic
components or defines the componen edj

includes the electronic
test specification

3.1.15
piracy
willful copyright infringement

3.1.16
reseller

general supplier@

3.1.17

3.1.18
semiconductor

electronic component in which the characteristic distinguishing electronic conduction takes
place within a semiconductor

Note 1 to entry: This includes semiconductor diodes which are semiconductor devices having two terminals and
exhibiting a nonlinear voltage-current characteristic and transistors which are active semiconductor devices
capable of providing power amplification and having three or more terminals.

3.1.19

subcontractor

manufacturer of electronic subassemblies or supplier manufacturing items in compliance with
customer design data pack and drawings, and under the authority of the OEM

Note 1 to entry: This supplier can potentially procure all or part of the electronic components required to produce a
subassembly and is often referred to as the contract electronic manufacturer (CEM) or electronics manufacturing
services (EMS).
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3.1.20

supplier

company which provides to another an electronic component which is identified by the logo or
name marked on the device

Note 1 to entry: A supplier can be an OCM, a franchised distributor or agent, a non-franchised distributor, broker,
reseller, OEM, CEM, and EMS, etc.

3.1.21

suspect component
electronic component which has lost supply chain traceability back to the original
manufacturer and which may have been misrepresented by the supplier or manufacturer and
may meet the definition of fraudulent or counterfeit component

Note 1 to entry: Suspect components may include but are not limited to:
(1) counterfeit components;

(2) recycled components coming from uncontrolled recycling operations cdrri

unused condition.

3.1.22

traceability
ability to have for an electronic component it
manufacturer

Note 1 to entry: This traceability means that eve
writing that they know and can identify their so

y supplie

and product warranty.
3.1.23

untraceable

property of electroni

3.2 Abbreviatio

AAIPT

ACTA

ACTF

ADHP .

ASIC Application Specific Integrated Circuit

ATP acceptance test procedure

BEAMA British Electrotechnical Allied Manufacturers’ Association
CATA China Anti-counterfeit Technology Association

CB Certifying Bodies (Third Party)

COTS commercial off-the-shelf

CEM contract electronic manufacturer

CEPA Chinese Electronic Purchasing Association

CQAE China Quality Management Association for Electronics Industry
CMOS complementary metal oxide semiconductor

DFAR Defense Federal Acquisition Regulation

DOD Department of Defence (US)
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