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INTERNATIONAL ELECTROTECHNICAL COMMISSION

MECHANICAL STRUCTURES FOR ELECTRICAL AND ELECTRONIC
EQUIPMENT - TESTS FOR IEC 60917 AND IEC 60297 SERIES -

Part 6: Security aspects for indoor cabinets

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardi tlon comprising
all national electrotechnical committees (IEC National Committees). The objectN of to promote
international co-operation on all questions concerning standardization in the eleg{fi
this end and in addition to other activities, IEC publishes International Standard

Technical Reports, Publicly Available Specifications (PAS) and Guides (herea as “IEC

with the International Organization for Standardization (ISO) i
agreement between the two organizations.

The formal decisions or agreements of IEC on technical mattg
consensus of opinion on the relevant subjects since eac
interested IEC National Committees.

In order to promote international uniformit C i € ittees undertake to apply IEC Publications
transparently to the maximum_extent possy hei ationa!” and regional publications. Any divergence
between any IEC Publicatiog regional publication shall be clearly indicated in
the latter.

members of its te
other damage of a

Attention is dra e possibility that some of the elements of this IEC Publication may be the subject of
not be held responsible for identifying any or all such patent rights.

International Standard IEC 61587-6 has been prepared by subcommittee 48D:Mechanical
structures for electrical and electronic equipment, of IEC technical committee 48: Electrical
connectors and mechanical structures for electrical and electronic equipment.

The text of this International Standard is based on the following documents:

FDIS Report on voting
48D/634/FDIS 48D/641/RVD

Full information on the voting for the approval of this International Standard can be found in
the report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.
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A list of all parts in the IEC 61587 series, published under the general titlte Mechanical
structures for electrical and electronic equipment — Tests for IEC 60917 and IEC 60297 series,
can be found on the IEC website.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to
the specific document. At this date, the document will be

e reconfirmed,
e withdrawn,
e replaced by a revised edition, or

e amended.

A bilingual version of this publication may be issued at a later date.

IMPORTANT - The 'colour inside’' logo on the cover
that it contains colours which are considere
understanding of its contents. Users should t

QD
\
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INTRODUCTION

The security of electrical and electronic equipment or systems, which nowadays is being
applied in many electronic equipment or systems in the fields of ICT (information and
communication technology) and of industrial/infrastructure control systems, is becoming a
critical issue.

In general, security is achieved by restrictions and protections against improper or
unauthorized accesses from both hardware and software sides of the systems.

Considering the security of the hardware of electronic equipment or systems, which are built
up in the mechanical structures such as cabinets based on IEC 60297 series_.and IEC 60917
series, it depends on conditions of their installation sites, on the security lewel of system
hardware which provides access protection at the installation sites, a R

the mechanical structures and of their mechanical locks both at the
installation sites and of the mechanical structures.

series.

Vandalism protection aspect i
this document has no defin

9,


https://standards.iteh.ai/catalog/standards/iec/f113c0ff-aca1-4f7b-b15c-a1189371cd05/iec-61587-6-2017

-6- IEC 61587-6:2017 © IEC 2017

MECHANICAL STRUCTURES FOR ELECTRICAL AND ELECTRONIC
EQUIPMENT - TESTS FOR IEC 60917 AND IEC 60297 SERIES -

Part 6: Security aspects for indoor cabinets

1 Scope

This part of IEC 61587 specifies security aspects and security performance levels of indoor
cabinets in accordance with IEC 60917 and IEC 60297.

2 Normative references

ctures for electronic equipment — Tests for IEC 60917 and
ic tests for cabinets and racks

For the purposes of this document, the terms and definitions given in IEC 60917-1 and the
following apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/
e |SO Online browsing platform: available at http://www.iso.org/obp

3.1

handle

mechanical component to open or close the door of a cabinet, equipped on the door of a
cabinet


http://www.iso.org/obp
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3.2

key

device to allow only authorized access to a cabinet, assembled into the handle of the cabinet
or on the door of the cabinet configured with a mechanical lock

3.3

mechanical lock

mechanical component assembled in the door of a cabinet, deemed to provide closure of the
door of the cabinet for security

3.4

access protection
protection against unauthorized access to a cabinet mainly dependent o
level within the location and functional requirements where the cabinet j

access security

3.5
security performance
required performance of the mechanical components of a i fie intended

access security level

SEE Figure 1.
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Cabinet

Cabinet

Latch plate
(mechanical lock)

andié with key

Extended mechanical lock
(multi-points lock)

\[

Latch plate
(mechanical lock)
/

Latch plate
(mechanical lock)

Handle, lever type,
with key, without
latch plate

Handle, T-bar type,
with latch plate and
simplified key

Key lock, without
handle

IEC

re 1 — Typical mechanical components for
security provision of the cabinet

4 Security aspects for indoor cabinets

4.1 General

In general, security for cabinets for electronic equipment should be designed on both points of
view from hardware and software. Considering the security on hardware of the cabinets,

security aspects of the cabinets depends on the following factors:

a) access security level of the cabinet installation site(access security within the building);

b) security performance of the cabinet.

The access security within the building, as part of the so-called physical security, is primarily
aimed to be effective against unauthorized forced entry. In this regard, many international or
regional regulations and specifications for building doors, gates, building door handles and

key-locking systems and other building physical security facilities are defined.
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